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ArcSight ArcRemedyClient

This guide provides information for installing and configuring ArcSight ArcRemedyClient 
versions 4.0.1.0 and 5.0.3.0.

Product Overview
The ArcSight ESM Manager system integrates with the Remedy Action Request System 
using an application called ArcSight ArcRemedyClient. Remedy can be used to provide 
supplemental or alternative ticketing, tracking, and workflow support for ArcSight security 
event data. This is useful for customers already using Remedy as their centralized ticketing 
system. 

ArcSight ArcRemedyClient can send events to Remedy without using the ArcSight Case 
Management System; it also can be configured so that Remedy supplements ArcSight Case 
Management. 

ArcRemedyClient runs in the background, as a service, transferring data from ArcSight to 
Remedy. ArcRemedyClient can also be configured to update the ArcSight database with 
Remedy status. 

Supported Versions and Platforms
ArcRemedyClient version 4.0.1.0 is compatible with Action Request System versions 5.0, 
5.1.2, 6.3, and 7.0. ArcRemedyClient version 5.0.3.0 is compatible with Action Request 
System versions 7.1, 7.5, and 7.6. ArcRemedyClient versions 4.0.1.0 and 5.0.3.0 are both 
compatible with ESM 5.0, 6.8, and 6.9.1. 

Supported platforms for ArcSight ArcRemedyClient installation are shown in the HPE 
ArcSight ESM Support Matrix on Protect 724.

Installing
The ArcRemedyClient application is available from the HPE SSO site. Support. 
ArcRemedyClient is distributed in the form of a zip file named 
ArcRemedyClient.4.0.1.x.<platform>.zip. or 
ArcRemedyClient.5.0.3.0.<platform>.zip. Choose the appropriate system 
platform. See the release notes for the installation zip files for the supported platforms.

ArcSight recommends installing ArcRemedyClient on the same machine as 
the Manager. Any alternative configuration is not recommended nor ArcSight 
certified.
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To install ArcSight ArcRemedyClient, do the following:

1 Choose a platform and extract the zip file into the same directory where your Manager 
resides (recommended). Open the generated directory, ArcSight ArcRemedyClient.

2 Open the ArcSight ArcRemedyClient directory and choose arcremedyclientsvc to 
establish the background service.

3 To establish the background service, do the following:

On a

 Windows platform, install ArcSight ArcRemedyClient as a service by running 
the command bin\arcremedyclientsvc -i. 

 Unix platform, make sure that execute permissions are turned on for all files in 
bin, bin/wrapper/...., and startup/..... Run 
startup/..../runAsRoot.sh -i as the root to install the daemon. Edit the 
/etc/init.d/arcremedyclient file and set the Remedy install directory 
path. Specify the daemon OS user name.

4 Configure ArcSight ArcRemedyClient by specifying the Remedy user name, password, 
Remedy ARS server name, and the path to the Manager’s home directory. On a

 Windows platform, add these parameters to 
bin\arcremedyclientsvc.bat.

 Unix platform, add these parameters to bin/arcremedyclientsvc.

Upgrading
To upgrade from a previous installation of ArcSight ArcRemedyClient, do the following: 

1 Change the name of your current ArcSight ArcRemedyClient directory to ensure that 
its contents will not be overwritten.

2 From the HPE SSO site, choose the appropriate system platform as you would a new 
installation. ArcSight ArcRemedyClient is distributed in the form of a zip file named 
ArcRemedyClient.4.0.1.x.<platform>.zip. or 
ArcRemedyClient.5.0.3.0.<platform>.zip. 

3 Extract the zip file into the previous location of your installation. The generated 
directory is ArcSight ArcRemedyClient.

4 From the previously renamed ArcSight ArcRemedyClient directory, copy the 
config/arcremedyclient.properties into the same location in the new 
ArcSight ArcRemedyClient directory.

5 Proceed from step 2 in the section titled “Installing” on page 14.

For initial installation, use only the arcremedyclientsvc file. The 
arcremedyclient is suggested for troubleshooting purposes. See 
“Troubleshooting” on page 19 for more troubleshooting options.
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Using ArcRemedyClient

Remedy Forms
Remedy displays ArcSight security event data in screen forms. A sample form called 
"ArcSight Ticket" is provided with the ArcRemedyClient (form/sample.def and 
form/sample.xml). Your Remedy forms indicate which ArcSight event fields 
ArcRemedyClient must transfer. Use the Event Inspector in the ArcSight Console to decide 
which event fields are of interest in Remedy. 

Edit config/arcremedyclient.properties to specify the ArcSight security event 
fields you want to transfer to Remedy. Use "internal names" in the Properties file rather 
than the "display names" shown in the Event Inspector. For example, use 
"attackerAddress" for the field that is listed in the Event Inspector as "Attacker Address." To 
convert a display name to an internal name, remove all spaces and start the field name 
with a lowercase letter. Remedy fields also use internal names instead of display names.

The sample "ArcSight Ticket" form looks like this in Remedy: 

Note that field labels do not have to match ArcSight field names exactly.

Starting the Background Service
On Windows, start the ArcSight Remedy Client service from the Services Control Manager. 
From the Start menu, open the Control Panel. Open Administrative Tools and run the 
Services Control Manager. Right-click on ArcSight ArcRemedyClient and choose Start 
from the menu. 

On Unix, login as root and run /etc/init.d/arcremedyclient start. Check the file 
logs/arcremedyclient.log for any startup errors. The log file is rotated after every 
10 MB; by default ten log files are kept.
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How It Works
ArcSight security events and cases are transferred to the Remedy ARS by the ArcSight 
Remedy Client service, as shown in the following diagram.

ArcSight security events and cases can be transferred to Remedy manually or 
automatically. To send an event to Remedy manually, right-click one or more selected 
events in the ArcSight Console and choose Export to External System from the context 
menu. The export command is also available for Cases in the Navigator panel. The rule 
action Export to External System can be used in any rule to send an event to Remedy 
automatically. 

The Manager exports event and case data in ArcSight XML archive format in the Manager's 
archive/exports directory. The Manager imports data from any ArcSight XML archive 
format files it finds in the archive/imports directory. The Manager checks for import 
and export files every minute, by default.

ArcSight ArcRemedyClient is a Java application that monitors the Manager's import and 
export directories and connects to the Remedy Action Request System over RPC protocol 
using the Remedy ARS API. 

ArcSight ArcRemedyClient creates a new Remedy ticket for each exported event found in 
the Manager's archive/exports directory and deletes the event file when successful. 
ArcSight ArcRemedyClient does not update existing Remedy tickets. When Remedy creates 
the new ticket, ArcSight ArcRemedyClient notifies the Manager of the new ticket ID, which 
is then stored in the External ID field of the case.
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Events that have been successfully sent to Remedy are marked with a red flag in the 
ArcSight Console Event Inspector. Cases successfully sent to Remedy are marked with a 
red flag next to the case in the Navigator panel. 

Using Export to External System
When exporting to Remedy, it’s important to understand the relationship and exchanges 
between ArcSight events and cases, and Remedy forms (or tickets).

Exporting Cases

If one ArcSight case has multiple events, and that case is exported to Remedy, one 
Remedy ticket is created for each ArcSight event. After creating the tickets in Remedy, 
ArcRemedyClient places the Remedy ticket IDs in the ArcSight case’s ExternalID field as a 
comma separated list. For example, if one ArcSight case has 10 events and is exported to 
Remedy, 10 Remedy tickets are created and 10 Remedy ticket IDs are subsequently sent 
back from Remedy and added to the one ArcSight case.

Manually Exporting Events

If one ArcSight event is selected and exported to Remedy, one ArcSight case is generated, 
one Remedy ticket is created and one Remedy ticket ID is added to the External ID field of 
the ArcSight case. If 10 events are selected and exported together in an export request, 
one ArcSight case is generated to track the export, but 10 Remedy tickets are created for 
each of the 10 events in that case.

Getting Remedy Status
Once ArcSight ArcRemedyClient has created a Remedy ticket for a security event, the 
Remedy system is used to perform workflow operations on that ticket. ArcSight 
ArcRemedyClient optionally can be configured to import ticket status from Remedy for use 
in ArcSight, but it is not recommended and is usually not necessary.

To configure the ArcRemedyClient to poll Remedy for updates made to a specific Remedy 
form, follow these steps:

1 Specify the Remedy form and field name in 
config/arcremedyclient.properties.

2 Specify the name of the ArcSight case field where the updated Remedy value should 
be set. This may require modifying the case configuration file 
config/archive/handler/external.case.xml. For example, if you want to 
keep track of changes to a field called "stage," it must be added to the archive 
configuration. 

Keep in mind that if you send more than one event simultaneously, you 
cannot access individual ticket status updates from Remedy.

When directly exporting events to Remedy (either interactively or automated 
via Rule action), please keep in mind that one ArcSight case is automatically 
created per export request to track the export. Be careful in using the Rule 
action for Export to External System. If the rule fires export requests too 
often, it will create a large number of auto-generated cases in ESM. You may 
have to manually delete these cases periodically.
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3 Restart the ArcSight ArcRemedyClient service after any change to the configuration.

ArcSight ArcRemedyClient uses the same /archive/imports mechanism to update 
status as it does to record ticket numbers as External IDs.

Troubleshooting
For troubleshooting, it may be more convenient to run ArcSight ArcRemedyClient from the 
command line rather than as a service. 

 To run from the command line, on 

Windows platform run bin\arcremedyclient.bat 

Unix platform run bin/arcremedyclient

In production, ArcSight ArcRemedyClient should be run as a service.

 When ArcSight ArcRemedyClient is run as a service, it logs its activities in 
logs/arcremedyclient.log. Check this file occasionally to ensure that the 
service is running without errors.

 If exported cases are not received by the Remedy ARS Server, this issue might be 
caused by a time difference between the Manager and the Remedy ARS Server. To 
avoid this possible loss of cases, ensure that the time on the Manager matches that of 
the Remedy ARS Server.

 Contact support for help if necessary. Be prepared to upload all files in the logs 
directory, the exported Remedy form, and the 
config/arcremedyclient.properties file.
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