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SmartConnector for ArcSight Threat Response Manager 

ArcSight Threat Response Manager (TRM) is an ArcSight appliance that provides rapid automated or 
user-initiated threat response for any compromised or malicious node on your network, whether the 
threat was initiated from within or external to your network perimeter. After the threat is detected (by 
ESM, for example), TRM locates the compromised node very rapidly by leveraging its understanding 
and analysis of your network's topology and logical routing paths. After locating the compromised node 
on the network, TRM determines the closest quarantine point, and specifies the most effective and least 
disruptive method to quarantine the node so it can no longer communicate or do further harm.  

See the section "Device Event Mapping to ArcSight Data Fields" later in this document for the specific 
events mapped to fields in the ArcSight database. 

Product Overview 

The SmartConnector for ArcSight Threat Response Manager links ArcSight ESM with many of the 
action functions of ArcSight TRM. Between ESM and TRM, there are many possible actions, depending 
upon your business needs. This connector presents more than 20 actions commonly used in ArcSight 
ESM solution packages, which can also be used in your own ESM rules. 

About ArcSight TRM 

TRM is the threat response branch of ArcSight Network Synergy Platform (NSP). TRM features 
advanced algorithms that pinpoint the precise location of any compromise on your network and 
implement specific, policy-based actions immediately to resolve the issue. TRM builds and maintains a 
detailed understanding of your network's topology by communicating directly with your network 
infrastructure devices, including routers, switches, firewalls, wireless access points, and VPN 
concentrators. TRM lets you control settings for how quarantines are processed, and actually performs 
the Layer 2 and Layer 3 actions through these action types: 

 Quarantine/remove quarantine 

 Add/remove/enable/disable rules 

 Block IP address/range 

 Authorize/deny action 

 Investigate and simulate nodes/actions 

TRM can investigate any node on the network to understand exactly how that node is physically and 
logically connected within the network, as well as how all other upstream or downstream devices are 
connected to each other. 

When responding to security events, administrators can also simulate the effect of taking a proposed 
quarantine action to understand the potential effect of the action before it is executed. With the TRM 
rules engine, you can set up approval hierarchies for certain actions or set policies that protect certain 
critical network elements from being modified. 
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About the TRM Connector 

When you integrate TRM with ESM, you can implement the SmartConnector for ArcSight Threat 
Response Manager to enable ESM to initiate TRM actions. TRM makes it possible for ESM rules to 
automatically execute many of the TRM functions when certain conditions and thresholds are met. This 
gives you the power of ESM's correlation and threat escalation capabilities and combines it with TRM's 
immediate remedial response and investigation system. 

TRM also lets you send specific TRM commands on demand through the connector management tools 
on the ESM Console. The actions available within TRM range from simply investigating a node on the 
network that you believe to be suspicious, to actually shutting down the switch port to which a node is 
connected because a worm outbreak has been detected and is rapidly propagating. 

The full range of available TRM actions is described in "Adding TRM Actions to ESM Rules". You can 
configure TRM actions to execute automatically or require user intervention before taking action. When 
automated, the appropriate quarantine is executed automatically by TRM upon certain triggering 
conditions within ESM. When implemented in a way that requires user intervention, a security analyst is 
required to approve or execute the action TRM proposes based upon a given threat. 

ArcSight TRM can instantly identify the exact location of any node (wireless, wired, or VPN) across your 
network and implement specific, policy-based actions. For more information about ArcSight TRM and 
how the appliance can interact with your network, see the NSP Installation and Administration Guide. In 
addition to the specific actions and parameters sent by the commands available with the 
SmartConnector for ArcSight Threat Response Manager, each action sent from the connector also 
passes the following data to the TRM command-line interface. 

Fields Description 
Action The actions for the SmartConnector for ArcSight TRM are documented in 

"Adding TRM Actions to ESM Rules". 

NSP Server IP address of the NSP/TRM appliance. 

NSP Login User ID for the administrator on the NSP/TRM server. 

NSP Password Password for the NSP/TRM login. 

 

How the TRM Action is Processed 

When the TRM action is sent from ESM to the TRM appliance, two internal ESM events are generated: 
one when the action is initiated by ESM and sent to the TRM appliance, and one when the full output of 
the command arrives back from the TRM appliance. 

The initial ESM audit event (Device Event Class ID agent:014) contains the full command that 
is being sent which, in turn, executes the command on the network device or devices. 

The response event from the TRM appliance (Device Event Class ID agent:017) contains the 
outcome of the command with device details. You can view the full details of this response event in the 
Raw Event field of the event when it arrives on the Manager. The details display as one line in XML 
format. You can save the details to a file in XML format and view the file in any browser. Make sure that 
the file name ends with the .xml extension (for example, investIP.xml). 

 
The TRM user's credentials (username and password) are not presented in the command data in the 
Raw Event field. 
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Platform Support and Setup 

The SmartConnector for ArcSight Threat Response Manager is supported on all the platforms listed in 
the document SmartConnector Product and Platform Support, available from the HP SSO download site 
with each SmartConnector release, and also available on Protect 724. 

Install the SmartConnector 

The following sections provide instructions for installing and configuring your selected SmartConnector. 

Prepare to Install Connector 

Before you install any SmartConnectors, make sure that the ArcSight products with which the 
connectors will communicate have already been installed correctly (such as ArcSight ESM or ArcSight 
Logger). This configuration guide takes you through the installation process with ArcSight Manager 
(encrypted) as the destination. 

For complete product information, read the Administrator's Guide as well as the Installation and 
Configuration guide for your ArcSight product before installing a new SmartConnector.  If you are 
adding a connector to the Connector Appliance/ArcSight Management Center, see the ArcSight 
Connector Appliance or ArcSight Management Center Administrator's Guide for instructions, and start 
the installation procedure at "Select Connector and Add Parameter Information." 

Before installing the SmartConnector, be sure the following are available: 

 Local access to the machine where the SmartConnector is to be installed 

 Administrator passwords 

Install Core Software 

Unless specified otherwise at the beginning of this guide, this SmartConnector can be installed on all 
ArcSight supported platforms; for the complete list, see the SmartConnector Product and Platform 
Support document, available from the HP SSO and Protect 724 sites. 

1 Download the SmartConnector executable for your operating system from the HP SSO site. 

2 Start the SmartConnector Installer by running the executable. 

 Follow the installation wizard through the following folder selection tasks and installation of the core 
connector software: 

 Introduction  
Choose Install Folder  
Choose Install Set  
Choose Shortcut Folder  
Pre-Installation Summary  
Installing... 

3 When the installation of SmartConnector core component software is finished, the following window 
is displayed: 
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Select Connector and Add Parameter Information 

1 Select Add a Connector and click Next. Enabling FIPS mode and enabling remote management 
can be configured later in the process after SmartConnector configuration. 

2 Select ArcSight Threat Response Manager and click Next. 

3 Enter the required SmartConnector parameters to configure the SmartConnector, then click Next.   
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Parameter Description 
TRM Host Enter the TRM appliance hostname or IP address. 

TRM User Enter the name of a user on your TRM system that has group 
privileges for network response. 

TRM Password Enter the password for the TRM user specified above. 

 

Select a Destination 

1 The next window asks for the destination type; make sure ArcSight Manager (encrypted) is 
selected and click Next.  (For information about this destination or any of the other destinations 
listed, see the ArcSight SmartConnector User Guide.) 

2 Enter values for the Manager Host Name, Manager Port, User and Password required 
parameters.  This is the same ArcSight user name and password you created during the ArcSight 
Manager installation.  Click Next. 

3 Enter a name for the SmartConnector and provide other information identifying the connector's use 
in your environment.  Click Next. The connector starts the registration process. 

4 The certificate import window for the ArcSight Manager is displayed. Select Import the certificate 
to the connector from destination and click Next.  (If you select Do not import the certificate to 
connector from destination, the connector installation will end.)  The certificate is imported and 
the Add connector Summary window is displayed. 

Complete Installation and Configuration 

1 Review the Add Connector Summary and click Next.  If the summary is incorrect, click Previous 
to make changes. 

2 The wizard now prompts you to choose whether you want to run the SmartConnector as a stand-
alone process or as a service.  If you choose to run the connector as a stand-alone process, select 
Leave as a standalone application, click Next, and continue with step 5.  

3 If you chose to run the connector as a service, with Install as a service selected, click Next. The 
wizard prompts you to define service parameters.  Enter values for Service Internal Name and 
Service Display Name and select Yes or No for Start the service automatically. The Install 
Service Summary window is displayed when you click Next. 

4 Click Next on the summary window. 

5 To complete the installation, choose Exit and Click Next. 

 To enable remote management, choose Continue, click Next and select Enable remote 
management.  Select Yes for Enable remote management? and then specify a Remote 
Management Listener Port or accept the default value of 9001. When queried by the remote 
management device, the values you specify here for enabling remote management and the port 
number will be used. Follow the wizard prompts to complete the configuration process. 
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 If the connector you are installing supports FIPS-compliant mode and you want to enable that 
mode, select Continue rather than Exit and click Next. Then follow the instructions in "Enable 
FIPS Mode (optional)". If that section does not appear in this configuration guide, FIPS-compliant 
mode is not supported for this connector. 

For some SmartConnectors, a system restart is required before the configuration settings you made 
take effect.  If a System Restart window is displayed, read the information and initiate the system 
restart operation. 

 
Save any work on your computer or desktop and shut down any other running applications (including the 
ArcSight Console, if it is running), then shut down the system. 

Complete any Additional Configuration required, then continue with "Run the SmartConnector". 

For connector upgrade or install instructions, see the SmartConnector User Guide. 

Enable FIPS Mode 

1 To enable FIPS-compliant mode, choose Continue rather than Exit and click Next. 

2 After choosing Continue and clicking Next after connector installation, choose Enable FIPS Mode 
and click Next.  A confirmation window is displayed when FIPS mode is enabled. 

3 Click Next. To complete installation of FIPS support, click Exit.  To enable FIPS Suite B mode, 
click Continue. 

4 On the window displayed, select Modify Connector. 

5 Select Add, Modify, or remove destinations and click Next. 

6 Select the destination for which you want to enable FIPS Suite B mode and click Next. 

7 Select Modify destination parameters and click Next. 

8 When the parameter window is displayed, select FIPS with Suite B 128 bits or FIPS with Suite B 
192 bits for the FIPS Cipher Suites parameter.  Click Next. 

9 The window displayed shows the editing changes to be made.  Confirm and click Next to continue.  
(To adjust changes before confirming, click Previous.) 

10 A summary of the configuration changes made is displayed.  Click Next to continue. 

11 Click Exit to exit the configuration wizard. 

Run the SmartConnector 

SmartConnectors can be installed and run in stand-alone mode, on Windows platforms as a Windows 
service, or on UNIX platforms as a UNIX daemon, depending upon the platform supported.  On 
Windows platforms, SmartConnectors also can be run using shortcuts and optional Start menu entries. 

If the connector is installed in stand-alone mode, it must be started manually and is not automatically 
active when a host is restarted.  If installed as a service or daemon, the connector runs automatically 
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when the host is restarted.  For information about connectors running as services or daemons, see the 
ArcSight SmartConnector User Guide. 

To run all SmartConnectors installed in stand-alone mode on a particular host, open a command 
window, go to $ARCSIGHT_HOME\current\bin and run:  arcsight connectors 

To view the SmartConnector log, read the file $ARCSIGHT_HOME\current\logs\agent.log; to 
stop all SmartConnectors, enter Ctrl+C in the command window. 

Run the SmartConnector with Java JRE 1.6 

If you install the TRM connector on a system running Java JRE 1.6, perform the following procedure 
after installation is complete. In this procedure, ARCSIGHT_HOME is the directory where the TRM 
connector software is installed. 

On Linux or Unix:  In the ARCSIGHT_HOME/jre/lib directory, create a subdirectory called 
endorsed with read, write, and execute permissions. Copy the saaj.jar file from 
ARCSIGHT_HOME/lib/agent to the subdirectory you just created (endorsed). 

On Windows:  In the ARCSIGHT_HOME\jre6\lib directory, create a subdirectory called endorsed 
with read, write, and execute permissions. Copy the saaj.jar file from ARCSIGHT_HOME/lib/agent 
to the subdirectory you just created (endorsed). 

Add TRM Actions to ESM Rules 

You can configure ESM rules to trigger TRM actions through the ArcSight Console. After you have 
installed the TRM connector, these types of TRM actions are available for use in ESM rules: 

 Quarantine/remove quarantine 

 Add/remove/enable/disable rules 

 Block IP address/range 

 Authorize/deny action 

 Investigate and simulate nodes/actions 

 
For the TRM commands to be available in the Rule Editor, the ESM user who adds TRM commands to a 
rule action must have adequate privileges to access the TRM Connector on the ESM Console. 

To add a TRM action to an ESM rule: 

1 In the Navigator panel of the ArcSight ESM Console, go to Rules. 

2 Create a new rule or open an existing rule in the Rule editor Inspect/Edit panel (double-click the 
rule or right-click and select Edit Rule). 

3 In the Conditions tab, set the conditions to be met for the rule to be triggered. 
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4 In the Action tab, right-click an active trigger, such as On First Event (Active), and select Add > 
Execute Connector Command. This launches the Add "Execute Connector Command" Action 
dialog box. 

5 In the Add "Execute Connector Command" Action dialog box, enter the following values and click 
OK. 

a In the Connector drop-down menu, select the TRM SmartConnector you installed in "Install the 
SmartConnector". 

b In the Command drop-down menu, select the TRM action you want the rule to take (listed in 
the Available Actions tables). The list in this drop-down menu contains standard actions 
available to all rules and the TRM actions. 

c When you select the command, the name | value fields display in the bottom pane. Enter 
the values that will trigger the response for this action and click OK. The values can be 
absolute values or Velocity variables (described in "Using Velocity Variables in a Value Field"). 

6 In the Rules Editor, click Apply to apply the values entered and save the rule. 

Available Actions 

The following tables describe the available actions in the TRM connector and the parameters to enter. 

 
For each action you configure, make sure that every parameter that action presents is populated with a 
value.  A null value in any parameter setting causes the action to fail. 

Level 1 Integration Commands (single call to TRM) 
Action Description Parameters 
Investigate 
Node by IP 
Address 

Investigate a node by IP address and 
identify the Layer 3 and Layer 2 
location of the specified network 
device. 

'IP Address (format 10.0.0.14)'. Enter the IP address 
of the node you want to investigate. 

Investigate 
Node by MAC 
Address 

Investigate a node by MAC address 
and identify the Layer 3 and Layer 2 
location of the specified network 
device. 

'MAC Address (format: 002c.0306.0708)'. Enter the 
MAC address of the node you want to investigate. 
Note that this action takes effect only if the MAC 
address is in the ARP table of your network router. 

Investigate 
Node by 
Hostname 

Investigate a node by hostname and 
identify the Layer 3 and Layer 2 
location of the specified network 
device. 

'Hostname (resolved by DNS)'. Enter the hostname of 
the node you want to investigate. 

Investigate 
Node by 
NetBios Name 

Investigate a node by NetBios name 
and identify the Layer 3 and Layer 2 
location of the specified network 
device. 

'NetBios Name (resolved by NetBios)'. Enter the 
NetBios name of the node you want to investigate. 

Simulate 
Quarantine 
Node by IP 
Address 

Simulate a quarantine node action by 
IP address to test the action before 
making configuration changes. 

'IP Address (format 10.0.0.14)'. Enter the IP address 
of the node on which you want to simulate a 
quarantine. 

Simulate 
Quarantine 
Node by MAC 
Address 

Simulate a quarantine node action by 
MAC address to test the action 
before making configuration 
changes. 

'MAC Address (format: 002c.0306.0708)'. Enter the 
MAC address of the node on which you want to 
simulate a quarantine. Enter the MAC address in a 
format similar to 000c.0001.0001. Note that this action 
takes effect only if the MAC address is in the ARP 
tables of your network routers. 
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Action Description Parameters 
Simulate 
Quarantine 
Node by 
Hostname 

Simulate a quarantine node action by 
hostname to test the action before 
making configuration changes. 

'Hostname (resolved by DNS)'. Enter the host name of 
the node on which you want to simulate a quarantine. 

Simulate 
Quarantine 
Node by 
NetBios Name 

Simulate a quarantine node action by 
NetBios name to test the action 
before making configuration 
changes. 

'Netbios Name (resolved by NetBios)'. Enter the 
NetBios name of the node on which you want to 
simulate a quarantine. 

Quarantine 
Node by IP 
Address 

Quarantine a network node by IP 
address for a specified period. 

'IP Address (format 10.0.0.14)'. Enter the IP address 
of the node you want to quarantine. 

  'Quarantine Period (hours)'. Enter any integer to 
indicate the number of hours you want the block to be 
effective. 0 means the block does not expire. 

  'Trouble Ticket (add trouble ticket number)'. An 
incident number used for tracking the situation that 
requires the IP quarantine action. 

  'Comment (add a comment for this action)'. Add a 
comment of any length. Comment text must be 
contained in quotes. 

  'Overwrite Active Quarantine (0: No, 1: Yes)'. If you 
enter 1 for Yes, the Quarantine Node action 
overwrites any active node quarantine. The default 
value is 0 (no overwrite). 

Quarantine 
Node by MAC 
Address 

Quarantine a network node by MAC 
address for a specified period. 

'MAC Address (format: 002c.0306.0708)'. Enter the 
MAC address of the node you want to quarantine. 
Enter the MAC address in a format similar to 
000C.0001.0001. 

  'Quarantine Period (hours)'. Enter any integer to 
indicate the number of hours you want the block to be 
effective. 0 means the block does not expire. 

  'Trouble Ticket (add trouble ticket number)'. An 
incident number used for tracking the situation that 
requires the quarantine action. 

  'Comment (add a comment for this action)'. Add a 
comment of any length. Comment text must be 
contained in quotes. 

  'Overwrite Active Quarantine (0: No, 1: Yes)'. If you 
enter 1 for Yes, the Quarantine by MAC Address 
action overwrites any active MAC address quarantine. 
The default value is 0 (no overwrite). 

  For this action to work, ensure that the MAC address 
is in the ARP table(s) of your network routers. 

Quarantine 
Node by 
Hostname 

Quarantine a network node by 
hostname for a specified period. 

'Hostname (resolved by DNS)'. Enter the host name of 
the node you want to quarantine. 

  'Quarantine Period (hours)'. Enter any integer to 
indicate the number of hours you want the quarantine 
to be effective. 0 means the quarantine does not 
expire. 

  'Trouble Ticket (add trouble ticket number)'. An 
incident number used for tracking the situation that 
requires the quarantine action. 

  'Comment (add a comment for this action)'. Add a 
comment of any length. Comment text must be 
contained in quotes. 
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Action Description Parameters 
  'Overwrite Active Quarantine (0: No, 1: Yes)'. If you 

enter 1 for Yes, the Quarantine by hostname action 
overwrites any active hostname quarantine. The 
default value is 0 (no overwrite). 

Quarantine 
Node by 
NetBios Name 

Quarantine a network node by 
NetBios name for a specified period. 

'Netbios Name (resolved by NetBios)'. Enter the 
NetBios name of the node you want to quarantine. 

  'Quarantine Period (hours)'. Enter any integer to 
indicate the number of hours you want the quarantine 
to be effective. 0 means the quarantine does not 
expire. 

  'Trouble Ticket (add trouble ticket number)'. An 
incident number used for tracking the situation that 
requires the quarantine action. 

  'Comment (add a comment for this action)'. Add a 
comment of any length. Comment text must be 
contained in quotes. 

  'Overwrite Active Quarantine (0: No, 1: Yes)'. If you 
enter 1 for Yes, the Quarantine by NetBios name 
action overwrites any active NetBios name quarantine. 
The default value is 0 (no overwrite). 

Block IP Range Block a range of IP addresses. 'IP Address Range (format: 10.0.0.14/28)'. Enter the 
IP address range to which you want to deny user 
action in CIDR format. 

  'Quarantine Period (hours)'. Enter any integer to 
indicate the number of hours you want the block to be 
effective. 0 means the block does not expire. 

  'Trouble Ticket (add trouble ticket number)'. An 
incident number used for tracking the situation that 
requires the Block IP Range action. 

  'Comment (add a comment for this action)'. Add a 
comment of any length. Comment text must be 
contained in quotes. 

  'Overwrite Active Quarantine (0: No, 1: Yes)'. If you 
enter 1 for Yes, the Block IP Range action overwrites 
any active IP range block. The default value is 0 (no 
overwrite). 

Block IP Traffic Apply protocol-specific blocks on the 
Layer 3 devices in your network. 

'Source IP Address or IP Range (format 10.0.0.14 or 
10.0.0.14/28)'. Enter the source IP address that you 
want to block. You can block a range of IP addresses 
by entering the address in CIDR format. You can also 
specify any. 

  'Source Port Number(s) (default: all ports)'. Enter the 
source port number you want to block. Specify a 
range of ports with a hyphen (make sure that the 
range does not contain any white space). 

  'Destination IP Address or IP Range (format 10.0.0.14 
or 10.0.0.14/28)'. Enter the destination IP address you 
want to block. You can block a range of IP addresses 
by entering the address in CIDR format. You can also 
specify any. 

  'Destination Port Number(s) (default: all ports)'. Enter 
the destination port number you want to block. Specify 
a range of ports with a hyphen (make sure that the 
range does not contain any white space). 

  'Protocol Number (default: IP)'. Enter the protocol you 
want to block. Enter one of these values: 
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Action Description Parameters 
  TCP, UDP, ICMP, AHP, EIGRP, ESP, GRE, IGMP, 

IGRP, IP, IPinIP, OSPF, PCP, PIM, or 0 (zero) 
through 255 (indicating an IP protocol number). 

  'Quarantine Period (hours)'. Enter any integer to 
indicate the number of hours you want the block to be 
effective. 0 means the block does not expire. 

  'Trouble Ticket (add trouble ticket number)'. An 
incident number used for tracking the situation that 
requires the Block IP Traffic action. 

  'Comment (add a comment for this action)'. Add a 
comment of any length. Comment text must be 
contained in quotes. 

  'Overwrite Active Quarantine (0: No, 1: Yes)'. If you 
enter 1 for Yes, the Block IP Traffic action overwrites 
any active protocol-specific block. The default value is 
0 (no overwrite). 

Remove 
Quarantine by 
ID 

Remove a quarantine on a network 
device. 

'Quarantine ID (obtain from TRM)'. Enter the 
quarantine sequence identifier (ID) of the quarantine 
you want to remove. 

  For details about how to locate the quarantine 
identifier, see the TRM commands in the NSP SOAP 
API Reference Guide. 

ARP Dump of a 
Device 

Obtain an ARP mapping of a device 
on an NSP appliance. An ARP map 
provides a translation of an IP 
address to MAC address. 

'Device ID (obtain ID of the Layer 3 device from 
TRM)'. Enter the identifier for the device whose ARP 
cache information you want to obtain. 

  For details about how to find the device ID, see the 
TRM commands in the NSP SOAP API Reference 
Guide. 

MAC Cache of a 
Device 

Obtain the MAC cache of a device on 
an NSP appliance. 

'Device ID (obtain ID of the Layer 2 device from 
TRM)'. Enter the MAC address of the device whose 
MAC cache you want to obtain. 

  Note: This action is supported only for devices that 
support MAC address lookup. 

Enable TRM 
Rule 

Enable an existing TRM rule. 'Rule ID (obtain Rule ID from TRM)'. Enter the rule ID 
for the TRM rule you want this action to enable. 

  For details about how to locate the rule ID, see the 
TRM commands in the NSP SOAP API Reference 
Guide. 

Disable TRM 
Rule 

Disable an existing TRM rule. 'Rule ID (obtain Rule ID from TRM)'. Enter the rule ID 
for the TRM rule you want this action to disable. 

  For details about how to locate the rule ID, see the 
TRM commands in the NSP SOAP API Reference 
Guide. 

Generate 
Network Details 
as CEF 
Messages 

Generate CEF messages that 
contain details about your network 
and display the messages in an ESM 
active channel. Refer to the ESM 
documentation for information about 
active channels. 

This action has no parameters. Important: Before you 
can generate CEF messages, you need to add a 
Syslog Notification Server on the NSP appliance and 
subscribe the Syslog Server to the System CEF 
Message group. Also, make sure that your Syslog 
Server is set up to send messages to ESM. 

  To add a Syslog Notification Server: On the NSP 
interface, click the Admin tab > Notifications > Servers 
and click the Add Notification Server button. 

  To subscribe the Syslog Server to the System CEF 
Message group: On the NSP interface, click the 
Admin tab > Subscriptions > and click the Syslog 
Servers tab. 
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Action Description Parameters 
  For more information, refer to the NSP Installation and 

Administration Guide. 

 

Level 2 Integration Commands (multiple calls to TRM) 
Action Description Parameters 
Disable Enterprise 
Account 

Disable an enterprise account 
on the NSP appliance. 

'Enterprise Source ID (obtain EAccount Source ID from 
TRM)'. The ID of the enterprise account source. To 
obtain the ID, log in to the NSP appliance and click the 
TRM tab > Settings > E-Account Sources. Right-click 
Edit. The ID is listed at the end of the Address URL. 

  'Account Value (obtain from TRM SOAP call)'. The 
username (or unique identifier) on the enterprise 
source used to identify which account to disable. 

  'Enable Value (obtain from TRM SOAP call)'. The 
status value supplied in the SOAP call that is applied to 
the account to enable it when the quarantine is 
removed. 

  For details about how to locate the Enable Value, see 
the TRM commands in the NSP SOAP API Reference 
Guide. 

  'Quarantine Period (hours)'. Use zero (0) for 
nonexpiring. 

  'Comment (add a comment for this action)'. Add a 
comment of any length. Comment text must be 
contained in quotes. 

Add TRM Rule - 
Require 
Authorization for 
User 

Add a TRM rule that requires 
authorization from an 
authorization group for certain 
user's actions. 

 

  'Rule Name (name this rule)'. Enter a name for the 
TRM rule. 

  'Rule Description (describe this rule)'. Enter a brief 
description of what the rule does. The length limit is 
256 characters. 

  'Authorizing Group ID (obtain User Group ID from 
TRM)'. Enter the ID of the group from which you 
require authorization for an action taken by the user 
with the user ID specified in the user ID field. 

  'User ID (obtain User ID from TRM)'. Enter the ID(s) of 
the user(s) from whom you require authorization. If you 
enter multiple user IDs, separate them with commas 
(no spaces). 

  For more information on how to get the group and user 
ID, see the TRM commands in the NSP SOAP API 
Reference Guide. 

Add TRM Rule - 
Deny User Action 
for IP Range 

Add a TRM rule that denies a 
user action for a specific IP 
address or range of IP 
addresses. 

'Rule Name (name this rule)'. Enter a name for the 
TRM rule. 

  'Rule Description (describe this rule)'. Enter a brief 
description of what the rule does. The length limit is 
256 characters. 

  'IP Address Range (format: 10.0.0.14/28)'. Enter the IP 
address or IP address range to which you want to deny 
user action in CIDR format. 
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Action Description Parameters 
Add TRM Rule - 
Move Quarantined 
Node to VLAN for 
User 

Add a TRM rule that moves the 
nodes quarantined by specified 
users to a VLAN. 

'Rule Name (name this rule)'. Enter a name for the 
TRM rule. 

  'Rule Description (describe this rule)'. Enter a brief 
description of what the rule does. The length limit is 
256 characters. 

  'VLAN ID (ID of VLAN where quarantines will be 
moved)'. Enter the identifier for the VLAN to which you 
want to send the nodes quarantined by the user 
specified. 

  'User ID (obtain User ID from TRM)'. Enter the IDs of 
the users whose quarantined nodes you want sent to 
the VLAN. If you enter multiple user IDs, separate 
them with commas (no spaces). 

  Note: This command overrides the default Move 
Quarantined Node action specified on the NSP 
appliance. 

Authorize TRM 
Action 

Authorize (allow or deny) a TRM 
action block—quarantine node, 
block IP range, block IP traffic—
that is in the authorization 
queue. 

'Authorization ID (obtain Auth Queue Pending ID from 
TRM)'. Enter the authorization identifier for the TRM 
job that you want to authorize. For details about how to 
locate the authorization ID, see the TRM commands in 
the NSP SOAP API Reference Guide. 

  'Authorization (allow or deny)'. Enter allow to approve 
the action or deny to disallow it. 

  'Comment (add a comment for this action)'. Enter a 
comment of any length. Comment text must be 
contained in quotes. 

 

For details about these TRM commands and how they are executed on the device, refer to the NSP 
SOAP API Reference Guide. 

For a detailed overview of the TRM commands and how to use them, refer to the NSP Installation and 
Administration Guide. 

Using Velocity Variables in a Value Field 

You can use Velocity variables in the value field of the ESM rule editor, instead of absolute values. The 
example below shows the parameters available for the command Add TRM Rule - Deny User 
Action for IP Range expressed as Velocity variables. 

 
If you use Velocity variables in the Action tab, aggregate on the base event fields you want the rule to 
use in the Aggregation tab. The fields you specify in the Aggregation tab are the fields that appear in the 
ESM correlation event when it is triggered by matching conditions and met thresholds. 

For more about Velocity variables, see The Apache Velocity Project web site: 
http://velocity.apache.org/. 

http://velocity.apache.org/
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Enabling and Activating ESM Rules on Real-Time Events 

After you have created or edited the ESM rule, activate it on real-time events: 

1 In the Navigator panel, right-click the rule and select Enable to enable the rule. 

2 Optionally, you can test the rule in a replay-with-rules channel. For details, see the ESM online 
Help topic "Verifying Rules with Events". 

3 Once the rule is verified, activate it on real events. Drag the rule to the Real-Time Rules group. 
When prompted to copy, move, or link the rule, select Link. This retains the link between the two 
rules (if it is edited in either location, the changes are made to both). 

For other methods of activating ESM rules, see the online Help topic "Deploying Real-time Rules". 

Executing TRM Commands on Demand from the ESM Console 

When testing your ESM rules with TRM actions or investigating a situation, you might need to execute 
an action directly from ESM without going through a rule. You can trigger the action on demand using 
the TRM Connector from the ESM Console. 

1 In the ESM Console Navigator panel, go to Connectors. 

2 Right-click the TRM Connector and select Send command > TRM > <command name>, where 
<command name> is the name of the TRM command you want to execute. 

3 At the prompt, enter the command's parameters (see the parameter tables in the "Available 
Actions" section. This launches the action immediately to the TRM appliance. 
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