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About ArcSight Content

ArcSight Enterprise Security Management 4.0 (ESM) comes with a robust and coordinated 
set of resources, referred to as standard content. Standard content addresses common 
enterprise network security and ArcSight management tasks. 

This book describes the standard content, how it’s organized, and how to use it to get the 
most out of ArcSight ESM. 

“Who Should Read this Guide” on page 1

“How to Use this Guide” on page 2

“Related Documentation” on page 4

Who Should Read this Guide
This guide is intended for ArcSight users, administrators, and security managers with the 
responsibility to plan, implement, maintain, and use ESM to monitor, investigate, and man-
age events in their network environments.

The standard content is organized into groups that are targeted for different user audi-
ences:

Users should have knowledge of: 

Networks and network security

Organizational policies and procedures regarding user access to resources stored on 
the protected network

Using ArcSight tools to address specific network security scenarios

Foundation User Audience

Network Monitoring Network administrators

Intrusion Monitoring Security analysts

Configuration Management System administrators and security analysts, 
depending on interests

ArcSight Workflow  SOC members; analysts and security manage-
ment

ArcSight System Security analysts, operators, and anyone with 
responsibility to develop ESM content

ArcSight Administration  ArcSight administrators
ArcSight Confidential ArcSight System Content 1



About ArcSight Content
How to Use this Guide
This guide presents the concepts, contents, and implementation guidelines for ArcSight's 
standard content. Use the table below to assist you in finding the information you need.

Chapter Description

Preface About this Guide. Describes the contents, properties, and audience for 
this book, and whom to contact for more information.

1 Standard Content for ESM v4.0. Describes the standard content, its 
structure, the ArcSight tools involved, and how the standard content 
addresses essential security monitoring scenarios in enterprise network 
environments.

2 Standard Content Installation, Upgrade, and Configuration. 
Describes how standard content is installed and provides general config-
uration instructions to set up the standard content for your network 
environment.

3 ArcSight System. Provides details about the core content infrastruc-
ture, and describes how to configure the resources that manage this 
infrastructure for your network environment. 

4 Configuration Monitoring Foundation. Describes the configuration 
monitoring foundation, the devices that drive it, and configuration steps 
required. This foundation provides insight into the current configuration 
of your monitored hosts, applications and network infrastructure, moni-
tors them for changes, and sends notifications as appropriate.

5 Intrusion Monitoring Foundation. Describes the intrusion monitoring 
foundation, the devices that drive it, configuration steps required, and 
run-time instructions. This foundation monitors everything to do with 
attacks, such as worms and viruses, and activity on protected assets. 

6 Network Monitoring Foundation. Describes the network monitoring 
foundation, the devices that drive it, required configuration, and run-
time instructions. This foundation monitors the status of the network 
and network infrastructure. 

7 ArcSight Workflow Foundation. Describes the active channels and 
reports that support the investigation and incident response of daily 
security operations.

8 ArcSight Administration Foundation. Describes the content that 
manages ArcSight system monitoring, any configuration required, and 
run-time instructions. This foundation is essential for managing and 
tuning the performance of all ArcSight content and components.

Appendix 
A

Shared Package Inventory. This appendix lists the contents of the 
shared packages, Anti-Virus and Network Filters.

Appendix 
B

Default Access Permissions. This appendix lists the default permis-
sions granted to all groups of content for the default ArcSight user 
groups. 
2 ArcSight System Content ArcSight Confidential



About ArcSight Content
Text Conventions
This book uses the following text conventions.

Text Description and Example

Bold Bold is used to indicate an on-screen element that a user should 
click. 

• Enter a value and click OK. 

Code Blue monospace text is used to indicate code elements.

• If the name of your active list entries text file is “Adminis-
trativeUsers.txt,” the script would look like this:

Italics Italics indicate emphasis or a book name:

• Do not perform this procedure until you have backed up 
your data.

• For more information, see the ArcSight Administrator’s 
Guide.

> angle brackets > Right angle brackets are used to indicate steps in a command 
sequence and online Help topic sequences.

• command > subcommand > subcommand

• Authoring > Rules > Rule Actions > Updating Session Lists

| Vertical bars | Vertical bars are used to separate multilevel editor-tab 
sequences.

• tab | subtab | subtab

/ Forward slash / Forward slashes are used to separate resource URI strings and 
other file paths.

• All Reports/System Reports/Asset/All Assets

Tip. Tips provide helpful suggestions and best practices about 
how to get optimum results from a feature or procedure.

Note. Notes provide additional information about a feature or 
procedure that might help you make decisions, or inform you 
about outcomes you can expect. 

Caution. Cautions indicate when a user error could cause sys-
tem damage or data loss.
ArcSight Confidential ArcSight System Content 3



About ArcSight Content
Related Documentation
The following ArcSight documentation is installed with the ArcSight Manager. You can 
access this documentation from the ArcSight Console using the Browse Documentation link 
in the Help menu. 

In addition to the documents installed with the ArcSight Manager, you can find the follow-
ing documents about this and other releases on ArcSight's Support web site: https://sup-
port.arcsight.com/. To view the documentation, obtain a user name and login from your 
ArcSight customer support representative.

Document Title Description

ArcSight 101: Concepts for Arc-
Sight ESM™

ArcSight 101 introduces the underlying concepts 
behind how ArcSight works, and provides a road-
map to the tools available in ArcSight depending 
on your role in security operations.

ArcSight Administrator's Guide Describes how to configure ArcSight and its net-
work interfaces, and maintain ArcSight for ongoing 
operations.

ArcSight SmartConnector Instal-
lation and Configuration Guide

Provides an overview of how to plan for and install 
an ArcSight SmartConnector.

Vendor-specific ArcSight Con-
nector Configuration Guides

Provides vendor-specific instructions for how to 
install individual SmartConnectors and configure 
their associated devices.

ArcSight FlexConnector Configu-
ration Guide

Describes how to design, create, and install cus-
tom SmartConnectors.

Using the ArcSight Console Describes how to use the ArcSight Console. This is 
a printable version of the online Help contents. 

ArcSight Console Online Help Context sensitive help that contains information 
and procedures pertaining to the ArcSight Console 
user interface. To access online Help from the 
product user interface, click the question mark 
button in any screen.

Document Title Description

Release Notes Describes new product features, latest updates, 
known product issues and work-arounds, and 
technical support information.

ArcSight Installation and Config-
uration Guide

Describes how to install and configure ArcSight 
components in various enterprise network condi-
tions.
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About ArcSight Content
ArcSight Customer Support
ArcSight Customer Support offers the following resources. A log-in user name and pass-
word are required, which you can obtain from your ArcSight customer support representa-
tive.

What’s Next
The next chapter provides a detailed overview of the standard content, its general architec-
ture, the general use cases it addresses, and a synopsis of the types of devices that drive 
the content. 

Resource Description

Support web site https://support.arcsight.com. Access to ArcSight 
incident reporting, knowledge base, software 
downloads, help, and new customer forum.

Customer forum https://forum.arcsight.com. Offers a place for cus-
tomers to share ArcSight tips and tricks. 
ArcSight Confidential ArcSight System Content 5
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Chapter 1

Standard Content for ESM v4.0

ArcSight Enterprise Security Management 4.0 (ESM) comes with a series of coordinated 
resources that address common enterprise network security and ArcSight management 
tasks. 

Some of these resources are installed automatically with ESM to provide essential system 
health and status operations. Others are presented as install-time options organized by cat-
egory. These sets of resources are referred to collectively as standard content.

Upon installation, the standard content makes ArcSight ready to perform a wide range of 
security monitoring and reporting tasks. With some minor configuration, these standard 
tasks can be fine-tuned to provide immediate and detailed insight into the activity on your 
network and the security posture of your assets and network infrastructure.

This chapter describes the different areas of standard content: the functionality provided, 
interactions between resources, and how you can use and extend the standard content to 
address your essential security monitoring and remediation needs.

“Standard Content Overview” on page 8

“ArcSight Foundations” on page 9

“Shared Resources” on page 10

“ArcSight System” on page 11

“Standard Content Special Features” on page 12

“Packages” on page 12

“Resource Locking” on page 13

“ArcSight System User” on page 14

“SANS Institute Top 5 Essential Log Reports” on page 15
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1 Standard Content for ESM v4.0
Standard Content Overview
The 4.0 standard content has been expanded and updated from previous versions to make 
use of new ESM features. Existing content has been streamlined and reorganized to pro-
vide a more comprehensive security management solution out of the box. Some resources 
that are no longer needed have been deprecated.

The new structure for the standard content introduces a framework that enables the con-
tent to be more effectively used and understood. The traditional functions the standard 
content addresses are organized into five major use cases, or "Foundations." 

Several of the foundations rely on a series of common resources that provide core func-
tions for common security scenarios. And resources that mange core ArcSight functions are 
expanded and locked to protect them from unintended damage. 

All of the standard content is delivered in a series of portable bundles called packages. 
These packages are shown in figure 1-1, and are described in more detail on the following 
pages.

Figure 1-1 The ArcSight System packages at the center provide core content required for ArcSight opera-
tion. The packages in yellow in the second tier contain shared resources that support common security func-
tions of the foundation packages. The packages in green in the outer layer are ArcSight Foundations that 
address common network security scenarios. 
8 ArcSight System Content ArcSight Confidential



1 Standard Content for ESM v4.0
ArcSight Foundations
The five packages in the top layer deliver the ArcSight Foundations. Each foundation is a 
coordinated system of resources that provides real-time monitoring capabilities for its area 
of focus, as well as after-the-fact analysis in the form of reports, trends, and trend reports. 

Each foundation makes use of new and enhanced capabilities introduced by ESM 4.0. 
These resources are intended to be used as the foundation for basic function in its area of 
focus, which you can extend with additional resources specific to your needs. The founda-
tions can also be used as an example for how to build individual resources and whole coor-
dinated use cases.

Dividing the content into these major functional areas makes it easier to understand and 
and put to use right away. It also makes it easier for ArcSight to expand and update these 
resources in the future.

Configuration Monitoring
The Configuration Monitoring foundation identifies, analyzes, 
and remediates undesired modifications to systems, devices, 
and applications. This foundation helps IT and security staff 
to pinpoint and resolve problems quickly, and provides 
essential visibility into the network configuration so you 
understand the systems you have, where they are, what 
they host, and what vulnerabilities they expose. 

Once you have this basic view, the configuration monitoring foundation helps you monitor 
how your networks change over time, measure daily statistics, understand the changes 
made, and know who’s making them. Trends help you know what is normal and spot 
anomalies that should be investigated.

For more about the Configuration Monitoring foundation, see “Configuration Monitoring 
Foundation” on page 71. 

Intrusion Monitoring
The focus of the Intrusion Monitoring foundation is to 
identify hostile activity and take appropriate action. This 
foundation provides statistics about intrusion-related 
activity, which can be used for incident investigation as 
well as routine monitoring and reporting. As with previ-
ous releases, the Intrusion Monitoring essential security 
monitoring functions make up the bulk of the ESM stan-
dard content.

The Intrusion Monitoring foundation targets generic intrusion types as well as specific 
types of attacks, such as worms, viruses, denial-of-service (DoS) attacks, and so on. This 
foundation also addresses several of the SANS top 20 list of vulnerable areas.

For more about the Intrusion Monitoring foundation, see “Intrusion Monitoring Foundation” 
on page 121.
ArcSight Confidential ArcSight System Content 9



1 Standard Content for ESM v4.0
Network Monitoring
The Network Monitoring foundation monitors the status of net-
work throughput and network infrastructure. This foundation 
provides statistics about traffic and bandwidth usage that helps 
you identify anomalies and areas of the network that need atten-
tion.

Network Monitoring also addresses the usage and traffic profiles that factor into a compre-
hensive security reporting strategy. 

For more about the Network Monitoring foundation, see “Network Monitoring Foundation” 
on page 243.

ArcSight Workflow
The ArcSight Workflow foundation is a system of active 
channels and reports that support incident response tracking 
using ArcSight’s incident response system. 

Qualifying events in the other ArcSight foundation packages 
trigger notifications and cases that get escalated through 

ArcSight’s incident response stages. 

For more about the ArcSight Workflow foundation, see “ArcSight Workflow Foundation” on 
page 307.

ArcSight Administration
The ArcSight Administration foundation provides statistics about 
the health and performance of ArcSight ESM and its components. 
This foundation is installed automatically, and is essential for 
managing and tuning the performance of ESM content and com-
ponents.

For more about the ArcSight Administration foundation, see “ArcSight Administration Foun-
dation” on page 315.

Shared Resources
The ArcSight Anti-Virus and Network Filters packages shown 
in the yellow middle band of figure 1-1 provide common 
resources that support the five foundations. Dependencies 
between these packages and the foundation packages they 
support are managed by the Packages resource. 

For details about the contents of the shared resources packages, see “Shared Package 
Inventory” on page 361. 
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ArcSight System
The ArcSight System and ArcSight Groups packages shown in 
red at the center of figure 1-1 consist of resources that ESM 
requires for basic security processing functionality, such as 
threat escalation and priority calculations, and basic throughput 
channels required for out-of-the-box functionality. 

This content is installed automatically with ArcSight ESM so that these functions and the 
infrastructure that supports them are immediately available. The core content infrastruc-
ture also serve the systems and solutions you deploy, and ArcSight content you create 
yourself. For more about the ArcSight system content, see “ArcSight System” on page 47.
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Standard Content Special Features
This section highlights special features of the standard content. 

Packages
ArcSight ESM 4.0 delivers its standard content in a series of portable bundles 
called packages. A package is an ArcSight resource that acts as a container for 
other ArcSight resources, which enables blocks of resources to be easily backed 

up or transported among different ESM systems. Packages make the back-up and transfer 
capabilities of the ArcSight Archive tool available through the Console user interface. 

Packages can be used to transport content for a family of use cases, and they can also be 
used to transport blocks of unrelated resources, or a core of common resources that can be 
leveraged by other use cases. Dependencies on resources located in other packages are 
managed by the Packages resource. For more about the Packages resource, see the topic 
Managing Packages in the Console online Help. 
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Resource Locking
ESM v3.5 had the ability to lock cases to safeguard against one user overwriting 
another user’s work. ESM 4.0 introduces the ability to lock any type of resource. 
Locking resources provides additional control to ArcSight’s user permissions sys-

tem to restrict access to what users can and cannot add to, modify, or delete. 

The standard content makes use of resource locking to protect resources that are essential 
for ArcSight to function. This ensures that content required for essential ArcSight functions, 
such as the Priority Formula, are protected from accidental modification or deletion.

A locked resource cannot be deleted or its conditions modified. A locked group cannot be 
deleted, or have resources added to it or deleted from it. If the members of a locked group 
are unlocked, it means that the resource conditions can be modified. Essential core Arc-
Sight resources that can be configured with values specific to your environment are pre-
sented as unlocked resources in a locked group.

An example of a locked group is the ArcSight System active lists: (All Active Lists/
ArcSight System/)

With ESM 4.0, any resource type can be locked. When a resource is locked by a user, that 
user becomes the lock owner. Attempts to update a locked resource will fail if the user try-
ing to change it is not the lock owner. Only the lock owner or a user with greater permis-
sions can modify the resource or unlock it. 
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Resource IDs
The resource ID is an auto-generated 25-character string that uses a combination of num-
bers, letters, and symbols to internally identify resources. 

Previous versions of ESM used the resource ID, but the value was not exposed. In v4.0, the 
resource ID is exposed in the resource editor in the Inspect/Edit panel. The example below 
shows the resource ID for the System Core filter All Events. The resource ID is a non-edit-
able field.

ArcSight System User
The lock owner of ArcSight System content that is locked is the ArcSight System user. The 
System user is a special administrative account created for ESM 4.0 that is intended solely 
for specialized administration tasks. 

For security purposes, the System User account is named by you at installation or upgrade 
time. Access to the account is managed only by ArcSight Customer Support. For contact 
information, see “ArcSight Customer Support” on page 5.
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SANS Institute Top 5 Essential Log Reports
Each foundation contains a set of reports that address the SANS Institute's list of recom-
mendations of what every IT staff should know about their network at a minimum, based 
on the Top 5 Essential Log Reports (version 1.0, http://www.sans.org/resources/
top5_logreports.pdf). 

For a description of the SANS Top 5 content provided by each foundation, see the following 
sections:

Configuration Monitoring: “SANS Top 5 Reports for Configuration Monitoring” on 
page 118

Intrusion Monitoring: “SANS Top 5 Reports for Intrusion Monitoring” on page 234

Network Monitoring: “SANS Top 5 Reports for Network Monitoring” on page 301

What's Next
Chapter 2 describes the installation and configuration process. The remaining chapters 
describe each of the standard content foundations, including additional configuration, 
implementation, and run-time details. 
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Chapter 2

Standard Content Installation,
 Upgrade, and Configuration

The content required for basic ArcSight functionality is installed automatically with ArcSight 
ESM. The foundations are available optionally through the ESM installer. Once the content 
is installed, some basic configuration is recommended to tailor the content for your operat-
ing environment. 

This chapter describes how the standard content is installed, or upgraded, and provides 
instructions for basic configuration. Depending on which foundation packages you install, 
additional configuration may be required, which is discussed in the individual foundation 
chapters to follow. 

“How Standard Content is Installed and Upgraded” on page 17

“Standard Content Package Overview” on page 25

“Configuration Planning” on page 28

“Network Modeling” on page 29

“Configure Resources with Network-Specific Values” on page 35

“Trends” on page 43

How Standard Content is Installed and Upgraded
The ArcSight ESM v4.0 installer manages both fresh installs and upgrades from ESM ver-
sions 3.0 and 3.5. 

The Installation and Configuration Guide for ArcSight ESM v4.0 describes how to prepare 
for and install ArcSight ESM. Upgrade instructions are provided in the tech notes Upgrading 
ArcSight™ ESM v3.5 SP2 to v4.0 GA and Upgrading ArcSight™ ESM v3.0 SP2 to v4.0 GA. 

This section provides more background about how the installer upgrades existing ArcSight-
supplied content and customer-created content. 
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Standard Content Upgrade Overview
The resources that are installed with ESM have been updated, rearranged, or in some 
cases, deprecated (no longer in use) for ESM version 4.0. The diagram below illustrates 
how ArcSight-supplied content and customer-created content are migrated during the v3.x 
upgrade to v4.0.
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ArcSight-supplied content is transferred to one of the active v4.0 foundations, ArcSight 
Solutions, or deprecated, as shown by the blue solid arrows. Customer-created content 
(resources created from scratch, or copied and modified from existing ArcSight content 
with a unique resource ID) is all preserved during the upgrade, and is migrated to different 
locations depending on where it was located in the v3.x structure, as indicated by the red 
dotted arrows:

Deprecated v3.x Group: Customer-created content that resides in a v3.x group that 
has been deprecated is transferred to the same directory hierarchy in the v4.0 Depre-
cated group for that resource type. For more about deprecated resources, see the next 
section. 

ArcSight System Group: Customer-created content that resides in an ArcSight Sys-
tem group in v3.x is transferred to the same directory hierarchy in the v4.0 Unassigned 
group for that resource type.

Customer-Created Group: Customer-created content that resides in a customer-
created group in v3.x is transferred to the same directory hierarchy in the v4.0 
resource tree.

Deprecated Resources and Resource Groups
Some of the v3.x resources and resource groups have been deprecated, meaning they are 
no longer needed. Resources are deprecated for several reasons: 

The resource was too product or vendor specific

The resource was inefficient, or presented marginal value (for example, a collection of 
10 reports was really one report with nine small variations)

New v4.0 features accomplish the same goal more efficiently 

During the upgrade, resources that have been deprecated are moved to a separate Dep-
recated group for that resource type. The resources that are moved into it retain the 
hierarchy they had in their original v3.x form. Resources moved to this folder are still 
active, so if you rely on any of these resources, they will still be present and operational.

If you no longer need the deprecated resources, you can safely delete them after the 
upgrade. 

If you still rely on a deprecated resource, you can move it back into an active resource tree 
and modify its conditions, as necessary, to repair any broken references. 

If you have built resources that refer to a deprecated resource, or if you have 
modified a deprecated resource to refer to a resource that has not been 
deprecated, some connections could be broken during upgrade.

If you still need to use the deprecated resource, resolve the broken reference 
by moving the deprecated resource back into the active resource tree and 
changing the conditions as needed. 

Deprecated resources are no longer supported by ArcSight, so if you choose 
to restore a deprecated resource, you are responsible for its maintenance. 

It is also recommended that you verify whether the new v4.0 resources 
address the same goal more efficiently. To determine this, refer to the 
ArcSight System Content Reference Guide. 
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After v4.0 is installed, you can generate a list of deprecated resources using the Find 
Resource function:

1 In the ArcSight Console, go to Edit > Find Resource

2 Enter the keyword “deprecated” in the Search Query field and click Find. 

Preparing Existing Content for Upgrade
Every content situation is a unique blend of ArcSight-supplied resources in various states, 
and customer-supplied resources: those created from scratch, and those created by copy-
ing and modifying an existing ArcSight resource. When preparing existing content for 
upgrade, consider the following:

Back up v3.x resources. Always back up all resources before upgrading. Instruc-
tions for how to do this are contained in the Upgrading ArcSight™ ESM v3.x SP2 to 
v4.0 GA tech notes. In some cases, modifications you have made to existing ArcSight 
resources may need to be reconfigured manually after the upgrade, and you can use 
the backup copy as a reference during reconfiguration.

 Assets Resource. The Asset resource is part of ArcSight’s asset model, which 
helps ArcSight keep track of the network devices participating in the event flow. Dur-
ing upgrade, all v3.5 assets upgrade seamlessly, and all v3.0 assets that belong to only 
one zone upgrade seamlessly into the v4.0 asset structure. For 3.0 assets that belong 
to more than one zone:

A v3.0 asset that belongs to more than one zone will be disabled during upgrade, 
and stored in the Disabled group in the v4.0 Assets resource tree.

Likewise, if a v3.0 asset has an IP address that falls outside the upgraded 4.0 IP 
address range of the zone it is assigned to, it will also be moved to the Disabled 
group in the v4.0 Assets resource tree.

After upgrade, disabled assets can be restored by manually fixing their IP address 
ranges to match those of valid v4.0 zones.

 Zones Resource. Zones are used by ArcSight to identify the network devices that 
contribute to the event stream by their IP addresses. 

If you made customizations directly to the standard ArcSight zones (with the orig-
inal resource ID), the customizations you made will be overwritten during the 
upgrade. Be sure to back up these customizations so you can restore them manu-
ally after the upgrade.

If you created your own zones, any that overlap standard ArcSight zones are dis-
abled and placed in the v4.0 Disabled Zones group. 

Before upgrade, manually note what zones you have where in v3.x, and manually 
verify the location and status of these zones after the upgrade.

Checking Existing Content After Upgrade
After the upgrade is complete, do the following checks to verify that all your content has 
been successfully transferred to the v4.0 structures. Manually fix any content that migrated 
to an unwanted location, or whose conditions are no longer valid. 

Check for Unassigned resources. After the upgrade, check the Unassigned group 
in the resource tree for all resource types. If you find resources in them, move them to 
other groups, as appropriate. ArcSight recommends against moving these resources 
into ArcSight standard content groups, as they will be moved to the Unassigned group 
again when future upgrades occur.
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Restore customizations to resources with the original resource IDs. If you 
had custom configurations to any resource with an original ArcSight resource ID, 
restore your configurations manually after upgrade is complete from the backed up 
version you saved before upgrade.

 Assets Resource. The Disabled group in the assets resource tree is dynamic, 
which means it queries the Manager every two minutes for assets that have been dis-
abled. After upgrade, check to see if any assets were disabled and moved to the Dis-
abled group in the Assets resource tree.

If so, review the disabled asset to see the reason it was disabled and fix it as 
appropriate. 

If the asset IP address is outside the range of the upgraded zone, either expand 
the range of the zone, or assign the asset to another zone. 

You can also delete an asset that has become disabled if it is no longer needed 
(right-click the asset and select Delete).

 Users Resource. Starting with v4.0, only the system user has access privileges to 
the /All Users resource tree (for more about the v4.0 system user, see “ArcSight 
System User” on page 14). Therefore, any users or groups you created in /All 
Users in the previous installation are now available under Custom User Groups. 

After upgrade, verify that your user ACLs are correct and make sense in light of how 
ArcSight standard content is organized for v4.0. For example, Administrator access 
should only be granted to those with authority to work with system-level content, such 
as ArcSight System and ArcSight Administration. Update user ACLs manually as appro-
priate.

 Zones Resource. The zones resource tree is also a dynamic group that is regu-
larly updated with new zone information from the Manager every two minutes. Check 
to see if any zones were invalidated during the upgrade process. 

Fix zones that may have become invalid during upgrade that you want to keep.

Verify that the assets assigned to zones that have been moved or invalidated dur-
ing the upgrade retain their connections to the appropriate v4.0 zones.

Delete any invalid zones that you no longer want to keep.

If you made customizations to the standard v3.x zones, manually edit the new 
resource to restore the customizations you made to the v3.x zone. Do not import 
the old zone. 

Review and delete Deprecated resources. The Deprecated groups in each 
resource type contain ArcSight resources that have been retired, and any customer-
created resources that were located in a v3.x Site group. Review the resources located 
in these trees for any resources you still want. The resources in this group are still 
operational and evaluate the event stream until you delete them. 

Review and move Unassigned resources. The Unassigned groups in each 
resource type contain any customer-created resources that were located in a v3.x Sys-
tem group. Review these resources and relocate the ones you still need to active v4.0 
groups. 

Repair any invalid resources. During the upgrade process, the resource validator 
identifies any resources that are rendered invalid (conditions that no longer work) dur-
ing the upgrade. Find invalid resources and fix their conditions as appropriate. For 
more about invalid resources, see “Fixing Invalid Resources” on page 22.

Verify that customer-created content still behaves as expected. Customer-
created content that refers to ArcSight system content that has been significantly 
changed may not work as expected. Follow the pointers in “Verify Proper Function of 
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Customer-Created Content” on page 23 to verify that your content still behaves as 
expected. 

Fixing Invalid Resources
During the upgrade process, the content is run through a resource validator, which 
verifies that the values expressed in the resource’s condition statement still apply 
to the resource in its new v4.0 format, and that any resources upon which it 

depends are still present and also valid. The resource validator is run on any resource that 
contains a condition statement, or populates the asset model:

Active channels

Filters

Data Monitors

Rules

Report queries and schedules

Assets and Asset ranges

Zones

It is possible that during upgrade, the condition statement for a customer-created or modi-
fied resource can become invalid. For example, if the schema of an ArcSight-supplied active 
list has changed from v3.x to v4.0, and a customer-created resource reads entries from this 
list, the condition statement in the customer-created resource will no longer match the 
schema of the v4.0 active list, and the logic will be invalid. 

Persist Conflicts to the Database
When the installer performs the resource validation check and finds an invalid resource, it 
identifies why the resource is invalid in the report it generates at the end of the upgrade. 
The upgrade installer also gives you the choice to save the reason the resource was invalid 
in the database (Persist conflicts to the database=TRUE). If you choose this option, 
the upgrade installer:

Saves the reason the resource was found to be invalid in the database, so you can 
generate a list of invalid resources, which you can use later to manually repair the 
problems. 

Disables the resource, so it does not try to evaluate live events in its invalid state.

If you choose not to save the reasons the resource was invalid in the database (Persist 
conflicts to the database=FALSE), the resources remain enabled, which means they try 
to evaluate the event stream in their invalid state. 

Fixing and Re-Enabling Invalid Resources
To fix an invalid resource, use the report generated by the upgrade process to locate the 
resources and understand what needs to be fixed. 

When the problem that makes the resource invalid is fixed, the system automatically re-val-
idates the resource when the fix is applied. If the resource was disabled, the system auto-
matically re-enables the resource.

If you choose not to persist conflicts to the database and disable invalid 
resources, the Manager could throw exceptions when the invalid resources try 
to evaluate live events. 
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Verify Proper Function of Customer-Created Content
It is also possible during upgrade that updates to the ArcSight standard content could 
cause resources you created to work in a way that is not intended. This case is harder to 
detect, because the resource condition is valid, but it may show more subtle symptoms, 
such as a rule getting triggered too often, or a rule that should be getting triggered is not 
getting triggered at all. 

For example, this could happen if you have a rule that uses an ArcSight System filter whose 
conditions have been changed such that rule matches more events than you expect, or 
doesn’t match the events you expect. Another example is a moving average data monitor 
whose threshold has been changed. 

To verify that the resources you rely upon work as expected, go through the following 
checks:

Send events that you know should trigger the content through the system using the 
Replay with Rules feature. For more about this feature and how it’s been enhanced for 
v4.0, see the online Help topic Verifying Rules with Events. 

Check the Live or All Events active channel to verify if the correlation event is trig-
gered, and check that data monitors you created are returning the expected output 
based on the test events you send through. 

Verify that notifications are sent to the recipients in your notification desitinations as 
expected.

Check that any active lists you have created to support your content are gathering the 
replay with rules data as expected. 

Changes to Expect After the Upgrade
Beyond deprecated, unassigned, and invalid resources, some resource types themselves 
have been renamed, and thus have a new home in the v4.0 structure. 

Active Lists are now part of Lists. ESM v4.0 introduces the Session List, a new list 
resource that tracks session start and end data every time a user logs on and off the 
system as part of ESM v4.0’s identity management feature. Active lists and Session 
lists share a spot on the resource tree under the heading Lists. 

Agents are now Connectors. To more accurately describe what they do, ArcSight 
SmartAgents are now called SmartConnectors, or Connectors for short in the ArcSight 
Console.

Core Customer-Configured Filters
There are several ArcSight standard filters that you may have configured to support auto-
asset and device creation, SNMP trap forwarding, and network management as it applies in 
your situation. Any configurations you have made to these resources will be preserved, and 
the assets moved to the new 4.0 data structure as indicated in the table below.

Filter Name 3.x Location 4.0 Location

Agent Asset Auto 
Creation Events

/All Filters/ArcSight System 
Administration/Agent Asset Auto 
Creation Events

/All Filters/ArcSight System/
Asset Auto Creation/Connector 
Asset Auto Creation Events

Device Asset Auto 
Creation Events

/All Filters/ArcSight System 
Administration/Device Asset 
Auto Creation Events

/All Filters/ArcSight System/
Asset Auto Creation/Device 
Asset Auto Creation Events
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For more about what these filters do and how to configure them, see “Configure Asset 
Auto-Creation Filters” on page 35.

Network 
Management

/All Filters/Site Filters/
Device Type Filters/Network 
Management

/All Filters/ArcSight 
Foundation/Intrusion 
Monitoring/Attack Monitoring/
Network Management

SNMP Trap Sender /All Filters/System Filters/
SNMP Trap Sender

/All Filters/ArcSight System/
SNMP Forwarding/SNMP Trap 
Sender

Filter Name 3.x Location 4.0 Location
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Standard Content Package Overview
The standard content is presented as a set of packages during the configuration phase of 
the ArcSight Manager installation. In the configuration wizard, you will be prompted to 
select the packages you want to install. 

Package Description

ArcSight Administration 
(not shown in installer)

The ArcSight Administration foundation is a series of 
interactive resources that provide statistics about the 
health and performance of ArcSight ESM and its 
components. This package is required for ArcSight 
operation, and is installed automatically.

Anti-Virus This package contains a set of anti-virus resources, which is 
shared by the Configuration Monitoring and Intrusion 
Monitoring foundations. For example, the Configuration 
Monitoring Anti-Virus Updates – All – Failed and the 
Intrusion Monitoring Anti-Virus Updates – Regulated 
Systems – Failed both use the AV – Failed Updates filter, 
which is delivered as part of the anti-virus package).

If installed by itself without the Configuration Monitoring or 
Intrusion Monitoring foundations, the anti-virus content will 
work independently. 

For more about the contents of the anti-virus package, see 
“Shared Package Inventory” on page 361.

Configuration 
Monitoring

Provides the ability to monitor configuration changes.

The configuration monitoring foundation is an interactive 
suite of resources that provide insight into the current 
configuration of your monitored hosts, users, and network 
infrastructure, monitors them for changes, and sends 
notifications as appropriate.

Intrusion Monitoring Provides the ability to monitor intrusions in the network.

The intrusion monitoring foundation is an interactive suite 
of resources that provide statistics about intrusion-related 
activity on the network that can be used for monitoring and 
investigation as well as routine monitoring and reporting.

Network Filters 
(required package, 
cannot be deselected)

Set of filters required by the Intrusion Monitoring and 
Network Monitoring foundations. 

This package is required by the Configuration Monitoring, 
Intrusion Monitoring, and ArcSight Administration 
foundations, and is installed automatically. 

Network Monitoring Provides the ability to monitor traffic and network usage.

The network monitoring foundation is an interactive suite of 
resources that monitor the status of the network and 
network infrastructure. 

For more about the contents of the network monitoring 
package, see “Shared Package Inventory” on page 361.
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By default, all the packages are selected. Some packages are required for ESM function 
and cannot be deselected, and others are optional, depending on how you want to use 
ESM. Deselect any packages you do not wish do install. 

Package States: Imported and Installed
A package can exist in two states in the Console: imported and installed.

If you selected all the standard content packages to be installed at installation time, the 
packages and their resources will be installed in the ArcSight database and available in the 
Navigator panel resource tree. The package icon in the Navigator panel package view will 
appear blue.

If you opted to exclude any packages at installation time, the package is imported into the 
ESM package view in the Navigator panel, but is not available in the resource view. The 
package icon in the package view will appear grey.

If you do not want the package to be available in any form, you can delete the package. 

Packages can also be used to share resources among multiple Managers. In this case, you 
can create, export, and import packages. When a package is imported from one Manager 
to another, it must also be installed to make its resources available in the Navigator panel 
resource tree.

Workflow The workflow foundation provides active channels for 
tracking events to be investigated, and reports that track 
notifications and cases, ArcSight ESM's built-in trouble-
ticket system.

The ArcSight Workflow foundation is a system of active 
channels and reports that support incident response track-
ing. 

If you do not plan to use the content in a particular package, it is 
recommended that you exclude it from the installation for system 
performance reasons. 

For example, if you don’t have a network traffic reporting device, most of the 
Network Monitoring content will not work, and having its rules, data 
monitors, and trends operating on the event stream will impact system 
performance. 

Package Description
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To install a package that is imported, but not installed:
1 In the Navigator panel Package view, navigate to the package you wish to install

2 Right-click the package and select Install Package. The package resources are fully 
installed to the ArcSight database, the resources are fully enabled and operational, 
and available in the Navigator panel resource tree.

To uninstall a package that is installed:
1 In the Navigator Panel Package view, navigate to the package you wish to uninstall

2 Right-click the package and select Uninstall Package. The package is removed from 
the ArcSight database and the Navigator panel resource tree, but remains available in 
the Navigator panel package view, and can be re-installed at another time.

To delete a package and remove it from the Console and the database:
1 In the Navigator Panel Package view, navigate to the package you wish to delete

2 Right-click the package and select Delete Package. When you right-click a package 
and select Delete Package, there are two options: 

a Delete Resources: this will delete the package and all the resources from that 
package (the package AND the resources in the navigator trees are gone)

b Leave Resources: this will only delete the package. The package will be 
removed from the package view, but the resources are still installed on the sys-
tem and available in the resource tree.

For more about packages and how to use them, see the online Help topic Managing Pack-
ages.
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Configuration Planning
To configure your installation, first model the network that will supply events to the founda-
tion content. 

Figure 2-1 Configuring ESM standard content starts with installing SmartConnectors and configuring 
zones and networks for devices that report to ESM. 

Standard Content-Related SmartConnectors
The standard content is designed to address event throughput, network health, and basic 
security-related scenarios. Depending on which packages you installed, verify that you 
have the minimum types of SmartConnectors reporting into ESM.

Package Device Types

Anti-Virus (required by 
Configuration and 
Intrusion Monitoring 
foundations)

• Anti-virus software

Configuration 
Monitoring

• Operating systems

• Security applications (Network and host-based IDS, 
anti-virus)

• User management services (authentication, authoriza-
tion, and accounting services) 

• Basic network devices (firewalls, routers, switches, 
VPN)

Intrusion Monitoring • Network and host-based IDS

• Intrusion Prevention Systems (IPS)

• Anti-virus

• Firewalls

Network Monitoring • Real-time flow monitor (Qosient Argus)

Workflow • Trouble-ticket applications (such as BMC Remedy and 
HP OpenView)
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Network Modeling 
ArcSight ESM uses a model of the network to keep track of the network nodes participating 
in the event traffic. 

Assets

 An asset is an ArcSight resource used to describe the network identity of an endpoint 
you consider significant enough to track using ArcSight. 

 An asset range identifies a block of assets in a contiguous range of IP addresses where 
the individual identity of a particular endpoint in the range does not matter, such as a DHCP 
range.

The most common ways to populate your network model with assets is using output from a 
vulnerability or network scan, the Asset Import Connector (described in “Assign Asset Cat-
egories Using the ArcSight Asset Import Connector” on page 33), or custom transformation 
tools that take enterprise asset data and turn it into ArcSight Archive XML for import. 
Assets can also be modeled manually using the Asset editor in the ArcSight Console.

ESM automatically creates assets to model the network nodes that host ArcSight compo-
nents. It also automatically creates assets for events received from device endpoints on 
your network that do not already have assets modeled in ArcSight. This auto-asset creation 
feature could require configuration, depending on the assets reporting in to ESM. For more 
about this feature and how to configure it, see “Configure Asset Auto-Creation Filters” on 
page 35. 

Zones

 Zones are ArcSight resources that represent parts of the network, and are identified by 
contiguous IP address ranges. 

With ArcSight v4.0, every asset or address range is associated with a zone. ArcSight comes 
configured with the standard global IP address ranges already represented as zones, so if 
your network uses only these public IP addresses, ArcSight can resolve them without set-
ting up any additional zones. 

You would need to create your own zones if you have overlapping private networks. Private 
networks usually model a functional group within your network or a subnet, such as a wire-
less LAN, the engineering network, the VPN or the DMZ.
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ESM comes with the following standard zones:

Use these zones, and create new zones, as necessary, to represent your overlapping pri-
vate networks. 

Networks

 Networks are ArcSight resources that are used to differentiate between zones whose IP 
ranges overlap, such as when branch locations assign the same private address spaces to 
resources in their locations. 

Zones and networks only need to be configured if there are overlapping address ranges 
monitored by devices reporting into ArcSight agents

To learn more about ESM's network modeling tools and process, see Chapter 4, “ArcSight 
Network Model” in ArcSight 101. To find instructions for how to use the ArcSight Console to 
configure zones and networks, see the ESM Console online Help.

Asset Categories
Asset categories are ArcSight resources that describe the properties of an asset in terms of 
how it is used. Asset categories are one of the key ways that ESM adds differentiation, rel-
evance, and context to the millions of events passing through your network. 

Asset categories establish identity, ownership, and criticality of the assets on your network. 
Asset categories present an extensible schema that adds values to the business properties 
of your assets. The root of a particular category (for example, Criticality in the group 
/All Asset Categories/System Asset Categories/Criticality) defines the 
property itself, whereas the members of the category (for example, the criticality levels 
Very High, High, and so on) define the possible values for that property.
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How ArcSight Determines the Protected Network
There is a set of filters in All Filters/ArcSight Foundation/Common/Network 
Filters/Boundary Filters that are used to determine whether a system is internal 
or external by checking to see if an asset or its zone is categorized with /All Asset 
Categories/Site Asset Categories/Address Spaces/Protected. 

By default, the Private Address Space Zones are categorized as Protected. Assets within a 
zone that has been categorized do not inherit categories from the zone. For example, an 
asset with an IP address of 192.168.0.1 is not automatically categorized as Protected, but 
it belongs to one of the Private Address Spaces zones, so it is considered Internal because 
it belongs to a zone categorized as Protected. This system provides a minimal structure to 
help discern between internal and external traffic if you do not have all your assets catogo-
rized. 

Criticality Asset Categories for Priority Formula
The asset categories most essential to basic event processing are those used by the Priority 
Formula to calculate an event’s criticality. Asset criticality is one of the 4 factors of the pri-
ority formula that combine to generate an overall event priority rating. 

Asset criticality is based on one of the Criticality ratings assigned to the assets of your net-
work using one of the following Criticality asset categories (All Asset Categories/
System Asset Categories/Criticality):

Very High

High

Medium

Low

Very Low

Not categorized

Assigning criticality asset categories is not mandatory, but it is essential to activating fea-
tures in the Foundation packages that enable ESM to provide its real-time evaluation of 
your network’s security state. For more about the Priority Formula and how it leverages 
these asset categories to help assign priority to events, see ArcSight 101. 

How to Assign Asset Categories
There are two main ways to assign asset categories:

One by one or in groups using the Console UI

In large batches using the ArcSight Asset Import Connector
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Assign Asset Categories Using Console UI
Assign asset categories one by one using the Console UI if you have only a few assets to 
categorize as part of your monitoring program. One asset can be categorized in more than 
one asset category. You can also assign asset categories to groups of resources. This trans-
fers the asset category onto all the members of the group and its sub-groups.

1 In the Navigator drop-down menu, go to Assets. Select the Assets tab. Go to Arc-
Sight System Administration/Agents, where you will find the agents installed 
for your environment. 

2 Right-click the asset or asset group you wish to categorize and select Edit Asset (or 
Edit Group). 

3 In the Inspect/Edit panel, click the Categories tab. Click the add icon ( ) at the top 
of the screen. 

4 In the Asset Categories Selector pop-up window, select the asset categories that apply 
to this asset and click OK. For example:

a The usage category that applies to the asset (for example, /All Asset Cate-
gories/Site Asset Categories/Business Impact Analysis/Busi-
ness Role/Generates Financials)

b The criticality level that applies to the asset (for example, /All Asset Catego-
ries/System Asset Categories/Criticality/Very High)

5 Repeat steps 3 and 4 for every asset or group of assets you wish to classify in one of 
the ESM asset categories. 
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Assign Asset Categories Using the ArcSight Asset Import 
Connector

If you have many assets that you want to track as part of your standard ESM monitoring 
program, you can configure them in a batch using the ArcSight Asset Import Connector. 
This connector can also create new assets as part of the batch function. 

The ArcSight Asset Import Connector is available as part of ArcSight's connector download. 
For instructions about how to use this connector to configure your assets, see the ArcSight 
Asset Import SmartConnector Configuration Guide. The steps below outline the process 
involved. 

1 Create a comma-separated value (CSV) file in a spreadsheet that contains the follow-
ing data for each asset you wish to create and categorize in one or more asset cate-
gory:

The CSV file must contain these columns, although each row need not contain a value. 
You can add as many Category columns as you need to, but there must be at least 
one. For details, see the Asset Import Connector guide. 

2 Install the ArcSight Asset Import SmartConnector according to the instructions in the 
ArcSight Asset Import SmartConnector Configuration Guide.

3 Assign the SmartConnector to an ArcSight Network.

4 Copy the CSV file into the target directory on the Connector system. As soon as the 
CSV file is imported into the Connector's target directory, the Manager consumes the 
file and populates the asset model with your asset data.

Header name Data description

address IP address of the asset

macAddress Mac address of the asset with colons between the 
hexadecimals: 00:10:V6:VCO:CA:35

hostName Fully qualified host name of the asset 

location ArcSight asset location. This is an ArcSight URI, and 
may not be applicable in all environments. 

category:N The complete ArcSight URI of the asset category in 
which you wish to categorize the asset. Replace N with 
the name of the asset category. Add a category column 
for every asset category that applies to the asset. 
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Sample Asset Import Template
The table below shows the first five rows of a sample Asset Import table template, which 
you can use to populate your asset lists and asset categories. Your table can have as many 
category: rows as required to classify the asset in all the categories that apply. 

ddress
mac 
Addr

hostName location category:Criticality
category:Busines
Role

0.0.0.1 00 00 00 
11 11 11

servername1. 
customer.com

/All Assets/
CustomerX/ 
Support

/All Asset Categories/
System Asset 
Categories/Criticality/
High

/All Asset Categorie
Site Asset Categori
Business Impact 
Analysis/Business R
Infrastructure/Netw

0.0.0.2 00 00 00 
11 11 12

servername2. 
customer.com

/All Assets/
CustomerX/ 
ArcSight

/All Asset Categories/
System Asset 
Categories/Criticality/
Very High

/All Asset Categorie
Site Asset Categori
Business Impact 
Analysis/Business R
Security

0.0.0.3 00 00 00 
11 11 13

servername3.c
ustomer.com

/All Assets/
CustomerX/ E-
mail

/All Asset Categories/
System Asset 
Categories/Criticality/
Medium

/All Asset Categorie
Site Asset Categori
Business Impact 
Analysis/Business R
Security

0.0.0.4 00 00 00 
11 11 14

servername4. 
customer.com

/All Assets/
CustomerX/ 
CorporateNet

/All Asset Categories/
System Asset 
Categories/Criticality/
High

/All Asset Categorie
Site Asset Categori
Business Impact 
Analysis/Business R
Infrastructure/Netw

0.0.0.5 00 00 00 
11 11 15

servername5. 
customer.com

/All Assets/
CustomerX/ 
PS

/All Asset Categories/
System Asset 
Categories/Criticality/
Very High

/All Asset Categorie
Site Asset Categori
Business Impact 
Analysis/Business R
Generates Financia
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Configure Resources with Network-Specific Values
In order to work as expected, some standard resources should be configured with values 
specific to your network environment. 

Configure Asset Auto-Creation Filters
A standard feature of ESM is that it automatically creates assets in the ArcSight asset 
model for events whose devices are not already modeled either manually or using an asset 
scanner. 

Depending on what devices you have reporting to ArcSight and what devices report in to 
your network, however, this can potentially cause a lot of unnecessary individual assets to 
be added to your asset model. For example, laptops with the intrusion detection system 
BlackICE from ISS can generate a new asset ID for that device every time the laptop logs 
onto the network. This situation also applies to VPN and wireless networks every time a 
device logs onto a new subnet. 

Likewise, if an ArcSight Connector reports from a DHCP subnet, every time a system is 
assigned a DHCP address, ESM would model a new Connector, which falsely clutters the 
network model with Connector nodes.

To limit how ESM automatically models assets in these cases, ArcSight provides two filters 
in the ArcSight System group that you can configure with the names of devices and Con-
nectors that you need to include or exclude from the auto-creation feature. 

The Auto Asset Creation filters are part of the locked system content. The 
filters cannot be moved or renamed, but they can be configured by users who 
have write privileges to them, in this case, ArcSight Administrators and 
Analyzer Administrators.
ArcSight Confidential ArcSight System Content 35



2 System Content Installation and Configuration
Configure Connector Asset Auto-Creation Events Filter
By default, the Connector Asset Auto Creation Events filter is configured with the generic 
condition True, which matches all events. As necessary, you can configure this filter to 
specify assets to exclude from the asset auto creation feature. 

One way to configure the filter is to exclude connectors from a specific zone, such as a VPN 
zone, where the asset already exists, but traffic is coming into the network from an alter-
nate VPN interface. You can also exclude traffic from different types of Connectors, such as 
from a particular device and vendor.

The example below shows the Connector Asset Auto Creation Events filter configured to 
exclude Connector traffic coming from devices categorized as being in non-protected 
address spaces.

1 In the Navigator panel, navigate to the Connector Asset Auto Creation Events filter 
(All Filters/ArcSight System/Asset Auto Creation) and double-click it 
to open it in the Inspect/Edit panel. 

2 In the Filter editor in the Inspect/Edit panel, select the Filter tab. Delete the default 
condition True (select the condition and press Delete).

3 In the event fields grid at the bottom of the pane, select Agent Zone.
36 ArcSight System Content ArcSight Confidential



2 System Content Installation and Configuration
4 In the Op column, select the InGroup operator.

5 In the Condition column, select the non-protected asset category from the drop-down 
menu.

6 Select the NOT checkbox ( ). 

7 Repeat steps 3 through 5 for every device and device vendor whose events you want 
to exclude from the auto asset creation feature. 

8 Click OK to apply changes and close the Filter editor. 
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Configure Device Asset Auto Creation Events Filter
By default, the Device Asset Auto Creation Events filter is configured with the generic con-
dition True, which matches all events. As necessary, you can configure this filter to specify 
traffic from specific devices and device vendors, or event categories, such as Hostile. When 
you specify an event category, the filter dictates that assets be created only for events with 
this severity. 

The example below shows the Device Asset Auto Creation Events filter configured to only 
create assets for traffic coming from the ISS intrusion detection scanner BlackICE. 

1 In the Navigator panel, navigate to the Connector Asset Auto Creation Events filter 
(All Filters/ArcSight System/Asset Auto Creation) and double-click it 
to open it in the Inspect/Edit panel. 

2 In the Filter editor in the Inspect/Edit panel, select the Filter tab. Delete the default 
condition True (select the condition and press Delete).

3 Select event1 and add an AND operator (click the AND icon ).

4 Select event1 and use the event fields grid to build the condition, or right-click 
event1 and select New Condition. Navigate to Device > Device Vendor. In the 
Condition field, enter the vendor name, in this case ISS. 

5 Add the device vendor and product you wish to include.
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a If you are adding only one device vendor and product pair, select the Device Ven-
dor condition and add another AND operator. Navigate to Device > Device Prod-
uct. In the Condition field, enter the device name, in this case BlackICE. 

b If you are adding more than one device vendor and product pair, select the Device 
Vendor condition and add an OR operator. Navigate to Device > Device Product. 
In the Condition field, enter the device name. 

For example, the condition would look like this:

OR
AND

Device Vendor A
Device Product 1

AND
Device Vendor B
Device Product 2

AND
Device Vendor C
Device Product 3

6 Repeat steps 3 through 6 for every device and device vendor whose events you want 
to exclude from the auto asset creation feature. 

7 Click OK to apply changes and close the Filter editor. 

Configure SNMP Trap Forwarding Filter
If you don not have SNMP traps enabled, you can skip this section and move on to “Config-
ure Active Lists” on page 41. 

The System filters group contains an SNMP Trap Sender filter (All Filters/ArcSight 
System/SNMP Forwarding/SNMP Trap Sender). The SNMP Trap Sender filter only 
needs to be configured if you have the SNMP Trap Sender enabled to forward events via 
SNMP to a network management system, such as HP Openview.

By default, this filter is configured with the filter /All Filters/ArcSight System/
Event Types/ArcSight Correlation Events. If you leave this default setting and 
you have SNMP forwarding enabled, all ArcSight correlation events will be trapped and for-
warded to the network management system. 

To configure this filter to forward certain events as an SNMP trap, you can do either of the 
following:

Change the default condition in the SNMP Trap Sender filter so it expresses which 
events should be forwarded as traps. You can express this condition directly in the 
SNMP Trap Forwarding filter, or you can create another filter that expresses these 
parameters and point to it in the SNMP Trap Sender filter. 

Change the server configuration (via server.properties) to point the SNMP trap 
sender to another filter, and set that filter up as per your convenience.
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Change Default Condition in SNMP Trap Forwarding Filter
1 In the Navigator panel, navigate to All Filters/ArcSight System/SNMP For-

warding/SNMP Trap Sender. Double-click the filter or right-click and select Edit to 
open it in the Filter editor in the Inspect/Edit panel. 

2 At the Filter tab, change the default condition /All Filters/ArcSight System/
Event Types/ArcSight Correlation Events to list the type(s) of events you 
want fowarded, or to point to another filter that expresses these parameters.

For example, you can create a filter that specifies all events with a priority greater than 
8, or events from all Top Secret systems.

Change SNMP Trap Sender in server.properties
If you wish to use a filter other than the default /All Filters/ArcSight System/
SNMP Forwarding/SNMP Trap Sender, you must point the SNMP trap sender to the 
new filter in the Manager’s server.properties file. 

1 On the ArcSight Manager machine at a command line, stop the Manager service.

Unix: /etc/init.d/arcsight_manager stop 

Windows: Stop the ArcSight Manager service from the Control Panel > Admin-
istrative Tools > Services menu 

2 Make a backup copy of the file $ARCSIGHT_HOME/config/server.properties.

3 In a text editor, open the file $ARCSIGHT_HOME/config/server.properties and look for 
the following lines:

# ------------------------------------------------------------
# SNMP Trap Sender configuration.
# ------------------------------------------------------------
# Configuration for the SNMP trapsender. Copy these properties into
# your server.properties file and remove the "#"'s (comments). By
# default, the SNMP trap sender is disabled.
#
# set the following property to true to enable trap sending
snmp.trapsender.enabled=false
 
# Filter that determines what arcsight events will be sent out as traps
snmp.trapsender.uri=/All Filters/ArcSight System/SNMP Forwarding/SNMP 
Trap Sender

4 Change the snmp.trapsender.uri from /All Filters/ArcSight System/SNMP 
Forwarding/SNMP Trap Sender to the URI for the filter you want to use. 

5 Save and close the server.properties file. 

6 Restart the Manager service. 

Unix: /etc/init.d/arcsight_manager start 

Windows: Start the ArcSight Manager service from the Control Panel > Admin-
istrative Tools > Services menu

These instructions apply only if you have SNMP forwarding already enabled 
at the Manager, and if you are using a filter other than the default SNMP Trap 
Sender filter to forward events. 

If the SNMP forwarding feature is not already enabled at the Manager, the 
server.proprties file will not contain the string that needs to be modified. 
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To enable the SNMP trap sender, follow the instructions outlined in the ArcSight Administra-
tor’s Guide in chapter 4, Configuration.

Configure Active Lists 
Several of the standard content foundations use static active lists, which retain specific 
data that you enter, which can be cross-referenced dynamically by resources that use con-
ditions, such as active channels, filters, rules, reports, and data monitors. For details about 
active lists and how they are used by ESM, see ArcSight 101 and the topic Active Lists in 
the online Help. 

The static active lists that should be configured are:

Trusted/Untrusted active lists in ArcSight Core (see “Configure Asset Auto-Creation 
Filters” on page 35)

Local User Allowed Systems in Configuration Monitoring (see “Required Configura-
tion” on page 74)

The active lists that store static data should be configured with data specific to your envi-
ronment so the data can be evaluated by ESM rules. Active lists that are populated auto-
matically with event data need not be configured before being used.

Static active lists can be populated two ways:

One by one using the Active List editor in the ArcSight Console

In a batch by importing values from a CSV file

Configure Active Lists Using Console Active List Editor
For instructions about how to configure active lists, see the topic Managing Active Lists in 
the online Help. 

Configure Active Lists from Imported CSV
1 In the Navigator panel, navigate to the active list you want to configure (Lists > 

Active Lists). 

2 Generate a CSV file with the values with which you wish to populate the active list, and 
save it to a directory on the Console system.

3 Right-click the active list you wish to import the values into and select Import CSV 
File...

4 In the Open dialog box, navigate to and select the CSV file and click Open.
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Configure Dynamic Active Lists
The Threat Tracking active lists in the ArcSight System group (described in “Threat Tracking 
Active Lists” on page 57) are dynamic, which means they are populated during run-time by 
threat escalation rules when events match the escalation conditions. You may, however, 
need to escalate or de-escalate a user or address manually from one list to the next. To 
add entries manually: 

1 In the Navigator panel, go to Lists/Active Lists/All Active Lists/Arc-
Sight System/Threat Tracking/. 

2 Right-click the active list you wish to populate with entries and select Show Entries.

3 In the active list details view in the Viewer panel, click the add icon ( ) in the active 
list header. 

4 In the ActiveListEntry Editor in the Inspect/Edit panel, add or edit entries for the 
appropriate columns and click Add. The Creation time, Last seen time, and Count col-
umns should be left blank, as the system will fill them in at run-time.
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Trends
ESM 4.0 introduces trends, a type of query that can gather data over longer periods of 
time, which can be leveraged for reports. Trends streamline data gathering to the specific 
pieces of data you want to track over a long range, and breaks the data gathering up into 
periodic updates. For long-range queries, such as end-of-month summaries, trends greatly 
reduce the burden on system resources. Trends can also a snapshot of which devices 
report on the network over a series of days. 

The standard content contains 34 trends that monitor long-term conditions among the Arc-
Sight foundations, as outlined in the following sections. 

Based on the volume of data generated by some of these queries, only 20 of the 34 trends 
are enabled by default at installation; 14 of the trends are disabled by default. 

The enabled trends are scheduled to run on an alternating schedule between the hours of 
midnight and 7:00 a.m., when network traffic is usually slower than during normal business 
hours. These schedules can be customized to suit your needs using the Trend scheduler in 
the Console. 

ESM’s standard trends are listed below with their status on installation, and the time at 
which they are scheduled to run. 

ArcSight Administration Trends
Both ArcSight Administration trends are enabled by default.

Configuration Monitoring Trends
Seven of the 13 Configuration Monitoring trends are enabled by default.

ArcSight Administration Trends Status Schedule

Trend Queries Enabled 4:00 a.m.

ArcSight User Login Trends – Hourly Enabled 5:00 a.m.

Configuration Monitoring Trends Status Schedule

Assets with Recent Configuration Modifications - 
Daily Trend 

Enabled 12:40 a.m.

Asset Startup and Shutdown Events - Daily Trend Enabled 2:40 a.m.

Critical System Startup and Shutdown Events - 
Daily Trend 

Disabled N/A

Most Common Account Login Attempts - Daily 
Trend 

Enabled 3:40 a.m.

User Account Login Failures Enabled 4:40 a.m.

AAA User Account Creation Disabled N/A

Accounts Deleted by Host Disabled N/A

Password Modifications Disabled N/A

User Account Creation Enabled 5:40 a.m.
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Intrusion Monitoring Trends
Eight of the 16 Intrusion Monitoring trends are enabled by default.

Network Monitoring Trends
All three Network Monitoring trends are enabled by default.

User Account Modifications Enabled 6:20 a.m.

VPN User Account Creation Disabled N/A

Vulnerability Exposure by Asset Criticality 
(Snapshot) 

Enabled 1:40 a.m. 
once a week

Vulnerability Exposure of High and Very-High 
Criticality Assets by Zone - Daily Trend (Snapshot) 

Disabled N/A

Intrusion Monitoring (8/16) Status Schedule

SANS Top 20 (v6.01) Attacked Systems Disabled N/A

Prioritized Attack Counts by Service Disabled N/A

Prioritized Attack Counts by Target Zone Disabled N/A

Inbound DoS Events Disabled N/A

Environment Status Events Disabled N/A

Port Scanning Enabled 1:20 a.m.

Port Scanning Daily Top 20 Enabled 2:20 a.m.

Reconnaissance Activity Disabled N/A

Reconnaissance Types Detected Disabled N/A

Zone Scanning Events by Priority Enabled 4:20 a.m.

Resource Access Disabled N/A

Asset Counts by Vulnerability (Snapshot) Enabled 12:20 a.m. 
once a week

Prioritized Vulnerability Events by Zone Enabled 5:20 a.m.

Failed Logins per Hour Enabled 6:00 a.m.

Top Users with Failed Logins per Day Enabled 6:40 a.m.

Number of Vulnerabilities per Asset (Snapshot)  Enabled 3:20 a.m. 
once a week

Network Monitoring Status Schedule

Inbound Traffic by Application Protocol Enabled 1:00 a.m.

Outbound Traffic by Application Protocol Enabled 2:00 a.m.

Overall Traffic Enabled 3:00 a.m.

Configuration Monitoring Trends Status Schedule
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How to Enable/Disable Trends

To enable a disabled trend:
1 Edit the trend to change the default start date.

a Double-click the trend, or right-click it and select Edit Trend to open it in the 
Trend Editor in the Inspect/Edit panel.

b In the Trend editor, click the Parameters tab. In the Query Parameters section, 
find Start Time and uncheck the Use Default checkbox.

c In the Value drop-down menu, select a start date appropriate for the frequency at 
which the trend is scheduled to run. For example, if the trend is scheduled to run 
daily, select a start date of a week or less earlier than today. Keep in mind the 
data partitioning schedule your Manager uses to make sure the time frame you 
have specified provides adequate online access to the events. Click Apply.

2 Enable the trend.

If the Trend editor is still open, click the Attributes tab and check the Enabled 
checkbox. Click OK to apply changes and close the Trend editor.

If the Trend editor is closed, right-click the trend in the Navigator panel and select 
Enable Trend.

To disable an enabled trend:
In the Navigator panel, right-click the trend you want to enable and select Disable 
Trend.

How to Monitor Trend Performance
The ArcSight Administration foundation contains resources that enable you to monitor the 
performance of your enabled trends. The Trends Status dashboard (described in “Resource 
Monitoring Data Monitors” on page 333) shows the run-time status for all enabled trends. 
The Trend reports (described in “Resource Monitoring Reports” on page 353) show statis-
tics about trend performance for all enabled trends.

What’s Next
The next chapter, ArcSight System, describes the essential ArcSight content required for 
ESM function. 

If you wish to enable a disabled trend, you must first change the default 
start date in the Trend editor, then enable it. 

If the start date is not changed, the trend will take the default start date 
(which is derived from when the trend was first installed), and backfill the 
data from that time. For example, if you enable the trend 6 months after the 
first install, these trends will try to get all the data for the last 6 months, 
which would cause performance problems, overwhelm system resources, or 
cause the trend to fail if that event data is not available.
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Chapter 3

ArcSight System

The ArcSight System content consists of resources that ESM 
requires for basic security processing functionality, such as 
threat escalation and priority calculations, and basic throughput 
channels required for out-of-the-box functionality. 

This content is installed automatically with ArcSight ESM so that 
these functions and the infrastructure that supports them are immediately available. The 
system content infrastructure also serves the systems and solutions you deploy, and Arc-
Sight content you create yourself. 

Some of the system content is intended to be configured by you during setup time; others 
are write protected. 

System Content
Resources contained in the /ArcSight System/ directories can be configured or modi-
fied as directed in “Configure Resources with Network-Specific Values” on page 35. 

Core Content
The /ArcSight System/Core/ directories are locked, and cannot be deleted or 
renamed. Most of the Core content resources themselves are also locked. There are several 
filters in the Core content that can be configured as directed in “Configure Asset Auto-Cre-
ation Filters” on page 35 and “Configure SNMP Trap Forwarding Filter” on page 39.

This chapter describes all the system content that is automatically installed with ESM. 

“System Content Overview” on page 48

“Internal ArcSight Function” on page 48

“Correlation Evaluation” on page 54

“SOC Operations and Monitoring” on page 62

“Benchmarking and Analysis” on page 66
ArcSight Confidential ArcSight System Content 47



3  ArcSight System
System Content Overview
The system content consists of a series of standard features and resources that support 
basic ESM function:

Internal ArcSight Function

Correlation Evaluation

SOC Operations and Monitoring

Benchmarking and Analysis

Figure 3-1 The standard features included in the core content support basic ESM function. 

Internal ArcSight Function
The system content contains sets of resources that manage ESM’s network modeling, vul-
nerability handling, and other internal ArcSight functions. These resources are leveraged by 
many basic systems and correlation use cases. 

Network Modeling Standard Resources
The network model is a representation of the nodes on your network and certain character-
istics of the network itself. For critical assets on the protected network, network modeling 
captures important facts that helps the system identify and classify the sources and desti-
nations involved in your network traffic.

The ArcSight resources that make up the network model are assets, asset ranges, zones, 
and networks; assets, asset ranges, and zones are found in the Assets menu in the Console 
Navigator panel. For instructions about how to configure these for your environment, see 
“Network Modeling” on page 29. 
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Asset Categories
Asset categories are an extensible classification system stored as ArcSight resources. These 
classifications describe properties of an asset, such as the operating system running on it, 
key applications it hosts, its role in the enterprise, and any other properties you want to 
consider when evaluating threats or behaviors associated with the asset. 

ArcSight 4.0 comes with a library of asset categories used by the standard content.

Site Asset Categories
The Site asset categories provide a host of business-relevant categories, many of which are 
leveraged by the foundation packages.

The Application, Open Port, Operating System and Scanned asset categories are used by 
the scanner SmartConnector to automatically categorize assets. For example, Nessus can 
often identify the applications and operating systems a system runs, the vulnerabilities the 
system exposes, and keeps track of all the ports that were open on that system at the time 
of the last scan. 

The foundations, such as the Intrusion Monitoring foundation, rely on the Business Impact 
Analysis categories, which includes the Role categories, the Classification category, and the 
Compliance Requirements categories.
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ArcSight recommends that you add your own custom categories in the Site Asset Catego-
ries group. This group is specifically intended for you to extend with your own asset cate-
gory system. 

The Site Asset Categories are described below. 

Although the Site Asset Categories group is not locked, you should retain the 
asset categories that are installed with ESM, since the foundations rely on 
many of them.

Asset Category Description

Address Spaces These categories include the Protected category, as well as 
some default categories used by zones (Dark for the Dark 
Address Space Zones, Protected for the Private Address 
Space Zones, etc.), and some potentially useful categories 
that can be attached to zones, like VPN and Wireless.

Application These categories are maintained by scanner connectors.

Business Impact Analy-
sis

This includes the Role categories and the Classification cat-
egories. This is used by the Intrusion Monitoring resources.

Location Should be manually added to zones. For more about loca-
tions, see “Locations” on page 53.

Open Ports These categories are maintained by scanner connectors.

Operating System These categories are maintained by scanner connectors.

Policy This category should probably be manually added to sys-
tems that are significant relative to a company's computer 
use policy. Known malicious servers, porn, IRC servers, 
etc., could have assets created and have the disallowed 
servers category attached to them. Resources could then 
be written to notify or track connections to these servers. 

Role Common business and data roles, used by Business Impact 
Analysis.

Scanned Maintained by scanner connectors. Each asset, when 
scanned, can be marked as scanned for open ports, 
scanned for vulnerabilities, or both. Note that the actual list 
of vulnerabilities found by a scanner are not listed under 
Asset Categories, but under Vulnerabilities. The Scanned 
asset category is used to determine whether, and what type 
of, a scan has (ever) been done.
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System Asset Categories
The System asset categories contain the Criticality asset categories, which are leveraged by 
the Priority Formula. The priority formula is discussed in more detail in “Priority Evaluation 
Infrastructure” on page 54.

The Criticality asset categories tell ESM which events involve the highest priority assets in 
your network. Prioritizing assets using this rating system is central to how much of the 
standard content sorts events. To make the most out of ArcSight’s standard content, you 
should classify your assets in these asset categories at set-up time, especially those that 
qualify as High and Very High Criticality. Events whose asset criticality is not set are regis-
tered by the system as Criticality Unknown. For more about how to configure your assets 
with these asset categories, see “Asset Categories” on page 30. 

Vulnerabilities
A vulnerability is any hardware, firmware, or software state that leaves an asset open for 
potential exploitation. The All Vulnerabilities group provides a list of known vulnerabilities 
published by popular authorities. 

These vulnerabilities are updated by the scanner SmartConnectors every time a scan is 
run. Not every vulnerability possible will be listed, only those found on the network by the 
scanner or those used explicitly by some part of the system content (such as the SANS Top 
20 rules). 

Not every vulnerability scanner will report all the possible names of a vulnerability. Most of 
the vulnerability publishers use their own vulnerability names, CVE name, and possibly 
CERT name. For example, if you use Nessus, the whole host of nCircle vulnerabilities will 
not also appear, unless you also have nCircle. Scanners are updated just like IDS and anti-
virus engines, so if your scanner is not updated with the latest vulnerability profiles, the 
vulnerability list also will not be updated.

The Criticality asset categories are locked, and cannot be moved, renamed, 
or modified.
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Vulnerability scans don't directly use the Vulnerabilities, but the scanner SmartConnectors 
do attach the vulnerabilities to the appropriate assets, much like they attach Open Ports 
categories to assets.

If assets have vulnerabilities associated with them, the standard resources that reference 
these vulnerabilities make it possible to monitor and track systems that expose certain vul-
nerabilities over time, and track the number of assets with vulnerabilities. With these vul-
nerability identifiers, you can also create your own vulnerability tracking content.

For more about how ESM uses vulnerabilities, see ArcSight 101.
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Locations
ArcSight provides a default location database that maps the IP addresses of event end-
points to its owning body for the block of IP addresses to which it belongs. This default 
location database is used by the Manager to find a latitude/longitude record (which also 
includes city, state, and country information) for each IP address in each endpoint reported 
by each event. This location data is used to populate the geographic map event graph 
available in the Viewer panel. 

In some cases, the location mapping is inaccurate, or the IP address has no mapping at all, 
such as for private networks. 

The location resource enables you to override the default location mapping provided auto-
matically by the Manager by specifying the correct location for a known IP address whose 
mapping is wrong, and to specify locations for endpoints on private networks. 

If the override location is assigned to an asset, the location overrides the resolved 
longitude/latitude record from the internal database. 

If the location is assigned to a zone, it overrides the latitude/longitude record for all 
assets in that zone. 

If the location is assigned to a network, it overrides the latitude/longitude record for 
all zones in the network, and all the assets that belong on those zones. 

If no override location is found, ESM uses the default location mapping, which is derived 
from ARIN records. The default ArcSight location is a placeholder.
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Files
The files contained in the ArcSight System group support Velocity template macros for vul-
nerability data and IDefense data. The .vm files contain the variable names that corre-
spond with the event fields and reference pages related to qualifying events, and can be 
configured with the event fields you want to display for these features. 

If you have IDefense set up, you can configure the event fields displayed in the event 
inspector for the ArcSight Console view and the ArcSight Web view. For more about IDe-
fense setup, see the ArcSight Administrator’s Guide Appendix A, ArcSight Commands. 

The Vulnerability Template populates the reference pages and event inspector views with 
vulnerability mapping data. You can also configure the variables specified in these files to 
match the event fields you want to display for vulnerability mapping. 

For more about how ESM uses velocity templates, see the topic Velocity Templates in Arc-
Sight 101 and online Help.

Correlation Evaluation
System content active lists and filters help drive parts of ArcSight’s correlation engine. 

Priority Evaluation Infrastructure
Priority evaluation is an automatic feature of ESM that is always “on,” and is applied to all 
the events received by the ArcSight Manager. Calculating an event's priority signals to secu-
rity operations personnel which events warrant further notice and in what order.

An event's priority is calculated by the priority formula, also referred to as the threat level 
formula. The priority formula is an algorithm made up of five criteria that each event is 
evaluated against to determine its relative importance, or priority, to your security opera-
tions. 

The priority formula itself is managed and maintained on the Manager, and is supported by 
an infrastructure of network model classifications, active lists, filters, and rules that track 
54 ArcSight System Content ArcSight Confidential



3  ArcSight System
an event's classification based on specific conditions. These conditions are expressed in the 
threat tracking and priority evaluation resources included in the core content. 

The diagram on the next page shows the layers of ArcSight resources that influence the 
priority evaluation process. The sections that follow describe the priority evaluation 
resources in more detail. 

Figure 3-2 Threat tracking and evaluation is based on the priority formula and managed through a multi-
tiered infrastructure that tracks events and their priority based on aggregated conditions.
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Threat Escalation Active Lists
There are three groups of active lists that factor into priority evaluation: 

Attackers 

Targets

Threat tracking

Attackers Active Lists
The static active lists in the Attackers group, Trusted and Untrusted, act as a way to include 
or exclude the systems listed there in a condition statement, whether the condition is in a 
rule, filter, active list, report query, or other resource. These active lists should be config-
ured during system setup. For instructions about how to configure active lists, see “Config-
ure Active Lists” on page 41. 

Active List Description

Trusted List -This is a list of systems (include the IP Address and Zone) 
that are trusted to perform activity, such as network map-
ping, vulnerability scans, port scans, etc., that would be 
considered suspicious or hostile from any other source. This 
can include permanent internal scanner devices or IP 
addresses of security consultants who are under contract to 
scan your network.
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Target Active Lists
The dynamic active lists in the Targets group, Hit List and Scanned List, act as a way to 
include or exclude the systems listed there in a condition statement, whether the condition 
is in a rule, filter, active list, report query, or other resource. These dynamic active lists are 
populated during run-time by rules triggered by qualifying events. 

Threat Tracking Active Lists
The threat tracking active lists correspond directly with the threat tracking rules Compro-
mise, Hostile, and Reconnaissance. The threat tracking active list group also contains two 
active lists whose entries are read by rules in the intrusion monitoring foundation.

The threat tracking active lists are described below. These active lists are dynamically pop-
ulated by rules, so no configuration is required, although you can manually configure the 
active lists with systems you know are compromised. For example, you might want to pop-
ulate one or more of these lists manually during system testing. For instructions, see “Con-
figure Dynamic Active Lists” on page 42.

Untrusted List -This is a list of systems that are known to be hostile or 
compromised. An ArcSight user could insert an external 
system that has successfully attacked internal assets, 
external systems that are known to be hostile based on a 
third-party blacklists, or internal systems that are known to 
be compromised (by an attacker, a worm, or some insider 
threat), and have not yet been recovered and cleaned up.

Active List Description

Hit List -This list holds target asset data for assets that have been 
attacked, whether successfully or not. An asset's presence 
in this list does not mean that it has been compromised, 
but that a compromise attempt has been made.

Scanned List -This list holds target asset data for assets that have been 
scanned. Usually, the scanning system will be listed in the 
Reconnaissance List under Threat Tracking.

Active List Description

Compromised List -This list contains assets that have been successfully com-
promised.

Hostile List -This list contains attacker information on systems that 
have attempted to or successfully attack an asset.

Infiltrators List -This list contains attacker information on systems that 
have successfully attacked an asset.

Reconnaissance List -This list contains attacker information on systems that 
have exhibited reconnaissance activity against one or more 
assets on the network.

Suspicious List -This list contains attacker information on systems exhibit-
ing suspicious behavior, such as attempting to open con-
nections to other systems that shouldn't exist (systems 
with addresses in Dark Address Space), or systems that 
have been performing brute force logon attacks.

Active List Description
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System Filters
The filters contained in the ArcSight System filters group support various essential ArcSight 
functions. 

Core Filters
The Core filters group contains a series of filters used by essential out-of-the-box features, 
such as the ArcSight System, All Events, and Core active channels, and features of the pri-
ority formula.

All the filters in the Core filters group are locked, which means they cannot be 
modified, moved, or deleted. 
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The core filters are described in more detail below:

Filter Description

All Events Filter that matches all events.

Target Asset Scanned 
for Open Ports

This filter selects events where the Target Asset ID is cate-
gorized as scanned and showing open ports. This filter is 
used by the prioritization formula.

Target Asset Scanned 
for Vulnerabilities

This filter selects events where the Target Asset ID is cate-
gorized as scanned and showing vulnerabilities. This filter is 
used by the prioritization formula. 

Attackers on Hostile 
List

This filter is used by the Threat Level Formula to determine 
whether an entity is in the relevant active list.

Attackers on Infiltrators 
List

This filter is used by the Threat Level Formula to determine 
whether an entity is in the relevant active list.

Attackers on Recon-
naissance List

This filter is used by the Threat Level Formula to determine 
whether an entity is in the relevant active list.

Attackers on Suspicious 
List

This filter is used by the Threat Level Formula to determine 
whether an entity is in the relevant active list.

Compromised Targets This filter is used by the Threat Level Formula to determine 
whether an entity is in the relevant active list. 
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Event Type Filters
The Event Type filters include all the different types of events that ArcSight identifies. 
These are used by the Priority Formula, the correlation engine, ArcSight administrative 
function, and many of the foundation resources. 

For example, the Event Privileges tab in the User Groups access control list editor uses the 
All Events filter to set the Event Privileges that the different user groups, such as Operators 
and Analyzer Administrators. The Event Types filters are used to populate this list. 

.

The Event Types filter group is locked, which means the group and its con-
tents cannot be moved, added to, or deleted. 
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SNMP Forwarding Filters
The System filters group also has a group that contains an SNMP Trap Sender filter. This fil-
ter is only needed if you have SNMP traps that forward events to a network management 
system, such as HP OpenView. 

If you have SNMP forwarding enabled, this filter should be configured with the name of the 
filter whose events match the SNMP Trap Sender filter to forward events to the network 
management system. For instructions about how to configure this filter, see “Configure 
SNMP Trap Forwarding Filter” on page 39. 

For instructions about how to enable the SNMP trap sender on the ArcSight Manager, follow 
the instructions outlined in the ArcSight Administrator’s Guide in chapter 4, Configuration.
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SOC Operations and Monitoring
The system content provides standard field sets and active channels to provide basic oper-
ations and monitoring functions out of the box. 

System Active Channels 
The system channels are a basic set of active channels that support out-of-the-box moni-
toring functionality.

At installation, these active channels verify feeds coming in from network devices through 
ArcSight SmartConnectors, and verify that the SmartConnector settings are correct.

During SOC operations and monitoring, these views can be a first place to start to observe 
the flow of events from the monitored devices on the network. 

During incident investigation, these channels can provide a contextual launching place for 
drill-down and investigation into an event or series of events.

ArcSight System Active Channels

Active Channel Description

System Events Last 
Hour

Channel showing all events generated by ArcSight during 
the last hour. A filter prevents the channel from showing 
events that contributed to the firing of a rule, commonly 
referred to as correlated events.

Today Channel showing events received today since midnight. A 
filter prevents the channel from showing events that con-
tributed to the firing of a rule, commonly referred to as cor-
related events.
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All Events Active Channels
The All Events active channels show all events: those generated by devices, and all those 
generated internally by ArcSight.

During installation, these channels are helpful to verify the complete throughput of events 
from devices as well as ArcSight internal events to verify that all feeds are being received 
as expected.

When an ArcSight admin creates new users, this channel can also be effective to test that 
the access control levels (ACLs) set for the user are showing the intended event data. Only 
event data that the user has permission to view should be available. 

During content development, you can use this channel to test that your conditions find the 
intended event data and/or initiate the intended actions.  

Core Active Channels
The Core group contains the Live active channel, which shows a sliding window of the last 
two hours’ events. To maximize performance and throughput, the channel shows aggre-
gated events and correlation events generated by triggered rules rather than all the raw 
events that led up to them.

Active Channel Description

Last 5 Minutes Channel showing events received during the last five min-
utes. The channel includes a sliding window that always 
displays exactly the last five minutes of event data.

Last Hour Channel showing events received during the last hour. The 
channel includes a sliding window that always displays 
exactly the hour of event data.

Active Channel Description

Live Live Channel showing events received during the last two 
hours. The channel includes a sliding window that always 
displays exactly the last two hours of event data. A filter 
prevents the channel from showing events that contributed 
to the firing of a rule, commonly referred to as correlated 
events.
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System Field Sets
Field sets are collections of event fields stored as ArcSight resources that narrow the num-
ber of event fields displayed in certain situations, such as active channels and the common 
conditions editor in the Inspect/Edit panel. 

Active Channels
Event fields are displayed in active channels as column headers, for example AssetID, 
Event Name, and Target User Name. The standard field sets designed for active channels 
narrow the number of event fields displayed to those that are most pertinent to certain 
types of monitoring.
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Inspect - Edit Field Sets
Event fields are also presented in groups in the Common Conditions Editor in the Inspect/
Edit panel. The field sets designed for this use narrow the number of fields displayed to 
those that are applicable to certain kinds of correlation. 

Sortable Field Sets
Indexed sortable field sets are used in both active channels and the Common Conditions 
Editor.
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Benchmarking and Analysis
ArcSight provides several benchmarking and analysis tools as add-on modules. As part of 
the system content, ArcSight includes two Pattern Discovery profiles. These profiles will be 
active only if you have the Pattern Discovery module installed.

Pattern Discovery Profiles
Pattern Discovery is ArcSight’s separately licensed data mining module. Pattern Discovery 
automatically identifies patterns that occur in an event flow that you didn’t know to look 
for. Pattern Discovery can be used for benchmarking, that is, identifying patterns of normal 
activity that you can then filter out, and it can be used as a regular diligence check on his-
torical data flows to ensure you’re not missing anything in your daily operations. 

To support these functions, the system content provides the following two Pattern Discov-
ery profiles:

Daily Pattern Discovery

Quarter Hourly Pattern Discovery

The Daily Pattern Discovery profile can be used as a daily check for any patterns of activity 
that may have been overlooked during real-time operations. 

The Quarter Hourly Pattern Discovery can be used as an investigation tool.

Both profiles can be used for benchmarking to find normal activity patterns that can be fil-
tered out when building your own correlation content. 

For more about Pattern Discovery, see the ArcSight Pattern Discovery Guide or call Cus-
tomer Support (see “ArcSight Customer Support” on page 5).

Core Reports
The Core reports group contains two special reports that are used internally by the Arc-
Sight vulnerability update structure. 

These reports cannot be scheduled, and are not intended to be run as stand-
alone reports.
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The Assets Having Vulnerability report lists all the assets that expose a particular vulnerabi-
lility. The Vulnerabilities of an Asset report lists all the vulnerabilities exposed by a particu-
lar asset.
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Standard Report Templates
ESM 4.0 is installed with a series of standard report templates, which define the layout of 
the reports contained in the System and Foundation content. These templates are also 
available for you to use for reports you create.

The report templates' parent groups are locked, which means you cannot 
move, rename, or delete the report templates. You can perform some mini-
mal customizations, however, as directed in the following sections. 
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Customize Branding in Standard Templates
By default, the standard ArcSight report templates are branded with the ArcSight logo. You 
can customize this branding with your own corporate logo.

To change the company logo branding:
1 Right-click the standard report template you wish to customize and select Edit Tem-

plate. 

2 In the Report Template editor in the Inspect/Edit panel, click Open in Designer. 

3 In the Report Designer, select, then right-click the ArcSight logo and select Proper-
ties.

4 In the Image Properties dialog, select the Image tab and click Browse. 

5 Browse to the image file you wish to use and click Open, then OK.

6 Save and close the report template (File > Save, or Ctrl + S).

Making Custom Modifications to Standard Templates
It is possible to make other custom modifications to a standard template. Before you do 
however, be aware of the following: 

The things you can safely change without breaking any report elements include:

Move, resize elements (such as the size of the chart)

Change the default parameters of an element (such as default text in a text box, colors 
for the charts, default font sizes for tables, and so on)

Follow these tips when modifying a standard template.

Make a copy of the template you want to customize and make modifications to the 
copy. 

Use a resource graph to view what reports the template supports. 

After making modifications to the copy, go to the reports the template supports and 
point the report to the new modified template. 

• If you remove an element (such as a chart, table, text box for title) in the 
report template, all the reports using this template will also lose their link 
to that element. The report will not be broken, but the link between the 
query and the deleted chart, table, or text box, will be broken. 

• If you add an element (such as a chart or table) to the report template, all 
the reports using this template will need to be modified or updated to 
make use of the new element. If they are not updated, the element will 
appear empty. If you add a new text box to the template, the default text 
is set in the report template, so any reports linked to the template will 
automatically display the new text box and the default text.

• Renaming an element in a report template will also break the links 
between the queries and the elements they are linked to (charts and 
tables).

Note that any changes made directly to a standard template will likely be 
overridden during future upgrades. 
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What’s Next
The next chapter, Configuration Monitoring, describes the Configuration Monitoring founda-
tion.
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Configuration Monitoring Foundation

The Configuration Monitoring foundation identifies, analyzes, 
and remediates undesired modifications to systems, devices, 
and applications. This foundation helps IT and security staff 
to pinpoint and resolve problems quickly, and provides 
essential visibility into the network configuration so you 
understand the systems you have, where they are, what 
they host, and what vulnerabilities they expose. 

Once you have this basic view, the Configuration Monitoring foundation helps you monitor 
how your networks change over time, measure daily statistics, understand the changes 
made, and know who’s making them. Trends help you know what is normal and spot 
anomalies that should be investigated.

Because the configuration of network assets is mostly of interest to network and security 
analysts and IT personnel, most of the content is geared toward the operational and 
detailed views. The foundation also contains a basic set of executive-level summary reports 
that give managers and executives the information they need to understand the health of 
the monitored network.

“Configuration Monitoring Foundation Overview” on page 72

“Configuration Summary” on page 74

“Configuration Monitoring Filters” on page 75

“Configuration Monitoring Active Channels” on page 86

“Configuration Monitoring Active Lists” on page 88

“Configuration Monitoring Dashboards and Data Monitors” on page 89

“Configuration Monitoring Rules” on page 119

“Configuration Monitoring Reports” on page 93
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Configuration Monitoring Foundation Overview
Configuration monitoring is concerned mainly with monitoring hosts and user accounts for 
configuration-related activity, such as installing new applications, adding new systems to 
the network, anti-virus/network scanner/IDS engine and signature updates, asset vulnera-
bility postures, and so on.

Windows systems provide ample user and host account modification information. In most 
cases, if an adequate auditing level is enabled, you can see modifications to applications, 
changes to user privilege levels, system configuration changes, even file access.

Unix-based systems provide less visibility into internal system activity. Because there is little 
consistency to what is reported from system to system, it is often not possible to easily 
identify actions, such as software installations. In some cases, auditing can be enabled on 
Unix-based systems, although the output may be too granular to be useful during analysis. 

Other network devices, such as routers and firewalls, can be configured to report software 
or operating system updates and provide basic log information that is useful to the Config-
uration Monitoring foundation content. 

Uptime
Monitoring system uptime is an important part of assuring that critical revenue-based sys-
tems and the infrastructure that supports them is up and available when it should be. 

For ESM 4.0, the Configuration Monitoring foundation addresses system uptime by moni-
toring system restarts. For example, if a system has multiple restarts in a short period, it 
may indicate a problem. 

The importance of a system restart can be determined by the asset’s criticality. Systems 
that are considered critical to operations and the infrastructure that supports them should 
be categorized in the Criticality: High and Very High asset categories. 

User Configuration Monitoring
Monitoring user account activity can show changes to user privileges and roles, as well as 
user account creations or deletions. User account privileges should be associated with add-
ing or removing access to network resources that the user no longer requires, and should 
be done by an administrator with the authority to change those privileges. Random 
account modifications by unexpected sources are indications of a security concern. Ran-
dom creation or deletions of accounts are also suspect.

For ESM 4.0, the Configuration Monitoring foundation addresses user Configuration Moni-
toring by identifying and monitoring user accounts and the hosts/addresses associated with 
them. This ties a user to certain IP addresses, MAC addresses, host-names, zones, and so 
on. The reports cover user account additions, modifications to those accounts, and account 
removal. 

Network Configuration Monitoring
Configuration Monitoring focuses on the changes to the network hosts and infrastructure. 
For example, hosts and network devices appearing randomly on a network could be an 
indication that there is a network connection or access point that could expose the network 
to threats that should have been mitigated by network perimeter defense devices. Like-
wise, random changes to network infrastructure, such as routers and firewalls, could indi-
cate misconfigurations or malicious actions from within the network, which could expose 
the network to more threats.
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Network Configuration Monitoring content is concerned with providing visibility into the 
configuration and configuration changes to the network.

Device Reporting
The Configuration Monitoring foundation contains resources that monitor the network 
devices reporting into ArcSight and provides reports that summarize that activity.

Some of the device monitoring content is a simple summary of the events being generated 
by device. Others summarize activity from blocks of similar devices in particular zones of 
the network. 

Host Networking
Network change monitoring for hosts is concerned with ports opened to the network. This 
is a combination of detecting when services are run, and if the firewall configuration is 
changed to accommodate these services. This content also detects and reports when a 
firewall is enabled or disabled.

Security Applications (Anti-Virus)
Anti-virus Configuration Monitoring is concerned with verifying how effectively the anti-
virus solutions on your network are deployed and functioning. The content is concerned 
with questions such as what hosts have anti-virus coverage and what percentage of hosts 
in each Zone have coverage, and whether the AV configurations (DAT files) up to date.

Supported Devices
The Configuration Monitoring content works on feeds from many network devices and 
hosts. Devices that report user account changes and authorization checks (usually operat-
ing systems, via syslog or Windows logs), and device configuration changes (router logs, 
firewall logs, etc.) and application logs of various types provide useful Configuration Moni-
toring events.

Operating systems

Security applications

Network and host-based IDS

Anti-virus

User management services

Authentication, authorization, and accounting services

Basic network devices

Firewalls

Routers

Switches

VPN
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Configuration Summary
Some Configuration Monitoring resources require configuration to be functional, and some 
rely on universal configurations. Most require no additional configuration.

Required Configuration
The Configuration Monitoring foundation contains the following resource that requires con-
figuration to be functional: 

This is a static active list whose entries are looked up by the rules Local Windows User Cre-
ation - Disallowed Host and Local Windows User Creation - Allowed Host. If this active list 
is not configured, or is not relevant to your operating environment, the rules will not yield 
results from the look-up. This does not affect overall foundation functionality. 

1 In the Navigator panel, go to Active Lists/All Active Lists/ArcSight 
Foundation/Configuration Monitoring/.

2 Right-click the active list you wish to populate and select Show Entries. The active 
list details are displayed in the Viewer panel.

3 To add an entry to the list, click the add icon ( ) in the active list header.

4 In the Active List Entry Editor in the Inspect/Edit panel, enter the following values and 
click Add.

5 Repeat steps 3 and 4 for every system that allows local users to be created.

Active List Configuration required

Local User Allowed 
Systems

Configure with the IP address, zone, and customer (if applica-
ble) of systems that allow local users to be created. These 
would likely be systems operated by IT or network development 
groups. 

Name Value

Target Address Enter the IP address of the system that allows local users.

Target Zone Enter the name of the ArcSight zone the system is located 
in from the drop-down tree selector.

Customer If applicable, enter the name of the customer the system 
belongs to from the drop-down tree selector.

Creation Time Timestamp of when this entry was created. This value is 
supplied by the system and cannot be edited.

Last Modified This field is reserved for active lists that are populated 
dynamically by rule actions. This value is supplied by the 
system and cannot be edited. 

Count This field is reserved for active lists that are populated 
dynamically by rule actions. This value is supplied by the 
system and cannot be edited. 
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Verify Asset Model
The Configuration Monitoring foundation works best if your asset model is populated: you 
have assets, they are located in zones, and they have been scanned, so ESM knows what 
ports are open, what vulnerabilities are exposed, and what applications are running. 

It is also important to have the criticality asset categories assigned to your high and very 
high criticality assets. An asset’s criticality is used to evaluate trends and vulnerability expo-
sure, and focuses on systems categorized as high and very high criticality. 

Configuration Monitoring Filters
The Configuration Monitoring filters express conditions that are used by the other Configu-
ration Monitoring and reporting resources. 

These filters are described in more detail below:

Filter Description

Configuration Modifica-
tions

This is a base filter used to identify configuration modifica-
tions on any system or device. This resource is a part of the 
Configuration Monitoring content.    

Host Misconfigurations This filter is used to detect events indicating misconfigura-
tions on hosts. This filter is a part of the Configuration Mon-
itoring content. 
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The Configuration Modifications filter supplies conditions for the following Configuration 
Monitoring resources:
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Detail Filters
The detail filters provide conditions for many Configuration Monitoring detail-level 
resources that focus on data for detailed analysis.
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The two main filter groups within Detail are Configuration Changes and Vulnerabilities. The 
Configuration Changes filters focus on events related to specific network devices, such as 
firewalls, routers, switches, VPNs, IDSs, and hosts, and user management and access 
tracking. The vulnerabilities detail filters focus on assets that are not covered by network 
vulnerability/mapping scanners and related scanner events for critical assets.

Configuration Changes by Device
The Configuration Changes by Device filters supply conditions for resources that track con-
figuration changes by device. 
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The Configuration Changes by Device filters are discussed in more detail below. 

Filter Description

AAA User Account Cre-
ations

This filter identifies user account creation activity on AAA 
systems. This filter is part of the Configuration Monitoring 
content.     

AAA User Account Dele-
tions

This filter identifies user account deletion activity on AAA 
systems. This filter is part of the Configuration Monitoring 
content.     

AAA User Account Mod-
ifications

This filter identifies user account modification activity on 
AAA systems. This filter is part of the Configuration Moni-
toring content.     

AAA User Configura-
tion Activity

This filter is used to identify user configuration activity on 
AAA systems. This filter is a part of the Configuration Moni-
toring content.     

VPN User Account Cre-
ations

This Filter is looking for events showing VPN user account 
creation information. This Filter uses the "VPN User Config-
uration Activity" Filter and looks for the "/Authentication/
Add" category behavior.    

VPN User Account Dele-
tions

This Filter is looking for events showing VPN user account 
deletion information. This Filter uses the "VPN User Config-
uration Activity" and "User Account Deletions" Filters.    

VPN User Account Mod-
ifications

This Filter is looking for events showing VPN user account 
modification information. This Filter uses the "VPN User 
Configuration Activity" and "User Account Modifications" Fil-
ters.    

VPN User Configuration 
Activity

This filter is used to identify user configuration activity on 
VPN systems. This filter is a part of the Configuration Moni-
toring content.     
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The Configuration Monitoring filters by device provide conditions for the following Configu-
ration Monitoring resources:
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Configuration Changes by User
The Configuration Changes by User filters supply conditions for resources that track config-
uration changes to user accounts. 

The Configuration Changes by User filters are described in more detail below. 

Filter Description

User Account Modifica-
tions

This filter identifies user account modification events. This 
filter is a part of the Configuration Monitoring content.     

Host-Local User Addi-
tions

This Filter is looking for events showing local user account 
additions.    

User Account Creations This filter identifies user account addition events. This filter 
is a part of the Configuration Monitoring content.     

User Account Deletions This filter identifies user account deletion events. This filter 
is a part of the Configuration Monitoring content.     

Failed User Account 
Login Attempts

This filter uses the ArcSight event categories to identify 
failed user account login attempts.    

Successful User 
Account Login Attempts

This filter uses the ArcSight event categories to identify 
successful user account login attempts.    
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These filters provide conditions for the following Configuration Monitoring resources:

User Account Login 
Attempts

This filter uses ArcSight categories to choose events that 
indicate user login attempts. These may be successful or 
failures.     

Filter Description
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Vulnerability Filters
The vulnerability filters provide conditions for Configuration Monitoring resources that eval-
uate vulnerability scan events.

The Vulnerability filters are described in more detail below:

The vulnerability filters provide conditions for the following Configuration Monitoring 
resources:

Filter Description

High-Priority Scan 
Event for Critical Asset

This filter identifies vulnerability scan events that indicate 
that a high-priority vulnerability was detected on a system 
you have marked with high or very-high criticality.     
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Operational Summaries Filters
The operational summary filters focus on events related to host problems and startup/shut-
down events for monitored devices and hosts.

The Operational Summary filters are described in more detail below. 

Filter Description 

Host Problems This filter is used to identify host-related problems and 
errors. This filter is part of the Configuration Monitoring 
content.

System Shutdown 
Events

This filter identifies events that indicate a system has shut-
down. This is often indicative of a reboot.

System Startup Events This filter identifies events that indicate a system has 
started up. This is often indicative of a reboot.
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The Operational Summary filters supply conditions for the following operational summary 
resources
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Configuration Monitoring Active Channels
The Configuration Monitoring foundation contains the following active channels:

These active channels are described in more detail below:

Active Channel Description

Host Configuration 
Modifications

This channel provides a view of the last day of configuration 
modification events related to hosts. This channel is a part 
of the host-specific Configuration Monitoring content.     

User Configuration 
Modifications

This channel provides a view of the last day of configuration 
modification events related to users. This channel is a part 
of the user-specific Configuration Monitoring content.    

High-Priority Scan 
Events Directed Toward 
High-Criticality Assets

This channel can be used to view scan results in real-time if 
you would like a view into any high-priority vulnerabilities 
detected on highly-critical assets.     
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Configuration Monitoring Field Sets
The Network Monitoring foundation comes with one field set, which focuses on fields that 
indicate when a configuration change has been made. 

End time

Customer

Target user name

Attacker user name

Name

Target zone name

Attacker zone name

This field set is used by the User Configuration Modification active channel.
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Configuration Monitoring Active Lists
The Configuration Monitoring foundation contains two active lists, a static active list that 
should be configured with the systems that allow local users to be created, such as devel-
opment and testing environment systems, and a dynamic active list that maintains a list of 
systems with modification changes. 

These active lists are described in more detail below. 

The Local User Allowed Systems active list should be configured with the network identifi-
cation of the systems on which local user accounts are allowed. For configuration instruc-
tions, see “Required Configuration” on page 74.

Active List Description

Assets with Recent 
Configuration Modifica-
tions

This active list is intended to track devices and hosts that 
have had some sort of configuration modification in the 
past 7 days.     

Local User Allowed Sys-
tems

This active list is used to specify systems on which local 
user creation activity is allowed. This active list is part of 
the Configuration Monitoring content.     
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Configuration Monitoring Dashboards and 
Data Monitors

The Configuration Monitoring dashboards give real-time insight into host modifications. 

These dashboards are described in more detail below. 

Dashboard Description

Host Configuration 
Modifications

This dashboard shows three data monitors focusing on host 
configuration change events. The two Top Value Counts 
(Bucketized) data monitors show charts of the event counts 
by zone or the most common events. The Last N Events 
data monitor shows the last 20 events.

Host Problems Over-
view

This dashboard shows three data monitors focusing on host 
problem events. The two Top Value Counts (Bucketized) 
data monitors show charts of the event counts by zone or 
the most common events. The Last N Events data monitor 
shows the last 20 events.
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The Host Configuration Modification dashboard shows two pie-charts, one with configura-
tion changes events focused on zones, the other with the most common configuration 
change events, and a table of the last 20 modification events.
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Configuration Monitoring Data Monitors
The Configuration Monitoring dashboards are supported by the following data monitors:

These data monitors are described in more detail below.

Data Monitor Description

Host Configuration 
Change Event Counts 
by Zone

This data monitor provides a view of the top 10 Zones with 
configuration changes. By default, the data monitor dis-
plays a pie chart. This data monitor is a part of the Config-
uration Monitoring content.    

Last 20 Host Configura-
tion Modification Events

This data monitor provides a scrolling list of the last 20 host 
configuration events seen by the system. Events are noted 
by customer and zone in addition to the change type infor-
mation. This data monitor is part of the Configuration Mon-
itoring content.     

Most Common Host 
Configuration Change 
Events

This data monitor provides a view of the top 10 most com-
mon host configuration changes. By default, the data moni-
tor displays a pie chart. This data monitor is a part of the 
Configuration Monitoring content.    

Host Problem Event 
Counts by Zone

This data monitor provides a graphical summary view of 
host-specific problems noted by ArcSight, by Zone. By 
default this data monitor displays a pie chart of the top 10 
Zones by problem event volume. This data monitor is a part 
of the Configuration Monitoring content.     

Last 20 Host Problems This data monitor provides a table view of the last 20 host 
issues noted by ArcSight. This data monitor is used in the 
Host Problems Overview data monitor and these resources 
are part of the Configuration Monitoring content.     
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Most Common Host 
Problem Events

This data monitor shows graph of the top 10 most common 
problems seen on your monitored hosts. This data monitor 
is a part of the Host Problems Overview dashboard and is a 
part of the Configuration Monitoring content.     

Data Monitor Description
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Configuration Monitoring Reports
The Configuration Monitoring foundation provides a system of reporting tools that together 
provide a comprehensive summary of activity that indicate configuration modifications on 
the network. These views are organized into groups depending on what level of detail you 
need to see:

Executive Summaries. Executive summary reports provide high-level analysis of 
Configuration Monitoring activity for management reports. These views show overall 
trends and long-term summaries.

Operational Summaries. The operational summary reports are intended for SOC 
operators and analysts for daily network monitoring and triage-level investigation. 

Details. The detailed reports are intended for incident responders and analysts who 
need access to relevant event details in order to investigate situations that arise from 
monitoring reports in the operational summaries. 

SANS Top 5 Reports. The SANS Top 5 reports that are relevant to Configuration 
Monitoring are those that address SANS section 3. 

Configuration Monitoring Trends
The Configuration Monitoring foundation contains the following trends that gather data 
about various types of network configuration changes. This data is used by several Config-
uration Monitoring queries and reports. 

Trends are useful for identifying spikes in behavior that could indicate a problem. For the 
user access tracking trends, for example, one user trying to log in 50 times is probably 
unusual unless the user is a sysadmin. A spike in failed logins could indicate a terminated 
employee who is trying to log in, or someone trying to gain unauthorized access data or 
systems. 
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The three vulnerability trends gather statistics for exposed vulnerabilities. Vulnerability 
Exposure by Asset Criticality produces more granular results for all assets. Vulnerability 
Exposure of Critical Assets focuses on all assets categorized as critical. 

The Assets by Zone trend summarizes vulnerability exposure by zone. These trends can 
help you keep track of software patch levels and remediation from organization to organi-
zation. 

These trends are described in more detail below:

Trend Description

Assets with Recent 
Configuration Modifica-
tions - Daily Trend

This daily trend picks up all changes to assets within the 
last day and stores information about the change itself as 
well as who made the change.     

Asset Startup and 
Shutdown Events - 
Daily Trend

This trend collects daily statistics on shutdown and startup 
events from your different assets. The trend query includes 
information on the device product and vendor in case you 
wish to query the trend for stats by OS.     

Critical System Startup 
and Shutdown Events - 
Daily Trend

This trend collects daily statistics about critical system star-
tup and shutdown events. The startup events typically indi-
cate a system restart, but may not be reliably matched with 
shutdown events. This trend is a more focused view (assets 
modeled with criticality categorization) of the Asset Startup 
and Shutdown Events - Daily Trend.

Most Common Account 
Login Attempts - Daily 
Trend

This trend collects daily statistics about User Account Login 
Attempts to track the most frequent user logins.

User Account Login 
Failures

This trend collects aggregate information about failed user 
account login attempts. It also collects other information 
including the target zone as well as the target device ven-
dor and product.     

Vulnerability Exposure 
by Asset Criticality

This trend provides a daily snapshot of the vulnerability 
counts of assets marked as high or very high criticality.     

Vulnerability Exposure 
of Critical Assets - Daily 
Trend

This trend collects daily statistics on the vulnerability expo-
sure of your assets that have been categorized as highly or 
very-highly critical. The trend includes information about 
the asset and a count of the number of vulnerabilities it 
currently exposes.     

Vulnerability Exposure 
of High and Very-High 
Criticality Assets by 
Zone - Daily Trend

This trend collects a weekly snapshot of the assets to be 
used for tracking of how many vulnerabilities highly and 
very-highly critical systems have over time, by zone. This 
trend only collects a count of the number of vulnerabilities 
in these zones, not the full list of vulnerabilities, as this 
would result in much larger storage requirements.
94 ArcSight System Content ArcSight Confidential



4  Configuration Monitoring Foundation
Once the trend data is stored in the trend table, the data is available to be queried for 
reports. The following Configuration Monitoring queries and reports consume data from 
these trends:

You can also build your own reports based on the data gathered in these trends. These 
trends do not support minute-by-minute details, but they can be used to extract summaries 
that span an hour or more.
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Executive Summary Reports
The executive summary reports show summaries by zone of configuration changes. This 
can confirm the health of IT operations, and can also be used to track expected flurries of 
activity, such as when Microsoft releases a patch. 

These reports are described in more detail below. 

For these reports to be populated with data, your network assets must be 
categorized in the Business Role, Criticality, Data Role, and Operating System 
asset categories. 

Report Description

Host Configuration 
Events By Zone

This report provides a summary pie chart showing the 
breakdown of host configuration events by Zone. This chart 
and others are combined to produce an overview of the 
Asset configurations. This report is a part of the Configura-
tion Monitoring content.     

Host Summary by Busi-
ness Role

This report provides a summary pie chart showing the 
breakdown of Assets by Business Role. This chart and oth-
ers are combined to produce an overview of the Asset con-
figurations. This report is a part of the Configuration 
Monitoring content.     

Host Summary by Criti-
cality

This report provides a summary pie chart showing the 
breakdown of Assets by Criticality. This chart and others 
are combined to produce an overview of the Asset configu-
rations. This report is a part of the Configuration Monitoring 
content.     
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Executive Summary Queries
The data for the executive summary reports is gathered by the following queries:

The Executive Summary queries are described in more detail below:

Host Summary by Data 
Role

This report provides a summary pie chart showing the 
breakdown of Assets by Data Role. This chart and others 
are combined to produce an overview of the Asset configu-
rations. This report is a part of the Configuration Monitoring 
content.     

Host Summary by 
Operating System

This report provides a summary pie chart showing the 
breakdown of Assets by Operating System. This chart and 
others are combined to produce an overview of the Asset 
configurations. This report is a part of the Configuration 
Monitoring content.     

Query Description

Host Configuration 
Events By Zone

This query selects information regarding the breakdown of 
host configuration events by Zone. This query is a part of 
the Configuration Monitoring content.

Host Summary by Busi-
ness Role

This query selects data regarding the breakdown of Assets 
by Business Role. This query is a part of the Configuration 
Monitoring content.

Host Summary by Criti-
cality

This query selects data to show the breakdown of Assets by 
Criticality. This query is a part of the Configuration Monitor-
ing content.

Report Description
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Operational Summary Reports
The Configuration Monitoring operational summary reports provide medium-detail summa-
ries of configuration modifications for hosts by customer and OS, and lists user accounts 
removed over the last 30 days. You can corroborate these lists with review these, why were 
these accounts removed, does it correlate with quits and terminations? 

The access tracking reports Access tracking stuff, who’s been logging in most when, where; 
from trend, login failures trend over time. reports on asset restarts, listing of all, list of 
those restarted more than twice; list of critical assets rebooted. 

Host Summary by Data 
Role

This query selects data to show the breakdown of Assets by 
Data Role. This query is a part of the Configuration Monitor-
ing content.

Host Summary by 
Operating System

This query selects data to show the breakdown of Assets by 
Operating System. This query is a part of the Configuration 
Monitoring content.

Query Description
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The Operational Summary reports are described in more detail below:

Report Description

Host Configuration 
Modifications Summary

This report provides a summary of the host configuration 
modification activity seen over the preceding week. This 
report should be focused on a certain Zone to provide a 
manageable and useful data set. This report is a part of the 
Configuration Monitoring content.     

Host Configuration 
Modifications by Cus-
tomer

This report will show the host configuration modifications 
by customer. 

Host Configuration 
Modifications by OS

This report will show the host configuration modifications 
by OS. 

User Removals - Last 
30 Days

This report will show the user removals for the past 30 
days. 

Top User Logins - Last 
Week

This report gives an overview of the top users attempting 
logins over the past week.     

Top User Logins - Yes-
terday

This summary report provides a chart summary of the top 
user logins that occurred yesterday and a table listing the 
login counts by user.     

User Login Failures 
Trend - Past Week

This report provides aggregate information about what user 
accounts are experiencing failed logins most often over the 
past 7 days.     

Asset Startup and 
Shutdown Event Log - 
Last Day

This report provides a listing of the system startup and 
shutdown events seen over the past day.     

Asset Startup and 
Shutdown Log - Last 
Week

This report queries a trend table to retrieve a listing of all 
system startup and shutdown events seen over the past 
week.     

Assets Restarting Twice 
or More - Last Week

This report provides you with a list of assets that appear to 
be restarting twice or more per week. Depending on the 
function of these assets, these events may indicate a prob-
lem and should be investigated.     

Critical Asset Startup 
and Shutdown Event 
Log - Last Day

This report provides a listing of the critical system startup 
and shutdown events seen over the past day.     
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Operational Summary Queries
The data for the operational summary reports are provided by the following queries:

These queries are described in more detail below:

Query Description

Host Configuration 
Modifications Summary

This query selects data to provide a summary of the host 
configuration modification activity. This report is a part of 
the Configuration Monitoring content.

Host Configuration 
Modifications by Cus-
tomer

This query selects host configuration modification data 
(restricted by the Host Configuration Modifications filter), 
grouped by customer.

Host Configuration 
Modifications by OS

This query selects host configuration modification data 
(restricted by the Host Configuration Modifications filter), 
grouped by Operating System.

User Removals - Last 
30 Days

This query selects user account deletion data (restricted by 
the User Account Deletions filter), grouped by customer.

Critical System Startup 
and Shutdown Events - 
By Zone and Asset

This query collects summary data from a trend table to pro-
vide a count of how often your critical systems startup or 
shut down.     

Critical System Star-
tups and Shutdowns - 
Trend Query

This query is used to collect information about critical sys-
tem startup and shutdown events that occurred yesterday. 
The startup events typically indicate a system restart, but 
may not be reliably matched with shutdown events.     
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These queries support the following Configuration Monitoring reports and trends:

Restart Log by Zone - 
Last Week

This query retrieves a list of all asset startup and shutdown 
events over the past week.     

Restart Trend by Zone - 
Last Week

This query checks the system startup and shutdown trend 
table and retrieves a count of the number of restarts per 
zone, per day, for the last week. This is useful for creating 
charts and tables of stats for your different zones.     

System Startups and 
Shutdowns

This query is used to collect information about system star-
tup and shutdown events that occurred yesterday. The 
startup events typically indicate a system restart, but may 
not be reliably matched with shutdown events.     

Systems Restarted 
Twice or More - Last 
Week

This query checks the system startup and shutdown trend 
table and retrieves a list of the systems that have restarted 
more than once in the past week. It shows the restart his-
tory for each system each day.     

Query Description
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Detail Reports
The detail reports contain numerous perspectives divided into four major categories:

Current configuration

Configuration changes

Inventory

Vulnerabilities

Current Configuration Report
The current configuration report provides a snapshot of the current configurations of all 
devices reporting to ArcSight.

This report is described in more detail below:

The current configuration report is supported by the current configuration query. 

Report Description

Current Asset Configu-
rations

This report provides a listing of the assets modeled in and 
monitored by the ArcSight system and the current configu-
ration information available to the system regarding those 
assets. This report will primarily provide information on the 
operating system and services running on the selected set 
of hosts. For information on vulnerabilities, see the reports 
in the Detail/Vulnerabilities section. This report is a part of 
the host-specific Configuration Monitoring content.
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Configuration Changes by Device Reports
The configuration changes by device reports concentrate on configuration changes on the 
devices reporting into ArcSight ESM from ArcSight SmartConnectors. The views start out 
with a summary of activity per device and per zone over the past day and week. The 
reports then expand into a breakdown of activity from the different major types of network 
devices. You can review these to verify that anti-virus definitions are being updated regu-
larly, and that appropriate changes are being made to other network devices by appropri-
ate users on appropriate timetables. 
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The Configuration Changes by Device reports are described in more detail below: 

Report Description

Assets with Configura-
tion Changes - Last Day

This report provides a listing of the assets that have been 
modified over the course of the last day and who modified 
them. The listing is sorted first by zone, then by asset 
name.     

Assets with Configura-
tion Changes - Past 
Week

This report provides a listing of the assets that have been 
modified over the course of the last week and who modified 
them. The listing is sorted first by zone, then by asset 
name.     

Zones by Configuration 
Change Count - Past 
Week

This report provides a summary chart and table to show 
what zones had the most configuration changes over the 
past week.     
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Configuration Changes by Device Queries
The configuration changes by device reports are supported by the following queries:
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Configuration Changes by User Reports
The configuration changes by user reports concentrate on configuration changes made to 
user accounts. If you are using a AAA system, such as RSA ACE, these reports help monitor 
activity, such as whether accounts have been created, deleted, or modified in the last 30 
days. 

Keeping track of VPN users is important, because they are gaining remote access to the 
network. Keeping track of user account deletion and modifications, such as password 
changes, helps you keep track of how password policies are being applied and carried out.

The Configuration Changes by User reports are described in more detail below: 

Report Description

Configuration Changes 
per User - Last Week

This report provides a view of users that have made config-
uration changes over the past week, sorted by the number 
of changes each user made.     

Configuration Changes 
per User by Zone - Last 
Week

This report provides a view of users that have made config-
uration changes over the past week, sorted by zone and the 
number of changes each user made.     

AAA User Account Cre-
ation - Last 30 Days 

This report contains one table showing all the AAA user 
account creation for the past 30 days.    
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Account Creation by 
Host 

This report provides a listing of the account creation events 
seen over the past week on your monitored assets. Note 
that this report looks for host-local user account creations, 
rather than authentication service account creations. This 
means that this report will not pick up user additions in 
Active Directory, for instance. This report is a part of the 
Configuration Monitoring content.     

By User Account - 
Accounts Created

Users Created - Last 30 
Days

VPN User Account Cre-
ation - Last 30 Days 

This report contains one table showing all the VPN user 
account creation for the past 30 days.    

Accounts Deleted- By 
Host

This report provides a listing of user deletions over the pre-
vious 30 days, ordered by Customer, Zone, and System. 
This report is a part of the Configuration Monitoring con-
tent.     

User Account Modifica-
tions - Last 30 Days 

This report shows an overview of the user account modifi-
cations for the past 30 days. It contains one pie chart and a 
table. The pie chart shows the total number of user account 
modifications per user account and the table shows all the 
details.    

Password Changes by 
System - Last 30 Days

This report provides a listing of the password changes for 
the past 30 days. It contains one pie chart and a table. The 
pie chart shows the total number of password changes by 
system and the table shows the details of the password 
changes.    

Password Changes by 
User - Last 30 Days

This report provides a listing of the password changes for 
the past 30 days. It contains one pie chart and a table. The 
pie chart shows the total number of password changes by 
user and the table shows the details of the password 
changes.    

Password Changes by 
Zone - Last 30 Days

This report provides a listing of the password changes for 
the past 30 days. It contains one pie chart and a table. The 
pie chart shows the total number of password changes by 
zone and the table shows the details of the password 
changes.    

Report Description
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Configuration Changes by User Queries
The configuration changes by user reports are supported by the following queries: 
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The Configuration Changes by User queries are described in more detail below:

Query Description

Users That Performed 
Configuration Modifica-
tions - Past Week

This query retrieves a list of the users that performed con-
figuration modifications to assets in the past week.

Users That Performed 
Configuration Modifica-
tions by Zone - Past 
Week

This query retrieves a list of the users that performed con-
figuration modifications to assets in the past week, by 
zone.

Failed User Account 
Login Attempts (Yester-
day)

This query selects events passed by the Failed User Account 
Login Attempts filter, selecting Category Object, Target 
Address, Target Asset ID, Target Asset Name, Target Nt 
Domain, Target User ID, Target User Name, Target Zone, 
Event ID and End Time for the User Account Login Failures 
trend.

Most Common Account 
Logins by Target User 
(Yesterday)

This query selects events passed by the Successful User 
Account Login Attempts filter, selecting Category Object, 
Target Address, Target Asset ID, Target Asset Name, Target 
Nt Domain, Target User ID, Target User Name, Target Zone 
and the Count of Event ID for the Top User Logins - Yester-
day report.

Most Common Account 
Login Attempts - Last 
Day

This query selects events passed by the User Account Login 
Attempts filter, selecting Category Object, Target Address, 
Target Asset ID, Target Asset Name, Target Nt Domain, Tar-
get User ID, Target User Name, Target Zone, Attacker 
Address, Attacker Asset Name, Attacker Nt Domain, 
Attacker User ID, Attacker User Name, Attacker Zone and 
Category Outcome for the Most Common Account Login 
Attempts - Daily Trend.

Most Common Account 
Login Attempts Trend - 
Last Week

This query retrieves a listing of the count of target user 
account logins by zone for the last 7 days.

User Account Login 
Failures - Weekly Trend

This query retrieves aggregated information about failed 
logins over the past week from a trend table.

AAA User Account Cre-
ation Trend

This query selects events passed by the AAA User Account 
Creations filter, selecting Customer, Attacker User Name, 
Attacker Zone, Target Address, Target Asset Name, Target 
Host Name, Target Nt Domain, Target User ID, Target User 
Name and Target Zone for the AAA User Account Creation 
trend.

Account Creation by 
Host

This query provides a listing of the account creation events 
seen over the past week on your monitored assets. Note 
that this query looks for host-local user account creations, 
rather than authentication service account creations. This 
means that this query will not pick up user additions in 
Active Directory, for instance.This query is a part of the 
Configuration Monitoring content.

By User Account - 
Accounts Created

This query selects events meeting the conditions Category 
Behavior = /Authentication/Add and Category Outcome = /
Success, selecting End Time, Target User Name, Attacker 
User Name, Name, Target Zone Name and Target Host 
Name for the By User Account - Accounts Created report.
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Trend on AAA User 
Account Creation

This query on the AAA User Account Creation trend selects 
Customer Name, Attacker User Name, Attacker Zone 
Name, Target Address, Target Asset Name, Target Host 
Name, Target Nt Domain, Target User ID, Target User Name 
and Target Zone Name for the AAA User Account Creation 
report.

Trend on User Account 
Creation

This query on the User Account Creation trend selects Cus-
tomer, Attacker User Name, Attacker Zone, Target Address, 
Target Asset Name, Target Host Name, Target Nt Domain, 
Target User ID, Target User Name and Target Zone for the 
User Account Creation report.

Trend on VPN User 
Account Creation

This query on the VPN User Account Creation trend selects 
Customer, Target Zone Name, Target User ID and Attacker 
User Name for the VPN User Account Creation report. The 
fields Target Zone Name, Target User ID and Attacker User 
Name are renamed Zone, New Account and Creator, 
respectively, in the report.

User Account Creation 
Trend

This query on events restricted by the User Account Cre-
ations filter selects Customer, Attacker User Name, Attacker 
Zone, Target Address, Target Asset Name, Target Host 
Name, Target Nt Domain, Target User ID, Target User Name 
and Target Zone for the User Account Creation trend.

VPN User Account Cre-
ation Trend

This query on events restricted by the VPN User Account 
Creations filter selects Customer, Attacker User Name, 
Attacker Zone, Target Address, Target Asset Name, Target 
Host Name, Target Nt Domain, Target User ID, Target User 
Name and Target Zone for the VPN User Account Creation 
trend.

Accounts Deleted by 
Host Trend

This query on events restricted by the User Account Dele-
tions filter provides a listing of the users deleted over the 
time interval by System & Zone for the Accounts Deleted by 
Host trend.

By Host - Accounts 
Deleted

This query on the Accounts Deleted by Host trend provides 
a listing of the users deleted over the past 30 days by Sys-
tem & Zone.

Trend on User Account 
Modifications

This query on the User Account Modifications trend selects 
data for use in the User Account Modifications report. This 
query is used as both the chart and table data sources.

User Account Modifica-
tions Trend

The query on events restricted by the User Account Modifi-
cations filter to select Customer, Target Zone, Target 
Address, Target Asset ID, Target Asset Name Target User 
ID, Target User Name, Aggregated Event Count and End 
Time for the User Account Modifications trend.

Password Modifications 
Trend

This query on events restricted by the Successful Password 
Changes filter selects Attacker User ID, Attacker User 
Name, Attacker Zone, Target Address, Target Asset ID, Tar-
get Asset Name, Target Nt Domain, Target User ID, Target 
User Name, Target Zone and sums Aggregated Event Count 
for use in the Password Modifications trend.

Trend on Password 
Modifications

This query selects data from the Password Modifications 
trend for use in the Password Changes by System/User/
Zone; reports.

Query Description
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The access tracking queries support the following Configuration Monitoring reports and 
trends.
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Inventory Reports
The inventory reports provide statistics about the applications running on your network 
systems sorted by application, application type, vendor, and business role.

These reports are described in more detail below. 

For these reports to be active, your network devices should be categorized in 
the application and role asset categories. 

Report Description

Applications by Type 
per Asset

This report gives a listing of all Assets that have been 
scanned for Applications or that have been manually cate-
gorized with Applications and shows the Applications by 
Type. This report is a part of the Configuration Monitoring 
content.     

Applications by Vendor 
per Asset

This report gives a listing of all Assets that have been 
scanned for Applications or that have been manually cate-
gorized with Applications and shows the Applications by 
Vendor. This report is a part of the Configuration Monitoring 
content.     
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Inventory Queries
The inventory queries supply the conditions for the inventory reports.
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Vulnerability Reports
The vulnerability reports provide a series of statistical views about the vulnerabilities 
exposed on your network assets. These reports are presented in a variety of perspectives 
to provide a comprehensive view of the network’s vulnerability profile. These views are a 
starter set; you can add to these, focus them on a particular asset, zone, business role, or 
other distinction to make the reports reveal more insight about your network’s vulnerability 
profile. 

The critical asset reports leverage trends that span over one week, 30 days, and 90 days to 
provide a long-term look at exposed vulnerability patterns. These reports can also be 
focused on an asset criticality category over a 30 or 90-day time frame. 

These reports are described in more detail below. 

Report Description

Exposed Vulnerabilities 
by Zone Trend - Last 90 
Days

This report provides a chart view of the exposed vulnerabil-
ities across your top vulnerable zones over the course of a 
week. If you patch on a monthly or longer basis this report 
may not provide much value for you and you should consult 
the reports for longer periods.
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To create a focused report that focuses on another time period:
1 Right-click the focusable report Vulnerability Exposure by Asset Criticality - Last Week 

(All Reports/ArcSight Foundation/Configuration Monitoring/
Detail/Vulnerabilities/Critical Assets/Vulnerability Exposure 
by Asset - Last Week) and select New Focused Report.

2 In the Focused Report Editor in the Inspect/Edit panel on the Attributes tab, fill in the 
following values and click Apply:

You can add more details to the focused report to help you keep track of it in your own 
system, such as external ID, alias, owner, and creation details.

3 At the Parameters tab, you can change any of the values by removing the checkmark 
from the Use Default column. To specify the time period you want the report to focus 
on, scroll down to the chart section in the Query Parameters section and do the follow-
ing:

Exposed Vulnerabilities 
by Zone Trend - Last 
Month

This report provides a chart view of the exposed vulnerabil-
ities across your top vulnerable zones over the course of a 
month. If you patch on a monthly or longer basis this 
report may not provide much value for you and you should 
consult the reports for longer periods.

Exposed Vulnerabilities 
by Zone Trend - Last 
Week

This report provides a chart view of the exposed vulnerabil-
ities across your top vulnerable zones over the course of a 
week. If you patch on a monthly or longer basis this report 
may not provide much value for you and you should consult 
the reports for longer periods.

Vulnerability Exposure 
by Asset Criticality - 
Last Week

This report provides a weekly view into the vulnerability 
exposure trend of your high and very high criticality assets.

Field Value

Name Enter a name for the focused report that differentiates it from 
the parent report and indicates what the report is focused on.

Source Report This field is automatically filled in by the parent report and is 
not editable.

Description Add a description of the report to clarify what it does for other 
users. 

Field Value

StartTime To change the time range over which the data is gathered, 
remove the “Use Default” checkmark and either select a new 
start time from the drop-down menu, or enter a new start time 

manually from the  menu.

EndTime To change the data end time, remove the “Use Default” check-
mark and either select a new end time from the drop-down 

menu, or enter a new end time manually from the  menu.

Title If present, remove the “Use Default” checkmark and enter a 
report title that will appear in the report output.

Report Description
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To run a focused report:
1 Right-click the focused report and select Run > Report with defaults.

2 In the ArcSight Console dialog box, click Open to view the report in a browser on 
screen, or click Save to save the report output to the default reports directory.

Vulnerability Queries
The vulnerability queries supply the conditions for the vulnerability reports.
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The Vulnerability queries support the following reports and trends:
ArcSight Confidential ArcSight System Content 117



4  Configuration Monitoring Foundation
SANS Top 5 Reports for Configuration Monitoring

The SANS top 5 reports address SANS section 3, unauthorized access by users. The reports 
featured are focused reports derived corresponding parent reports in the Detail branch:

For instructions about how to create new focused reports that focus on other parameters 
or time frames, see “To create a focused report that focuses on another time period:” on 
page 115.

Report Parent Report

Password changes - Last 30 Days Password Changes

User Account Creations - Last 30 Days Users Created - Last 30 Days

User Account Deletions - Last 30 Days  By User Account - Accounts Deleted

User Account Modifications - Last 30 Days User Account Modifications - Last 30 Days
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Configuration Monitoring Rules
The Configuration Monitoring rules detect a number of host-based conditions, such as 
when a user is created on allowed and disallowed hosts (listed in the Local User Allowed 
Systems active list), and Cisco router configuration changes. The vulnerability rules detect 
scan events that indicate that an insecure configuration exists on a software, host, or net-
work device, such as a router. 

These rules are described in more detail below:

Rule Description

Critical Host Shutdown 
Detected

This rule detects when a host with high or very high critical-
ity is shut down. This rule is a part of the Configuration 
Monitoring content.    

Cisco - Configuration 
Change Affected Frame 
Relay

This rule detects when an IOS configuration change 
affected the frame relay. This rule looks for an IOS configu-
ration change followed by a frame relay error, having both 
the same target IP and the same target zone resource. This 
rule only requires 1 such event, and the time frame is set to 
1 minute. This rule will be triggered by events generated by 
CISCO NDC rules. 
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What’s Next
The next chapter describes the Intrusion Monitoring foundation.

Cisco - Configuration 
Change Affected Inter-
face

This rule detects when a configuration change affected the 
interface. This rule looks for a configuration change fol-
lowed by an interface change or a line state change that 
have both the same target IP and target zone resource. 
This rule only requires 1 such event, and the time frame is 
set to 1 minute. This rule will be triggered by events gener-
ated by CISCO NDC rules. 

Cisco - Configuration 
Change Affected Rout-
ing Protocol

This rule detects when a configuration change affected the 
routing protocol. This rule looks for a configuration change 
followed by a routing protocol error that have both the 
same target IP and the same target zone resource. This 
rule only requires 1 such event, and the time frame is set to 
1 minute. This rule will be triggered by events generated by 
CISCO NDC rules. 

Cisco - IOS Configura-
tion Changed

This rule detects an IOS configuration change. This rule 
looks for event names containing the string 'SYS-5-CON-
FIG'. This rule only requires 1 such event, and the time 
frame is set to 1 minute. After this rule is triggered, the 
"agentSeverity" event field will be set to medium. This rule 
will be triggered by events generated by CISCO routers. 

Local Windows User 
Creation - Allowed Host

This rule detects the creation of a local user on a Windows 
system. If this rule triggers, the system on which the user 
has been created is present in the Local User Allowed Sys-
tems active list and this alert should be treated as normal 
activity. This rule is a part of the Configuration Monitoring 
content.     

Local Windows User 
Creation - Disallowed 
Host

This rule detects the creation of a local user on a Windows 
system. If this rule triggers, the system on which the user 
has been created is not present in the Local User Allowed 
Systems active list and this alert should be treated as sus-
picious or hostile activity to be investigated immediately. 
This rule is a part of the Configuration Monitoring content.     

Warning - Insecure 
Configuration

This rule looks for an insecure configuration of an object. 
The rule fires whenever an insecure object is found or a 
security check fails. On first event, a notification is sent to 
SOC operators. 

Warning - Vulnerable 
Software

This rule looks for vulnerable software. The rule fires when-
ever a vulnerable application or operating system is found. 
The vulnerability should not be a scan vulnerability. On first 
event, a notification is sent to SOC operators. 

Rule Description
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Chapter 5

Intrusion Monitoring Foundation

The Intrusion Monitoring foundation is a coordinated set 
of resources whose focus is to identify hostile activity 
and take appropriate action. 

This foundation provides statistics about intrusion-
related activity, which can be used for incident investiga-
tion as well as routine monitoring and reporting. As with 
previous releases, the Intrusion Monitoring essential 

security monitoring functions make up the bulk of the ESM standard content.

The Intrusion Monitoring foundation targets generic intrusion types as well as specific 
types of attacks, such as worms, viruses, denial-of-service (DoS) attacks, and so on. This 
foundation also addresses several of the SANS top 20 list of vulnerable areas.

“Intrusion Monitoring Foundation Overview” on page 121

“Configuration Summary” on page 125

“Intrusion Monitoring Filters” on page 127

“Intrusion Monitoring Active Channels” on page 150

“Intrusion Monitoring Active Lists” on page 155

“Intrusion Monitoring Dashboards and Data Monitors” on page 156

“Intrusion Monitoring Rules” on page 177

“Intrusion Monitoring Reports” on page 192

Intrusion Monitoring Foundation Overview
The bulk of the Intrusion Monitoring foundation is presented in The Intrusion Monitoring 
foundation is grouped into the following major use cases. These use cases are presented 
for real-time monitoring through the Intrusion Monitoring dashboards. Comprehensive 
Intrusion Monitoring statistics are supplied by a large collection of reports and trends. 

Anti-Virus
The Anti-Virus content uses resources from the Anti Virus package. The resources in the 
Anti Virus package include the Virus dashboard and its data monitors and some reports at 
the Operational Summary and Detail level. 

The Virus dashboard shows virus activity using two moving average data monitors that 
track increases in virus activity either by zone or by host, and the Virus Activity event 
graph.
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Some reports in the Anti Virus package are also shared with the Configuration Monitoring 
foundation. 

Attack Monitoring
The Attack Monitoring group is divided into more specific use cases. Resources in these use 
cases compile statistics for various types of hostile activity. 

Attack Rates
These resources focus on changes in attack activity by either service or target zone. 

The reports are driven by moving average data monitors. The dashboards display the 
appropriate data monitors for a view of the areas (services and target zones), to assist in 
determining whether the network is being attacked in a general sense, or if the attacks 
focus on specific network areas. 

The dashboard and data monitors are replicated under the group "By Customer" for 
MSSPs. These modified duplicates are disabled by default.

DoS
The Denial of Service resources use moving average data monitors and categorized events 
with the technique set to /DoS to help determine when a DoS is taking place. The data 
monitors highlight high-volume activity that could result in a DoS. The categorized events 
(mostly from IDSs) can show DoS events that do not require exceeding bandwidth or pro-
cessing limitations.

SANS Top 20
The SANS Top 20 Vulnerabilities list provides the context for a series of e-mail and operat-
ing system rules that look for specific events that relate to the vulnerabilities. The Intrusion 
Monitoring SANS Top 20 reports show assets with these vulnerabilities that have been com-
promised.

ArcSight releases updates to this content whenever practical when new SANS vulnerability 
lists are available. 

Attackers
The Attackers group focuses on information about the attacker, such as the attacker 
address, zone and port.

Attacker Counts
The Attacker Counts content provides statistics about attackers, such as reporting device, 
target host, target port, ArcSight priority, and so on. This content was also provided in pre-
vious versions of ArcSight ESM.

By Port or Protocol
The port or protocol content provides views of attackers by attacker port and, when avail-
able, by protocol.

Top and Bottom 10
The Top and Bottom 10 content provides statistics about the top and bottom 10 a view of 
attackers by way of top and bottom 10 lists. The bottom 10 lists can be useful for tracking 
the attackers who are trying to avoid detection by the low-and-slow method (low volume 
over a long period of time).
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Business Impact Analysis/Business Roles
The business and data role asset categories, along with the classification asset category, 
provide the focus for the Business Impact Analysis content. This is primarily a group of 
active channels, dashboards with data monitors, and reports to show which business areas 
are showing up as victims of the most attack activity.

Environment State
The Environment State content shows activity that reflects the state of the overall network, 
and provides details about applications, operating systems and services. 

Reconnaissance
The Reconnaissance use case expands on the ArcSight Core reconnaissance rules, and pro-
vides insight into the different types of reconnaissance directed at the network or parts of 
the network.

This content breaks down reconnaissance activity by type. Dashboards show what parts of 
the network are being scanned and how. 

Regulated Systems
The Regulated Systems resources focus on events related to assets that have been catego-
rized as one of the compliance requirement asset categories (HIPAA, Sarbanes-Oxley, 
FIPS-199, and so on).

Resource Access
The Resource Access content focuses on access events, broken down by resource types 
(database, e-mail, files, and so on) and tracks this access by user. The brute force resource 
activity is included here. There are session lists that track the duration of an access session 
by user, as well as tracking the duration of access sessions that were accessed after a brute 
force login attack.

Revenue Generating Systems
The Revenue Generating Systems content is a group of reports that focus on attacked or 
compromised systems that have been categorized with the Revenue Generation category 
under Business Impact Analysis/Business Roles.

Targets
The Target content provides statistics about targets in the Compromised, Scanned, and Hit 
lists generated by evaluations from the priority formula. 

By Port or Protocol
The By Port or Protocol content provides views of targets by target port. The protocol infor-
mation can often be derived by the port number.

Target Counts
The Target Counts content gives views of attackers from various perspectives: reporting 
device, the target host, the target port, the ArcSight priority, and so on.

Targets in Lists
The Targets in Lists content gives a view of targets that are in one or more of the ArcSight 
Core Priority Formula lists, which specify hit, scanned or compromised.
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Top and Bottom 10
The Top and Bottom 10 content gives views of targets by way of top and bottom 10 lists. 
The bottom 10 lists can be useful for tracking the attackers who are trying to avoid detec-
tion by the low-and-slow method (low volume over a long period of time), gunning for a 
particular target.

User Accounts
The User Accounts content shows activity related to compromised user accounts and the 
activity associated with those accounts.

Vulnerability View
This use case addresses assets and their vulnerabilities, with an active channel that focuses 
on vulnerability scanner reports. This use case presents two major reports that are a varia-
tion on the list of assets and the list of vulnerabilities. 

Running these reports can produce reams of output. Scanner reports (the source of the 
scanner events) are considered sensitive, so not every user of ArcSight should have access 
to these resources. See “Restrict Access to Vulnerability View Reports” on page 125 for tips 
about how to restrict access to these resources. 

Worm Outbreak
The Worm Outbreak use case uses a collection of data monitors and rules to display worm 
activity and generate reports showing the affect a worm has had on the network.

User-Relevant Views
As with the other foundation packages, the Intrusion Monitoring content is presented in the 
following groups, according to how much a user audience needs to know:

Detail: provides granular detail for operations center personnel who need to investi-
gate incident activity.

Executive: high-level summaries to provide system status information to manage-
ment-level users.

Operational Summary: medium-level summaries for operations personnel to use for 
daily monitoring and reporting.

Supported Devices
The Intrusion Monitoring content works primarily on feeds from the following security 
application devices. 

Network and host-based Intrusion Detection Systems (IDS)

Intrusion Prevention Systems (IPS)

Anti-virus

Connectors sending operating system or application log information (such as for user man-
agement devices) contribute details to the network’s security posture. Information from 
other devices, such as network routing devices, VPN, and network management devices, 
can clarify or give further insight into the conditions surrounding an interesting event. 
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Configuration Summary
The Intrusion Monitoring foundation itself does not contain any resources that require con-
figuration, although there are some optional resource customizations that will improve the 
quality of analysis. The Intrusion Monitoring foundation also relies on the following system-
level configurations being made:

Verify that the active list Trusted List set up to support priority formula calculations. 
For details, see “Configure Active Lists” on page 41. 

Have vulnerability scanner running regularly. 

Categorize assets for business role, data role, criticality, and any application that you 
are interested in tracking. Major services, such as OS and application, will be filled in 
by the scanner. If it’s not, then configure this manually. 

Restrict Access to Vulnerability View Reports
The Vulnerability View detail reports (described in “Vulnerability View Detail Reports” on 
page 208) display a list of vulnerabilities generated by scanner report events, and are thus 
considered sensitive material. By default, the reports are configured with read access for 
Administrators, Default User Groups, and Analyzer Administrators. Administrators and Ana-
lyzer Administrators also have write access to this group. 

A fair amount of effort is required to eliminate these events from view without creating a 
special filter and applying it to the appropriate users groups. Before deciding whether to 
restrict access to the Vulnerability View reports, be aware of the following:

Since access is inherited, the parent group must have the same or more liberal permis-
sions than the vulnerability reports. 

If you need to move the reports to a group with tighter permissions, also move the 
trends and queries that support them, in both the Detail and Operational Summaries 
sections. 

To get a complete view of the resources attached to these reports, run a resource 
graph on the individual filters or the parent group (right-click the resource or group 
and select Graph View).

Configure Network Management Filter
The Network Management filter (/All Filters/ArcSight Foundation/Intrusion 
Monitoring/Attack Monitoring/Network Management) identifies events from 
two network management devices: HP VPO, and Cisco NetFlow. If you use a network man-
agement device other than these, modify this filter with the Device Vendor and Device 
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Product name of the device you use. The example below shows the default conditions in 
the Network Management filter.

You can add to these conditions, or remove the existing ones, and create new ones.

This filter is required by the Event Counts by Hour data monitor (/All Data Monitors/
ArcSight Foundation/Intrusion Monitoring/Operational Summaries/
Security Activity Statistics/Event Counts by Hour).
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Intrusion Monitoring Filters
The Intrusion Monitoring filters express conditions that are used by the other Intrusion 
Monitoring and reporting resources.
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Attack Monitoring Filters
The Attack Monitoring filters are divided into more specific use cases. Resources in these 
use cases compile statistics for various types of hostile activity. 

These filters are described in more detail below. 

Filter Description

Attacked or Com-
promised Systems

This filter passes events that have one of the following names: 
Compromise - Success Compromise - Attempt Hostile - Success 
Hostile - Attempt These events are generated by the rules of 
that name for use in the Attacked or Compromised Systems 
data monitor.

Inbound Attacks This filter passes events that have a significance of compromise 
or hostile and an outcome of success that are passing into the 
network.

Non ArcSight 
Internal Event with 
TargetPort Set

This filter passes events that have a Category Significance entry 
and a Target Port.
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Attack Rates Filter
The Attack Rates filter finds Compromise, Hostile, and Suspicious events for Intrusion Mon-
itoring resources that provide attack rate statistics. 

This filter supplies conditions for the following Intrusion Monitoring resources:

Successful Attacks This filter passes events that have a significance of compromise 
or hostile and an outcome of success.

Filter Description

Possible Attack 
Events

This filter passes events where the category significance is /
Compromise, /Hostile or /Suspicious. Note that there is no 
restriction on whether the target is an internal or external sys-
tem.

Filter Description
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DoS Filters

The DoS filters provide conditions for the following Intrusion Monitoring rules and report 
queries and trends:

Filter Description

Inbound Events for 
Hosts

This filter passes request or access events targeting internal 
hosts on the network as a whole, with the exception of trusted 
attackers (i.e., approved internal vulnerability scanners) and 
ArcSight administrative assets.

Inbound Events for 
Networks

This filter passes request or access events targeting the net-
work as a whole, with the exception of trusted attackers (i.e., 
approved internal vulnerability scanners) and ArcSight adminis-
trative assets.

Inbound Events for 
Service

This filter passes request or access events targeting internal 
services, with the exception of trusted attackers (i.e., approved 
internal vulnerability scanners) and ArcSight administrative 
assets.

Successful Inbound 
DoS Events - Trend 
Filter

This filter passes events that are related to successful Denial of 
Service attacks on internal targets, with the exception of 
trusted attackers (i.e., approved internal vulnerability scan-
ners). This filter is used to select events by a query for a trend 
on Denial of Service attacks affecting the network, but can also 
be used for filtering events for a standard event report (not a 
trend report).
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Conditional Variable Filters
The Conditional Variable Filters supply conditions for report queries and trends that focus 
on details about targets and application and transport protocols. 

The Conditional Variable filters are described in more detail below:

Filter Description

Application Proto-
col not null Condi-
tion

This filter is used by some of the query dependent variables to 
determine whether an event has an entry for the Application 
Protocol field.

Target Asset has 
Application Cate-
gorization

This filter is used by some of the query dependent variables to 
determine whether the target of an event has an Asset Cate-
gory within /Site Asset Categories/Application.

Target Asset has 
Asset Name

This filter is used by some of the query dependent variables to 
determine whether an event has an entry for the Target Asset 
Name field.

Target Asset has 
OS Categorization

This filter is used by some of the query dependent variables to 
determine whether the target of an event has an Asset Cate-
gory within /Site Asset Categories/Operating System.
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The Conditional Variable filters supply conditions to the following Intrusion Monitoring 
report queries and trends. 

Target Port not null 
Condition

This filter is used by some of the query dependent variables to 
determine whether an event has an entry for the Target Port 
field.

Target Service 
Name not null Con-
dition

This filter is used by some of the query dependent variables to 
determine whether an event has an entry for the Target Service 
Name field.

Target object starts 
with Host Applica-
tion

This filter is used by some of the query dependent variables to 
determine whether an event is a Category Object within /Host/
Application.

Transport Protocol 
not null Condition

This filter is used by some of the query dependent variables to 
determine whether an event has an entry for the Transport Pro-
tocol field.

Filter Description
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Environment State Filters
The Environment State filters express conditions for resources that report the intrusion sta-
tus of applications, operating systems and services.

These filters are described in more detail below. 

Filter Description

Events for Internal 
Applications 
excluding services

This filter passes events that are not ArcSight internal events 
and that are related to an internal destination. The events are 
further limited to being in the Category Device Group /Applica-
tion or being a Category Object of /Host/Application, but not a 
Category Object of /Host/Application/Service.

Events for Internal 
Operating Systems

This filter passes events that are not ArcSight internal events 
and that are related to an internal destination. The events are 
further limited to being in the Category Device Group /Operat-
ing System or being a Category Object of /Host/Operating Sys-
tem.

Events for Internal 
Services

This filter passes events that are not ArcSight internal events 
and that are related to an internal destination. The events are 
further limited to having a port set or being a Category Object 
of /Host/Application/Service.
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The Environment State filters provide conditions for the following Intrusion Monitoring 
resources: 
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Reconnaissance Filters
The Reconnaissance filters provide conditions for the ArcSight Core reconnaissance rules, 
and Intrusion Monitoring resources that detect reconnaissance activity directed at the net-
work.

The Reconnaissance filters are described in more detail below.

Filter Description

Reconnaissance 
Events (Internal 
Targets)

This filter selects events that match the ".../Boundary Filters/
Internal Target," ".../Event Types/Not Correlated and Not Closed 
and Not Hidden," and ".../Event Types/Non-ArcSight Internal 
Events" filters and one or more conditions where the event 
name starts with Reconnaissance, the category significance is /
Recon or the category technique starts with /Scan. This is the 
foundation filter for the other Reconnaissance filters, Reconnais-
sance Events by Attacker, Reconnaissance Events by Target and 
Reconnaissance Events by Target Zone.

Reconnaissance 
Events by Attacker

This filter matches events where the attacker address is pro-
vided and the event matches the Reconnaissance Events (Inter-
nal Targets) filter.

Reconnaissance 
Events by Target

This filter matches events where the target address is provided 
and the event matches the Reconnaissance Events (Internal 
Targets) filter.

Reconnaissance 
Events by Target 
Zone

This filter matches events where the target zone is provided and 
the event matches the Reconnaissance Events (Internal Tar-
gets) filter.
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The Reconnaissance filters supply conditions for the following Intrusion Monitoring 
resources: 
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Resource Access Filters
The Resource Access filters express conditions to find access events to inform resources 
that report on access events, broken down by major device type. 

The Resource Access filters are described in more detail below.

Filter Description

Access Initiation 
Events

This filter selects events where the Category Behavior is one of:     
/Access/Start     /Authentication/Verify     /Authorization/Verify 
and the event also matches one of the filters:     Access to Data-
base Resources     Access to Email Resources     Access to File 
Resources

Access Termina-
tion Events

This filter selects events where the Category Behavior is /
Access/Stop, and the event also matches one of the filters:     
Access to Database Resources     Access to Email Resources     
Access to File Resources

Access to Database 
Resources

This filter select events where the Category Object is /Host/
Application/Database. It is designed to focus on specific events 
selected by the Access Initiation Events filter.

Access to Email 
Resources

This filter select events where the Category Object is /Host/
Application/Service/Email. It is designed to focus on specific 
events selected by the Access Initiation Events filter.

Access to File 
Resources

This filter select events where the Category Object is /Host/
Resource/File. It is designed to focus on specific events selected 
by the Access Initiation Events filter.

All Access and 
Authentication 
Events

This filter selects events where the Category Behavior is one of: 
/Access, /Authentication, and the event also matches one of the 
filters: Access to Database Resources, Access to Email 
Resources, Access to File Resources
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The Resource Access filters supply conditions for the following Intrusion Monitoring 
resources:
138 ArcSight System Content ArcSight Confidential



5  Intrusion Monitoring Foundation
Targets Filters
The Target filters express conditions that focus on targets in the Compromised, Scanned, 
and Hit lists generated by evaluations from the priority formula. 

The Targets filters are described in more detail below.

Filter Description

Targeted Business 
Impact Analysis

This filter passes hostile & compromise events relating to target 
assets within the Business Role, Data Role or Classification cate-
gories. The events match: - Non-ArcSight Internal Event - Tar-
get asset has a Business Impact Analysis Category - Priority > 5 
- Category Significance StartsWith /Compromise or /Hostile. 
The Business Role, Data Role and Classification categories are 
sub-categories of /All Asset Categories/Site Asset Categories/
Business Impact Analysis.
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The top-level Targets filters supply conditions for the following Intrusion Monitoring dash-
boards and active channels:
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Asset Criticality Filters
The Asset Criticality filters leverage the asset categories set for the devices reporting to 
ESM. For these filters to work, your assets should be categorized in the relevant asset cat-
egories.

The Asset Criticality filters are described in more detail below.

Filter Description

High Criticality 
Asset Targets

This filter selects Target Asset IDs that are in the System Asset 
Categories/Criticality/High Criticality Asset list.

Low Criticality 
Asset Targets

This filter selects Target Asset IDs that are in the System Asset 
Categories/Criticality/Low Criticality Asset list.

Medium Criticality 
Asset Targets

This filter selects Target Asset IDs that are in the System Asset 
Categories/Criticality/Medium Criticality Asset list.

Unknown Critical-
ity Asset Targets

This filter selects Target Asset IDs that have no associated asset 
category within the System Asset Categories/Criticality asset 
category hierarchy.

Very High Critical-
ity Asset Targets

This filter selects Target Asset IDs that are in the System Asset 
Categories/Criticality/Very High Criticality Asset list.
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The Asset Criticality filters supply conditions for the following Intrusion Monitoring 
resources:

Very Low Critical-
ity Asset Targets

This filter selects Target Asset IDs that are in the System Asset 
Categories/Criticality/Very Low Criticality Asset list.

Status by Busi-
ness Role

This filter selects events with the names Compromise/Attempt, 
Compromise/Success, Hostile/Attempt or Hostile/Success with 
Target Asset IDs that are associated with the Site Asset Catego-
ries/Business Impact Analysis/Business Role asset category 
hierarchy.

Filter Description
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Business Roles Filters
The Business Roles filters supply conditions for the Executive and Detail view Targets dash-
boards and data monitors.

The Business Roles filters are described in more detail below.

For these filters to work, your assets must be categorized in the business 
role, services, and/or web services asset categories. These filters will remain 
dormant if your assets are not categorized in these asset categories.

Filter Description

Business Role - 
Computer Infra-
structure

This filter selects Target Asset IDs that are in the Site Asset Cat-
egories/Business Impact Analysis/Business Role/Infrastructure/
Computer Asset list.

Business Role - 
Development

This filter selects Target Asset IDs that are in the Site Asset Cat-
egories/Business Impact Analysis/Business Role/Development 
Asset list.
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Business Role - 
Development and 
Operations

This filter selects Target Asset IDs that are in the Site Asset Cat-
egories/Business Impact Analysis/Business Role/Development 
or the Site Asset Categories/Business Impact Analysis/Business 
Role/Operations Asset list.

Business Role - 
Infrastructure

This filter selects Target Asset IDs that have the Site Asset Cat-
egories/Business Impact Analysis/Business Role/Infrastructure/
Computer or the Site Asset Categories/Business Impact Analy-
sis/Business Role/Network Infrastructure asset categories asso-
ciated with them.

Business Role - 
Network Infra-
structure

This filter selects Target Asset IDs that are in the Site Asset Cat-
egories/Business Impact Analysis/Business Role/Network Infra-
structure Asset list.

Business Role - 
Operations

This filter selects Target Asset IDs that are in the Site Asset Cat-
egories/Business Impact Analysis/Business Role/Operations 
Asset list.

Business Role - 
Revenue Genera-
tion

This filter selects Target Asset IDs that are in the Site Asset Cat-
egories/Business Impact Analysis/Business Role/Revenue Gen-
eration Asset list.

Business Role - 
Security Devices

This filter selects Target Asset IDs that are in the Site Asset Cat-
egories/Business Impact Analysis/Business Role/Security 
Devices Asset list.

Business Role - 
Service

This filter selects Target Asset IDs that are in the Site Asset Cat-
egories/Business Impact Analysis/Business Role/Service Asset 
list.

Filter Description
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The Business Role filters supply conditions for the following Intrusion Monitoring dash-
boards and data monitors:
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By Port or Protocol Filters
The port or protocol filters identify attackers by identifying target ports. These filters rely 
on the System/Event Type filters.

The By Port or Protocol filters supply conditions for the following Intrusion Monitoring dash-
boards and data monitors:
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Vulnerability View Filters
The Vulnerability View filters express conditions used by resources that focus on assets and 
their vulnerabilities.

The Vulnerability View filters are described in more detail below.

Filter Description

Events with Vul-
nerabilities

This filter selects events where the vulnerability field has been 
populated. The vulnerability field is populated when an event 
that attempts to exploit the vulnerability targets an asset that 
has had that vulnerability reported by a security scanner.

Scanner Events This filter selects events from network vulnerability scanners, 
where the events are defined as: Category Behavior = /Found/
Vulnerable, Category Device Group = /Assessment Tools, Cate-
gory Technique StartsWith /Scan, Category Technique Contains 
vulnerability. It is used by the Vulnerability Scanner Events 
active channel.
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The Vulnerability View filters supply conditions for the following Intrusion Monitoring 
resources:

Worm Outbreak Filters
The Worm Outbreak filters express conditions that identify event activity consistent with 
worm activity for the worm outbreak resources. 
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The Worm Outbreak filters are described in more detail below.

The Worm Outbreak filters supply conditions for the following Intrusion Monitoring 
resources:

Filter Description

Worm Geo Filter The Worm Geo Filter is used by the Worm Spread data monitor 
in the Worm Spread Geo View dashboard to graph worm related 
events between systems on a world map. Worm related events 
are defined here as a category object of /Vector/Worm or /Host/
Infection/Worm, or a category technique of /Code/Worm. For 
the event to be graphed, either the attacker or the target sys-
tems need to have their geographic longitudes and latitudes set 
(i.e., they must be NOT NULL).

Worm Outbreak This filter only passes events with a name of Worm Outbreak 
Detected and the type Correlation. 
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Intrusion Monitoring Active Channels
The Intrusion Monitoring active channels provide a series of live views

The Intrusion Monitoring active channels are described in more detail below:

Active Channel Description

Intrusion Monitoring - 
Significant Events

"Overview of hostile, compromise or high priority events. 
Continuously monitors events matching: - Not ArcSight 
Internal Events - Priority > 8 or Category Significance 
StartsWith /Compromise or /Hostile - Uses the Business 
Impact Analysis Field Set (End Time, Business Role, Data 
Role, Attacker Zone Name, Target Host Name, Category 
Significance, Category Outcome and Priority)."
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DoS Channel Live Channel showing events received during the last two 
hours. The channel includes a sliding window that always 
displays exactly the last two hours of event data. - The 
channel uses its own filter to limit the view to Denial of Ser-
vice related events where the Category Technique = /DoS, 
the Category Significance = /Compromise, the Category 
Outcome = /Success and the event MatchesFilter(Internal 
Target).

 Business and Data 
Roles

Live Channel showing events received during the last two 
hours. The channel includes a sliding window that always 
displays exactly the last two hours of event data, showing 
an overview of hostile & compromise events relating to 
assets within the Business Role, Data Role or Classification 
categories. The events match the Targeted Business Impact 
Analysis filter. - The Business Role, Data Role and Classifi-
cation categories are sub-categories of /All Asset Catego-
ries/Site Asset Categories/Business Impact Analysis. - Uses 
the Business Impact Analysis Field Set (End Time, Business 
Role, Data Role, Attacker Zone Name, Target Host Name, 
Category Significance, Category Outcome and Priority).

Business Roles - Last 
Hour

Live Channel showing events received during the last hour. 
The channel includes a sliding window that always displays 
exactly the last hour of event data, showing events match-
ing the Targeted Business Impact Analysis filter, with the 
further restriction that the target asset has a Business Role. 
- The Business Role category is a sub-category of /All Asset 
Categories/Site Asset Categories/Business Impact Analysis. 
- Uses the Business Impact Analysis Field Set (End Time, 
Business Role, Data Role, Attacker Zone Name, Target Host 
Name, Category Significance, Category Outcome and Prior-
ity). - 

Business Roles - Today Live Channel showing events received since midnight today. 
The channel includes a sliding window that always displays 
event data since midnight, showing events matching the 
Targeted Business Impact Analysis filter, with the further 
restriction that the target asset has a Business Role. - The 
Business Role category is a sub-category of /All Asset Cate-
gories/Site Asset Categories/Business Impact Analysis. - 
Uses the Business Impact Analysis Field Set (End Time, 
Business Role, Data Role, Attacker Zone Name, Target Host 
Name, Category Significance, Category Outcome and Prior-
ity). - 

Data Roles - Last Hour Live Channel showing events received during the last hour. 
The channel includes a sliding window that always displays 
exactly the last hour of event data, showing events match-
ing the Targeted Business Impact Analysis filter, with the 
further restriction that the target asset has a Data Role. - 
The Data Role category is a sub-category of /All Asset Cat-
egories/Site Asset Categories/Business Impact Analysis. - 
Uses the Business Impact Analysis Field Set (End Time, 
Business Role, Data Role, Attacker Zone Name, Target Host 
Name, Category Significance, Category Outcome and Prior-
ity). - 

Active Channel Description
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Data Roles - Today Live Channel showing events received since midnight today. 
The channel includes a sliding window that always displays 
event data since midnight, showing events matching the 
Targeted Business Impact Analysis filter, with the further 
restriction that the target asset has a Data Role. - The Data 
Role category is a sub-category of /All Asset Categories/
Site Asset Categories/Business Impact Analysis. - Uses the 
Business Impact Analysis Field Set (End Time, Business 
Role, Data Role, Attacker Zone Name, Target Host Name, 
Category Significance, Category Outcome and Priority). - 

Application Overview Live Channel showing events received during the last two 
hours. The channel includes a sliding window that always 
displays exactly the last two hours of event data. - The 
channel uses two filters to limit the view to application 
related events, Non-ArcSight Internal Events and Events for 
Internal Applications excluding services. For more informa-
tion on the application related events, please see this latter 
filter.

Operating System 
Overview

Live Channel showing events received during the last two 
hours. The channel includes a sliding window that always 
displays exactly the last two hours of event data. - The 
channel uses two filters to limit the view to operating sys-
tem related events, Non-ArcSight Internal Events and 
Events for Internal Operating Systems. For more informa-
tion on the service related events, please see this latter fil-
ter.

Service Overview Live Channel showing events received during the last two 
hours. The channel includes a sliding window that always 
displays exactly the last two hours of event data. - The 
channel uses two filters to limit the view to service related 
events, Non-ArcSight Internal Events and Events for Inter-
nal Services. For more information on the service related 
events, please see this latter filter.

Reconnaissance Activity Live Channel showing reconnaissance events received dur-
ing the last two hours. The channel includes a sliding win-
dow that always displays exactly the last two hours of 
event data.

Access Initiation Events Live Channel showing events received during the last two 
hours. The channel includes a sliding window that always 
displays exactly the last two hours of event data. A selec-
tion of three filters restricts the events shown in the chan-
nel only to those related to access initiation, authentication 
verification or authorization verification for database, email 
and file resources.

Access Termination 
Events

Live Channel showing events received during the last two 
hours. The channel includes a sliding window that always 
displays exactly the last two hours of event data. A selec-
tion of three filters restricts the events shown in the chan-
nel only to those related to access termination for 
database, email and file resources.

All Access and Authen-
tication Events

Live Channel showing events received during the last two 
hours. The channel includes a sliding window that always 
displays exactly the last two hours of event data. A selec-
tion of three filters restricts the events shown in the chan-
nel only to those related to access and authorization for any 
resource.

Active Channel Description
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Intrusion Monitoring Field Sets
Several field sets accompany Intrusion Monitoring to define relevant subsets of event fields 
for its active channels. 

Vulnerability Events Live Channel showing events received during the last two 
hours. The channel includes a sliding window that always 
displays exactly the last two hours of event data. A filter 
prevents the channel from showing events that contributed 
to the firing of a rule, commonly referred to as correlated 
events.

Vulnerability Scanner 
Events

This active channel shows the events selected by the Scan-
ner Events filter over the last hour, using the Vulnerability 
Scanner field set, which shows the description of the scan-
ner event, the zone and address of the asset for which the 
vulnerability is being reported, and the scanner informa-
tion, vendor, product and scanning host, reporting the vul-
nerability for that asset.

Field Set Description

Business Impact 
Analysis

Field set including: - End Time - Business Role - Data Role - 
Attacker Zone Name - Target Host Name - Category Significance 
- Category Outcome - Priority

Active Channel Description
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Resource Access This field set is designed to show the fields of interest when 
monitoring resource access events. It includes the following 
fields: -     End Time -     Name -     Resource Type * -     User ID 
* -     User Name * -     Resource Zone Name * -     Resource 
Address * -     Device Vendor -     Device Product -     Access 
Outcome * -     Priority -     Agent Name -     Attacker Zone 
Name -     Attacker Address - * These fields are aliased by 
means of dependent variables, where: -     Resource Type = 
Category Object -     User ID = Target User ID -     User Name = 
Target User Name -     Resource Zone Name = Target Zone 
Name -     Resource Address = Target Address -     Access Out-
come = Category Outcome

Security Highlights This field set is a modification to the Security field set with the 
custom Event Name field replaced with the (sortable) Name 
field.

Status Overview Field set including: - End Time - Name - Category Object - Cat-
egory Device Group - Attacker Target - Priority - Device Vendor 
- Device Product

Vulnerability This field set shows the following columns: - End Time - Name - 
Attacker Address - Target Address - Priority - Vulnerability 
Resource - Device Vendor - Device Product

Vulnerability Scan-
ner

This field set shows the following columns: - End Time - Name - 
Target Zone Resource - Target Address - Priority - Device Ven-
dor - Device Product - Device Host Name

Device Custom Field set including: End Time - Name - Attacker Address - Target 
Host Name - Target Address - Target Port - Device Custom 
Date1 - Device Custom Date1 Label - Device Custom Date2 
nDevice Custom Date2 Label - Device Custom Number1 - 
Device Custom Number1 Label - Device Custom Number2 - 
Device Custom Number2 Label - Device Custom Number3 - 
Device Custom Number3 Label - Device Custom String1 - 
Device Custom String1 Label - Device Custom String2 - Device 
Custom String2 Label - Device Custom String3 - Device Custom 
String3 Label - Device Custom String4 - Device Custom String4 
Label - Device Custom String5 - Device Custom String5 Label - 
Device Custom String6 - Device Custom String6 Label - Note: 
In an active channel, there will be a column for each field listed 
above. In the Event Inspector, the column header will display 
the text in the Label variation of the field name as part of the 
field name (e.g., Device Custom String1.labelname.

Field Set Description
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Intrusion Monitoring Active Lists
The Attackers and Targets active lists are dynamic active lists that are populated by rules 
that detect intrusion-relevant behavior. The contents of the lists are in turn read by other 
rules and reports.

The Intrusion Monitoring active lists are written to and read by the following Intrusion Mon-
itoring resources:
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Intrusion Monitoring Dashboards and Data Monitors
Intrusion monitoring dashboards display real-time intrusion-related activity. They provide 
summarized views of activity across your network, and are intended to be used in daily 
operations and incident investigation. 

Detail Dashboards
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These dashboards are described in more detail below.

Dashboard Description

Attack Rates by 
Service

This dashboard gives an overview of the attack rates by service. 
The three areas covered are the target service (defined as the 
service name and port), the target services broken down by tar-
get zones and the target services broken down by attacker 
zones.

Attack Rates by 
Service and Zones

This dashboard gives an overview of the attack rates by service. 
The three areas covered are the target service (defined as the 
service name and port), the target services broken down by tar-
get zones and the target services broken down by attacker 
zones.

Attack Rates by 
Zones

This dashboard gives a broad overview of the attack rates in 
two areas, target zones and attacker zones.

Top 10 Attack Rate 
Statistics by Ser-
vice

This dashboard gives a top 10 view of the attack rates by ser-
vice. The three areas covered are the target services (defined 
as the service name and port), the target services broken down 
by target zones and the target services broken down by 
attacker zones.

Top 10 Attack Rate 
Statistics by Ser-
vice and Zones

This dashboard gives a top 10 view of the attack rates by ser-
vice. The three areas covered are the target services (defined 
as the service name and port), the target services broken down 
by target zones and the target services broken down by 
attacker zones.

Top 10 Attack Rate 
Statistics by Zones

This dashboard gives a top 10 view of the attack rates in two 
areas, target zones and attacker zones.

Customer Attack 
Rates by Service

This dashboard gives an overview of the attack rates by service. 
The three areas covered are the target service (defined as the 
service name and port), the target services broken down by tar-
get zones and the target services broken down by attacker 
zones. Each of the areas is also broken down by customer.

Customer Attack 
Rates by Service 
and Zones

This dashboard gives an overview of the attack rates by service. 
The three areas covered are the target service (defined as the 
service name and port), the target services broken down by tar-
get zones and the target services broken down by attacker 
zones. Each of the areas is also broken down by customer.

Customer Attack 
Rates by Zones

This dashboard gives a broad overview of the attack rates in 
two areas, target zones and attacker zones. Each zone is also 
broken down by customer.

Top 10 Customer 
Attack Rate Statis-
tics by Service

This dashboard gives a top 10 view of the attack rates by ser-
vice. The three areas covered are the target services (defined 
as the service name and port), the target services broken down 
by target zones and the target services broken down by 
attacker zones. Each of the areas is also broken down by cus-
tomer.

Top 10 Customer 
Attack Rate Statis-
tics by Service and 
Zones

This dashboard gives a top 10 view of the attack rates by ser-
vice. The three areas covered are the target services (defined 
as the service name and port), the target services broken down 
by target zones and the target services broken down by 
attacker zones. Each of the areas is also broken down by cus-
tomer.
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Top 10 Customer 
Attack Rate Statis-
tics by Zones

This dashboard gives a top 10 view of the attack rates in two 
areas, target zones and attacker zones. Each zone is also bro-
ken down by customer.

Inbound Event 
Spikes

This dashboard includes four moving average data monitors 
that measure event activity looking for suspicious spikes in 
activity. These data monitors create events that can be used to 
determine if a Denial of Service attack is starting. The data 
monitors cover activity reported by firewalls, activity related to 
the protected network, activity related to protected host and 
activity related to the services on the protected network.

Reconnaissance 
Graph

This dashboard displays the Reconnaissance Graph data moni-
tor to provide operators and analysts a view into how reconnais-
sance events are probing the network.

Reconnaissance in 
Progress

This dashboard displays the Top 10 Zones Scanned, the last 10 
Zones Scanned, the Last 10 Hosts Scanned and the Last 10 
Scanners data monitors to give an overview of the reconnais-
sance activity against the network.

Service Attacks This dashboard gives a overview on service attack activity for 
web, email, database and communications services. More 
detailed information is available from the follow-on dashboards 
in the Detail/ Targets/ Service Assets group: Service-Communi-
cations Attacks, Service-Database Attacks, Service-Email 
Attacks, Service-Web Attacks. This dashboard uses the follow-
ing data monitors: Web Service Attack Activity, Email Service 
Attack Activity, Communications Service Attack Activity, Data-
base Service Attack Activity.

Service-Communi-
cations Attacks

This dashboard gives a focused view on communications service 
attack activity. This dashboard uses the following data moni-
tors: Top 10 Communications Service Targets, Communications 
Service Attack Activity.

Service-Database 
Attacks

This dashboard gives a focused view on database attack activ-
ity. This dashboard uses the following data monitors: Top 10 
Database Service Targets, Database Service Attack Activity.

Service-Email 
Attacks

This dashboard gives a focused view on email attack activity. 
This dashboard uses the following data monitors: Top 10 Email 
Service Targets, Email Service Attack Activity.

Service-Web 
Attacks

This dashboard gives a focused view on web attack activity. This 
dashboard uses the following data monitors: Top 10 Web Ser-
vice Targets, Web Service Attack Activity.

Virus The Virus dashboard displays data monitors describing virus 
activity from three perspectives. The Virus Activity data monitor 
shows a graph view of the viruses, their relationships to the 
infected systems and the relationships of the infected systems 
to the network zones. The Virus Activity by Zone and Virus 
Activity by Host data monitors are moving average graphs 
grouping by the name of the virus, the target's zone resource 
and address and the customer resource. This dashboard uses 
the Virus Activity, Virus Activity by Zone and Virus Activity by 
Host data monitors.

Dashboard Description
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Attackers Data Monitors
The Attackers data monitors define the views for the Attackers detail dashboards.

These data monitors are described in more detail below. 

Data Monitor Description

Attacks Note: This Data Monitor will not work properly when run-
ning in Turbo Mode Fastest!

Critical Attacker Assets Note: This Data Monitor will not work properly when run-
ning in Turbo Mode Fastest!
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Attack Monitoring Data Monitors
The Attack Monitoring data monitors define the views for the Attack Monitoring dash-
boards. 
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By default, the data monitors in the By Customer group are disabled. If you have Custom-
ers (different cost centers) set up in your ESM environment, you can activate these data 
monitors to gather data on your different Customer cost centers. If you do not have Cus-
tomers enabled, you can leave these data monitors disabled, so they do not use up system 
resources unnecessarily. 

The attack monitoring data monitors are described in more detail below:

Data Monitor Description

Attack Rates by Service This moving average data monitor follows the possible 
attack counts for up to 20 target services (service here is 
defined as the transport protocol, service name and port), 
at five minute intervals over an hour. It will send alerts at 
no more than ten minute intervals, and refreshes its display 
every 30 seconds.

Attacker Zones by Ser-
vice

This moving average data monitor follows the possible 
attack counts for up to 20 target services (service here is 
defined as the transport protocol, service name and port) 
by attacker zone, at five minute intervals over an hour. It 
will send alerts at no more than ten minute intervals, and 
refreshes its display every 30 seconds.

Targeted Zones by Ser-
vice

This moving average data monitor follows the possible 
attack counts for up to 20 target services (service here is 
defined as the transport protocol, service name and port) 
by target zone, at five minute intervals over an hour. It will 
send alerts at no more than ten minute intervals, and 
refreshes its display every 30 seconds.

Attack Rates by 
Attacker Zone

This moving average data monitor follows the possible 
attack counts for up to 20 target services by attacker zones 
(service here is defined as the service name and port), at 
five minute intervals over an hour. It will send alerts at no 
more than ten minute intervals, and refreshes its display 
every 30 seconds.

Attack Rates by Tar-
geted Zone

This moving average data monitor follows the possible 
attack counts for up to 20 target services by target zones 
(service here is defined as the service name and port), at 
five minute intervals over an hour. It will send alerts at no 
more than ten minute intervals, and refreshes its display 
every 30 seconds.

Attack Rates by Service 
and Customer

This moving average data monitor follows the possible 
attack counts for up to 20 target services (service here is 
defined as the transport protocol, service name and port), 
at five minute intervals over an hour. It will send alerts at 
no more than ten minute intervals, and refreshes its display 
every 30 seconds. The services are also broken down by 
customer.

Attacker Zones by Ser-
vice and Customer

This moving average data monitor follows the possible 
attack counts for up to 20 target services (service here is 
defined as the transport protocol, service name and port) 
by attacker zone, at five minute intervals over an hour. It 
will send alerts at no more than ten minute intervals, and 
refreshes its display every 30 seconds. The services are 
also broken down by customer.
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Targeted Zones by Ser-
vice and Customer

This moving average data monitor follows the possible 
attack counts for up to 20 target services (service here is 
defined as the transport protocol, service name and port) 
by target zone, at five minute intervals over an hour. It will 
send alerts at no more than ten minute intervals, and 
refreshes its display every 30 seconds. The services are 
also broken down by customer.

Attack Rates by 
Attacker Zone and Cus-
tomer

This moving average data monitor follows the possible 
attack counts for up to 20 target services by attacker zones 
(service here is defined as the service name and port), at 
five minute intervals over an hour. It will send alerts at no 
more than ten minute intervals, and refreshes its display 
every 30 seconds. The services are also broken down by 
customer.

Attack Rates by Tar-
geted Zone and Cus-
tomer

This moving average data monitor follows the possible 
attack counts for up to 20 target services by target zones 
(service here is defined as the service name and port), at 
five minute intervals over an hour. It will send alerts at no 
more than ten minute intervals, and refreshes its display 
every 30 seconds. The services are also broken down by 
customer.

Top 10 Targeted Ser-
vices by Customer

This top value counts data monitor follows the possible 
attack counts for the top 10 targeted services (service here 
is defined as the transport protocol, service name and 
port), at five minute intervals over an hour. It will refresh 
its display every 30 seconds. The services are also broken 
down by customer.

Top 10 Attacker Zones 
by Service and Cus-
tomer

This top value counts data monitor follows the possible 
attack counts for the top 10 attacker zones and targeted 
services (service here is defined as the transport protocol, 
service name and port), at five minute intervals over an 
hour. It will refresh its display every 30 seconds. The ser-
vices are also broken down by customer.

Top 10 Targeted Zones 
by Service and Cus-
tomer

This top value counts data monitor follows the possible 
attack counts for the top 10 targeted zones and targeted 
services (service here is defined as the transport protocol, 
service name and port), at five minute intervals over an 
hour. It will refresh its display every 30 seconds. The ser-
vices are also broken down by customer.

Top 10 Attacker Zones 
by Customer

This top value counts data monitor follows the possible 
attack counts for the top 10 targeted services by attacker 
zones (service here is defined as the service name and 
port), at five minute intervals over an hour. It will refresh 
its display every 30 seconds. The services are also broken 
down by customer.

Top 10 Targeted Zones 
by Customer

This top value counts data monitor follows the possible 
attack counts for the top 10 targeted services by targeted 
zones (service here is defined as the service name and 
port), at five minute intervals over an hour. It will refresh 
its display every 30 seconds. The services are also broken 
down by customer.

Data Monitor Description
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Top 10 Attacked Ser-
vices

This top value counts data monitor follows the possible 
attack counts for the top 10 attacker zones and targeted 
services (service here is defined as the transport protocol, 
service name and port), at five minute intervals over an 
hour. It will refresh its display every 30 seconds.

Top 10 Attacker Zones 
by Service

This top value counts data monitor follows the possible 
attack counts for the top 10 targeted services (service here 
is defined as the transport protocol, service name and 
port), at five minute intervals over an hour. It will refresh 
its display every 30 seconds.

Top 10 Targeted Zones 
by Service

This top value counts data monitor follows the possible 
attack counts for the top 10 targeted zones and targeted 
services (service here is defined as the transport protocol, 
service name and port), at five minute intervals over an 
hour. It will refresh its display every 30 seconds.

Top 10 Attacker Zones This top value counts data monitor follows the possible 
attack counts for the top 10 targeted services by attacker 
zones (service here is defined as the service name and 
port), at five minute intervals over an hour. It will refresh 
its display every 30 seconds.

Top 10 Targeted Zones This top value counts data monitor follows the possible 
attack counts for the top 10 targeted services by targeted 
zones (service here is defined as the service name and 
port), at five minute intervals over an hour. It will refresh 
its display every 30 seconds.

Firewall Accepts This moving average data monitor sums the count of 
events constrained by the Inbound Events for Networks fil-
ter. The data monitor checks the up to 5 firewalls (the 5 
firewalls reporting the most request or access activity) over 
five minute intervals over a period of an hour. It sends an 
alarm event if the moving average changes by 50%. - This 
data monitor is looking for sudden increases in request or 
access activity related to the protected network.

Inbound Event Spikes 
for Hosts

This moving average data monitor sums the count of 
events constrained by the Inbound Events for Hosts filter. 
The data monitor checks the up to 10 hosts (zone/host, the 
10 most frequently accessed hosts) over thirty second 
intervals over a period of a half-hour. It sends an alarm 
event if the moving average changes by 300%. - This data 
monitor is looking for sudden increases in request or access 
activity related to the protected hosts. The alarm threshold 
is set high to detect significant spikes in the related event 
flow. The discard threshold is also set high (average 100 
events per second) to filter out low event rates where an 
event spike of 10 or so packets with an average of 1 would 
be a false positive.

Data Monitor Description
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Reconnaissance Data Monitors
The Reconnaissance data monitors supply the views for the Reconnaissance detail dash-
boards.

Inbound Event Spikes 
for Networks

This moving average data monitor sums the count of 
events constrained by the Inbound Events for Networks fil-
ter. The data monitor checks the up to 10 zones (the 10 
most frequently accessed zones) over one minute intervals 
over a period of an hour. It sends an alarm event if the 
moving average changes by 300%. - This data monitor is 
looking for sudden increases in request or access activity 
related to the protected network. The alarm threshold is set 
high to detect significant spikes in the related event flow. 
The discard threshold is also set high (average 100 events 
per second) to filter out low event rates where an event 
spike of 10 or so packets with an average of 1 would be a 
false positive.

Inbound Event Spikes 
for Services

This moving average data monitor sums the count of 
events constrained by the Inbound Events for Service filter. 
The data monitor checks the up to 10 services (zone/
address/port, the 10 most accessed hosts/services) over 
fifteen second intervals over a fifteen minute period. It 
sends an alarm event if the moving average changes by 
300%. - This data monitor is looking for sudden increases 
in activity related to services on the protected network. The 
alarm threshold is set high to detect significant spikes in 
the related event flow. The discard threshold is also set 
high (average 100 events per second) to filter out low 
event rates where an event spike of 10 or so packets with 
an average of 1 would be a false positive.

Data Monitor Description
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The reconnaissance data monitors are described in more detail below:

Security Activity Data Monitors
The Security Activity data monitors supply the views for the security activity detail dash-
boards. 

Data Monitor Description

Reconnaissance Graph This data monitor provides operators and analysts a view 
into how reconnaissance events are probing the network.

Last 10 Hosts Scanned This data monitor shows the target zone and address, along 
with the time, of the last 10 reconnaissance events to give 
an overview of the most recent scanning activity against 
specific hosts.

Last 10 Scanners This data monitor shows the attacker zone and address, 
along with the time, of the last 10 reconnaissance events to 
give an overview of the most recent scanning activity 
against the network.

Last 10 Zones Scanned This data monitor shows the time and the target zone of 
the last 10 reconnaissance events to give an overview of 
the most recent scanning activity against the network.

Top 10 Zones Scanned This data monitor shows the target zone of the 10 most fre-
quent reconnaissance events within the last hour to give an 
overview of the most recent scanning activity against the 
network.
ArcSight Confidential ArcSight System Content 165



5  Intrusion Monitoring Foundation
Targets Data Monitors
The target data monitors supply views for the Targets detail dashboards.
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The Target data monitors are described in more detail below:

Data Monitor Description

Critical Asset Group 
Count

Note: This Data Monitor will not work properly when run-
ning in Turbo Mode Fastest!

Critical Target Assets Note: This Data Monitor will not work properly when run-
ning in Turbo Mode Fastest!

Critical Target Assets 
Event Graph

Note: This Data Monitor will not work properly when run-
ning in Turbo Mode Fastest!

Critical Target Assets 
Port Anomalies

Note: This Data Monitor will not work properly when run-
ning in Turbo Mode Fastest!

Top Attackers Target-
ing Critical Assets

Note: This Data Monitor will not work properly when run-
ning in Turbo Mode Fastest!

Top 10 Communications 
Service Targets

This Top Value Counts (Bucketized) Data Monitor displays 
the number of events affecting the top 10 Targets in the 
Site Asset Categories/Business Impact Analysis/Business 
Role/Service/Communications Asset List.

Communications Ser-
vice Attack Activity

This Asset Category Count Data Monitor displays the num-
ber of events affecting Targets in the Site Asset Categories/
Business Impact Analysis/Business Role/Service/Communi-
cations Asset List

Top 10 Database Ser-
vice Targets

This Top Value Counts (Bucketized) Data Monitor displays 
the number of events affecting the top 10 Targets in the 
Site Asset Categories/Business Impact Analysis/Business 
Role/Service/Database Asset List.

Database Service 
Attack Activity

This Asset Category Count Data Monitor displays the num-
ber of events affecting Targets in the Site Asset Categories/
Business Impact Analysis/Business Role/Service/Database 
Asset List

Top 10 Email Service 
Targets

This Top Value Counts (Bucketized) Data Monitor displays 
the number of events affecting the top 10 Targets in the 
Site Asset Categories/Business Impact Analysis/Business 
Role/Service/Email Asset List.

Email Service Attack 
Activity

This Asset Category Count Data Monitor displays the num-
ber of events affecting Targets in the Site Asset Categories/
Business Impact Analysis/Business Role/Service/Email 
Asset List

Top 10 Web Service 
Targets

This Top Value Counts (Bucketized) Data Monitor displays 
the number of events affecting the top 10 Targets in the 
Site Asset Categories/Business Impact Analysis/Business 
Role/Service/Web Asset List.

Web Service Attack 
Activity

This Asset Category Count Data Monitor displays the num-
ber of events affecting Targets in the Site Asset Categories/
Business Impact Analysis/Business Role/Service/Web Asset 
List: - Ecommerce - Intranet - Search
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Virus Data Monitors
The Virus data monitors supply the views for the Virus detail dashboards. 
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Worm Outbreak Data Monitors
The Worm Outbreak data monitors supply the views for the Worm Outbreak detail dash-
boards.

The Worm Outbreak data monitors are described in more detail below: 

Data Monitor Description

Target Port Activity by 
Attacker

This Data monitor is used in conjunction with the Worm 
Outbreak detected rule and the possible network sweep 
rule to detect worm outbreaks before an IDS signature is 
released. 

Worm Infected Systems This Last State data monitor displays the status of systems 
that have been infected in the course of a worm outbreak.
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Executive Summary Dashboards
The Executive Summary dashboards show real-time high-level summaries of intrusion-
related activity.

The Executive View dashboard is described in more detail below.

Dashboard Description

Executive View The Executive View dashboard gives an overview of the network 
with respect to attacked systems status by asset location, busi-
ness role and worm activity. More detailed information is avail-
able from the follow-on dashboards in the Operational 
Summaries/ Executive View Details group: Attacked or Compro-
mised Systems, Business Impact by Location, Business Impact 
by Role, Business Roles, Worm Infected Systems. This dash-
board uses the following data monitors: Business Impact by 
Role - Successful Attacks, Business Impact by Location - Suc-
cessful Attacks, Status by Business Role, Worm Infected Sys-
tems.
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Executive Summary Data Monitors
The Executive Summary data monitors supply the views in the Executive Summary dash-
boards. 

These data monitors are described in more detail below. 

Data Monitor Description

Attacked or Compro-
mised Systems

This Last State Data Monitor displays the status of attacked 
or compromised systems.

Status by Business Role This Last State Data Monitor displays the status of systems 
by Business Role, showing whether the target system has 
been attacked or compromised.

Business Impact by 
Location - Successful 
Attacks

This Asset Category Count data monitor displays a chart 
showing the number of successful attacks on systems 
within each asset location.

Business Impact by 
Role - Successful 
Attacks

This Asset Category Count Data Monitor displays a count 
and priority of the systems attacked by Business and Data 
Role.
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Operational Summary Dashboards
The Operational Summary dashboards show real-time summaries of intrusion-related 
events. These views are optimal for identifying intrusions as they happen, and provide 
direction into the detail views for further investigation.

The Operational Summary dashboards are discussed in more detail below. 

Dashboard Description

Current Environ-
ment Status Over-
view

This dashboard shows an overview of the current environment 
based on application events, operating system events and ser-
vice events. There are two data monitors for each area, a mov-
ing average data monitor and a top 10 events data monitor. The 
goal is to show changes in network activity related to these area 
and provide some indication of what the most frequent events 
affecting these areas are.

Attacked or Com-
promised Systems

This dashboard shows a data monitor graph of targets and 
attackers with the attacks as nodes, and a data monitor show-
ing the top 10 categories, by volume, of the event stream.

Business Impact 
by Location

This dashboard shows a chart of the successful attacks on sys-
tems by asset location.

Business Impact 
by Role

This dashboard shows a chart of the successful attacks on sys-
tems by asset category (business and data roles).
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Business Roles The Business Roles dashboard displays the status of systems by 
their business roles: Security Device, Revenue Generation, 
Intrastructure, Development & Operations and Service. More 
detailed information is available from the follow-on dashboards 
in the Detail/Targets groups:     Development Assets, Infrastruc-
ture Assets, Operations Assets, Revenue Generation Assets, 
Security Device Assets, Service Assets. This dashboard uses the 
following data monitors: Status by Security Device Role, Status 
by Infrastructure Role, Status by Development and Operations 
Role, Status by Revenue Generation Role, Status by Service 
Role

Worm Infected 
Systems

The Worm Infected Systems dashboard displays the number of 
systems infected by worms. More detailed information is avail-
able from the follow-on dashboards in the Detail/Attackers/ 
Worm Outbreak group: Worm Outbreak and Worm Spread Geo 
View. This dashboard uses the Worm Infected Machines data 
monitor.

Dashboard Description
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Operational Summary Data Monitors
The Operational Summary data monitors provide the views for the Operational summary 
dashboards.
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These Operational Summary data monitors are described in more detail below:

Data Monitors Description

Application Event 
Counts

This moving average data monitor sums the count of 
events constrained by the Events for Internal Applications 
excluding services filter. The data monitor checks the up to 
20 Category Objects/Category Device Groups (the 20 most 
frequent events related to that object/device) over five 
minute intervals over a two hour period. It sends an alarm 
event if the moving average changes by 50%. - This data 
monitor is looking for sudden increases or decreases in 
activity related to applications on the protected network.

Operating Systems 
Event Counts

This moving average data monitor sums the count of 
events constrained by the Events for Internal Operating 
Systems filter. The data monitor checks the up to 20 Cate-
gory Objects/Category Device Groups (the 20 most fre-
quent events related to that object/device) over five minute 
intervals over a two hour period. It sends an alarm event if 
the moving average changes by 50%. - This data monitor is 
looking for sudden increases or decreases in activity related 
to operating systems on the protected network.

Service Event Counts This moving average data monitor sums the count of 
events constrained by the Events for Internal Services filter. 
The data monitor checks the up to 20 Category Objects 
(the 20 most frequent events related to that object) over 
five minute intervals over a two hour period. It sends an 
alarm event if the moving average changes by 50%. - This 
data monitor is looking for sudden increases or decreases 
in activity related to services on the protected network.

Top 10 Application 
Events

This top 10 data monitor shows events constrained by the 
Events for Internal Applications excluding services filter. 
The data monitor check 1,000 distinct events in five minute 
intervals over the period of an hour.

Top 10 Operating Sys-
tem Events

This top 10 data monitor shows events constrained by the 
Events for Internal Operating Systems filter. The data mon-
itor check 1,000 distinct events in five minute intervals over 
the period of an hour.

Top 10 Service Events This top 10 data monitor shows events constrained by the 
Events for Internal Services filter. The data monitor check 
1,000 distinct events in five minute intervals over the 
period of an hour.

Top Categories

Status by Develop-
ment and Operations 
Roles

This Last State Data Monitor displays the last state (Com-
promised, Attacked or Resolved) of Targets in the Site 
Asset Categories/Business Impact Analysis/Business Role/
Development and the Site Asset Categories/Business 
Impact Analysis/Business Role/Operations asset lists.

Status by Infrastruc-
ture Role

This Last State Data Monitor displays the last state (Com-
promised, Attacked or Resolved) of Targets in the Site 
Asset Categories/Business Impact Analysis/Business Role/
Infrastructure/Computer and the Site Asset Categories/
Business Impact Analysis/Business Role/Infrastructure/
Network asset lists.
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Last-State Data Monitors - Usage Instructions
The last state data monitors will reset themselves automatically after the period of time set 
in the data monitor’s History Time Range field. The device the data monitor is reporting on 
may not be online after a compromise, however; the detail reports can be one of the ways 
that you identify what systems are offline after a compromise so you can restore it to ser-
vice appropriately. 

Status by Revenue 
Generation Role

This Last State Data Monitor displays the last state (Com-
promised, Attacked or Resolved) of Targets in the Site 
Asset Categories/Business Impact Analysis/Business Role/
Revenue Generation Asset List.

Status by Security 
Device Role

This Last State Data Monitor displays the last state (Com-
promised, Attacked or Resolved) of Targets in the Site 
Asset Categories/Business Impact Analysis/Business Role/
Security Device Asset List.

Status by Service Role This Last State Data Monitor displays the last state (Com-
promised, Attacked or Resolved) of Targets in the Site 
Asset Categories/Business Impact Analysis/Business Role/
Service Asset List.

Data Monitors Description
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Intrusion Monitoring Rules
The Intrusion Monitoring rules correlate conditions among intrusion-related events that 
support the Attack Monitoring, Attackers, Reconnaissance, Resource Access, Targets, and 
Worm Outbreak use cases.
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Attackers Rules

The Attacker rules are described in more detail below. 

Rule Description

Attack From Suspi-
cious Source

This rule looks for attacks coming from a source categorized as 
suspicious or untrusted and does not belong to Attackers/
Trusted List. It fires whenever an event coming from a source 
belonging to suspicious or untrusted active list but not to 
Attackers/Trusted List has category significance hostile and 
compromise. On first event, the source address is added to the 
/Hostile active list and event severity is set to high.

Notify on Success-
ful Attack

This rule detects successful attacks. This rule looks for high pri-
ority (= 8) successful attacks for which the attacker is not in the 
Attackers/Trusted List. This rule only requires 1 such event, and 
the time frame is set to 10 minutes. After this rule is triggered, 
a new Case will be created and a notification will be sent to the 
CERT team. 

Probable Attack - 
Script Attack

This rule looks for multiple executions of scripts, (http, cgi, and 
so on) that have the same event name, attacker address, and 
target address within a short period of time. The rule monitors 
any attempts to start or execute a script that target an applica-
tion, a service or an operating system. The rule fires when 10 
events occur in 1 minute with the same event name, attacker 
address, and target address. On first threshold, the attacker 
address is added to the /Hostile active list, and the target 
address is added to the /Hit active list. ***Note: This rule will 
not fire when running in Turbo Mode Fastest!
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Attack Monitoring Rules

The Attack Monitoring rules are described in more detail below. 

Rule Description

Possible DoS on 
Hosts

This rule looks for two conditions, one is a spike in events 
detected by the Inbound Event Spikes for Hosts data monitor, 
and the other is for an event describing either failure to commu-
nicate with the host mentioned in the first event or an event 
describing the shutting down of the host.;The rule looks for two 
such events within three minutes. This aggregation is used to 
keep the rule from firing too often if a host reboots or restarts 
its affected service quickly.;On the first event, the rule will fire 
an event describing a successful Denial of Service compromise 
on the affected host.
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Possible DoS on 
Network

This rule looks for two conditions, one is a spike in events 
detected by the Inbound Event Spikes for Networks data moni-
tor, and the other is for an event describing either failure to 
communicate with hosts on the network zone mentioned in the 
first event.;The rule looks for six such events within one minute 
with six different hosts. This aggregation is used to determine 
whether the spike is for a specific host on the network or a pos-
sible Denial of Service attack against the entire network.;On the 
first threshold (six such events), the rule will fire an event 
describing a successful Denial of Service compromise on the 
affected network zone.

Possible DoS on 
Services

This rule looks for two conditions, one is a spike in events 
detected by the Inbound Event Spikes for Services data moni-
tor, and the other is for an event describing either failure to 
communicate with a service on a host mentioned in the first 
event or an event describing the shutting down of the ser-
vice.;The rule looks for two such events within three minutes. 
This aggregation is used to keep the rule from firing too often if 
a host reboots or restarts its affected service quickly.;On the 
first event, the rule will fire an event describing a successful 
Denial of Service compromise on the affected network zone.

SANS Top 20 Email 
(v6.01) - Microsoft 
OLE and COM 
Remote Code Exe-
cution Vulnerabili-
ties

This rule checks for the SANS Top 20 vulnerabilities in W4 
Microsoft Office and Outlook Express for the Microsoft OLE and 
COM Remote Code Execution vulnerabilities (see http://
www.sans.org/top20/2005/#w4 for details).;There is a buffer 
overflow error in the way that Exchange (2000 and Server 
2003) handles an SMTP extension that could allow a remote 
attacker to execute arbitrary code or cause a denial of ser-
vice.;The rule checks for base events related to outbound traffic 
from an application with behavior categorized as Communicate/
Query or starting with Access, with an outcome of no failure, 
from source systems with a Microsoft operating system.;If the 
above conditions are met, the following actions are taken: An 
event is sent with the following additional settings:; name = 
SANS Top 20 Email (v6.01) - Microsoft OLE and COM Remote 
Code Execution Vulnerability Exploit Attempt; agentSeverity = 
Medium; categoryBehavior = /Communicate/Query; category-
Object = /Host/Operating System; categoryOutcome = /
Attempt; categorySignificance = /Compromise; categoryTech-
nique = /Exploit/Vulnerability; deviceCustomString1Label = 
Rule Type; deviceCustomString1 = SANS Top 20 (v6.01); 
deviceCustomString2Label = Vulnerability Area; 
deviceCustomString2 = Email; deviceCustomString3Label = 
Vulnerability Name; deviceCustomString3 = Microsoft OLE and 
COM Remote Code Execution Vulnerability Exploit Attempt. The 
relevant Microsoft Security Bulletins and CVE identifiers are 
MSSB|MS05-012, CVE|CAN-2005-0044 and CVE|CAN-2005-
0047.

Rule Description
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SANS Top 20 Email 
(v6.01) - Microsoft 
Office XP Buffer 
Overflow Vulnera-
bilities

This rule checks for the SANS Top 20 vulnerabilities in W4 
Microsoft Office and Outlook Express for the Microsoft OLE and 
COM Remote Code Execution vulnerabilities (see http://
www.sans.org/top20/2005/#w4 for details).;There is a buffer 
overflow error in Microsoft Office XP that could allow an attacker 
to gain full control of a system where the user is tricked into 
clicking on a link to a malicious file, either from an email mes-
sage or through Internet Explorer.;The rule checks for base 
events related to outbound traffic from an application with 
behavior categorized as Communicate/Query or starting with 
Access, with an outcome of no failure, from source systems with 
a Microsoft operating system.;If the above conditions are met, 
the following actions are taken: An event is sent with the follow-
ing additional settings:; name = SANS Top 20 Email (v6.01) - 
Microsoft Office XP buffer overflow vulnerability Exploit Attempt; 
agent Severity = Medium; category Behavior = /Communicate/
Query; category Object = /Host/Operating System; category 
Outcome = /Attempt; category Significance = /Compromise; 
category Technique = /Exploit/Vulnerability; 
deviceCustomString1Label = Rule Type; deviceCustomString1 = 
SANS Top 20 (v6.01); deviceCustomString2Label = Vulnerabil-
ity Area; deviceCustomString2 = Email; 
deviceCustomString3Label = Vulnerability Name; 
deviceCustomString3 = Microsoft Office XP buffer overflow vul-
nerability Exploit Attempts relevant Microsoft Security Bulletins 
and CVE identifiers are MSSB|MS05-005, and CVE|CAN-2004-
0848.

SANS Top 20 OS 
(v6.01) - Microsoft 
Exchange SMTP 
Service Vulnerabili-
ties

This rule checks for the SANS Top 20 vulnerabilities in W1 Win-
dows Services (see tap://www.sans.org/top20/2005/#w1 for 
details) for the Exchange SMTP Service vulnerability.;There is a 
buffer overflow error in the way that Exchange (2000 and 
Server 2003) handles an SMTP extension that could allow a 
remote attacker to execute arbitrary code or cause a denial of 
service.;The rule checks for events related to inbound traffic 
categorized as hostile or compromise, with an outcome of no 
failure, to target systems with a Microsoft operating system on 
port 25.;It then looks for events related to traffic from the tar-
get system to the attacking system, if the target system's asset 
ID is within the Microsoft operating system Asset Group. If the 
target system is not in the Microsoft operating system Asset 
Group, the asset ID should either be NULL or not in any Operat-
ing System group.;If the above conditions are met, the follow-
ing actions are taken: An event is sent with the following 
additional settings:; name = SANS Top 20 (v6.01) - Microsoft 
Exchange SMTP Service Vulnerability Exploited; agentSeverity = 
Very High; categoryBehavior = "/Communicate/Query; catego-
ryObject = "/Host/Operating System; categoryOutcome = "/
Success; categorySignificance = "/Compromise; categoryTech-
nique = "/Exploit/Vulnerability. The targeted machine is placed 
in the SANS Top 20 Vulnerabilities - OS - Exploited machines" 
active list.;The relevant Microsoft Security Bulletins and CVE 
identifiers are MSSB|MS05-021 and CVE|CAN-2005-0560.

Rule Description
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SANS Top 20 OS 
(v6.01) - Microsoft 
License Logging 
Service Vulnerabili-
ties

This rule checks for the SANS Top 20 vulnerabilities in W1 Win-
dows Services (see http://www.sans.org/top20/2005/#w1) for 
the Microsoft License Logging Service vulnerabilities.;The 
Microsoft License Logging service has an unchecked buffer that 
could allow an attacker to remotely execute arbitrary code.;The 
rule checks for events related to inbound traffic on TCP ports 
139 or 445, categorized as hostile or compromise, with an out-
come of no failure. It then looks for events related to traffic 
from the target system to the attacking system, if the target 
system's asset ID is within the Microsoft operating system Asset 
Group.;If the above conditions are met, the following actions 
are taken: An event is sent with the following additional set-
tings:; name: SANS Top 20 (v6.01) - Microsoft License Logging 
Service Vulnerability Exploited; agent Severity: Very-High; cat-
egory Behavior: /Execute; category Object: /Host/Operating 
System; category Outcome: /Success; category Significance: /
Compromise; category Technique: /Exploit/Vulnerabilities tar-
geted machine is placed in the SANS Top 20 Vulnerabilities 
(v6.01) - OS - Exploited machines" active list.;The relevant 
Microsoft Security Bulletins and CVE identifiers are MSSB|MS05-
010 and CVE|CAN-2005-0050.;

SANS Top 20 OS 
(v6.01) - Microsoft 
MSDTC and COM 
Service Vulnerabili-
ties

This rule checks for the SANS Top 20 vulnerabilities in W1 Win-
dows Services (see tap://www.sans.org/top20/2005/#w1) for 
the Microsoft MSDTC and COM+ Services vulnerabilities.;The 
Microsoft Distributed Transaction Coordinator (MSDTC), COM+, 
Transaction Internet Protocol (TIP) and Distributed TIP services 
have flaws that could allow an attacker to execute arbitrary 
code, elevate local privileges or cause a denial of service.;The 
rule checks for events related to inbound traffic on TCP ports 
135, 139, 445, 593, 1025 or 3372, or UDP ports 135, 137, 138 
or 445, categorized as hostile or compromise, with an outcome 
of no failure. It then looks for events related to traffic from the 
target system to the attacking system, if the target system's 
asset ID is within the Microsoft operating system Asset 
Group.;If the above conditions are met, the following actions 
are taken: An event is sent with the following additional set-
tings:; name: SANS Top 20 (v6.01) - Microsoft MSDTC or COM+ 
Services Vulnerability Exploited; agentSeverity: Very-High; cat-
egoryBehavior: /Execute; categoryObject: /Host/Operating 
System; categoryOutcome: /Success; categorySignificance: /
Compromise; categoryTechnique: /Exploit/Vulnerability;The tar-
geted machine is placed in the SANS Top 20 Vulnerabilities 
(v6.01) - OS - Exploited machines" active list.;The relevant 
Microsoft Security Bulletins and CVE identifiers are MSSB|MS05-
051, CVE|CAN-2005-1978, CVE|CAN-2005-1979, CVE|CAN-
2005-1980 and CVE|CAN-2005-2119.;

Rule Description
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SANS Top 20 OS 
(v6.01) - Microsoft 
Message Queuing 
Service Vulnerabili-
ties

This rule checks for the SANS Top 20 vulnerabilities in W1 Win-
dows Services (see http://www.sans.org/top20/2005/#w1) for 
the Microsoft Message Queuing Service vulnerabilities.;The 
Microsoft Message Queuing service has an unchecked buffer 
that could allow an attacker to remotely execute arbitrary 
code.;The rule checks for events related to inbound traffic on 
TCP ports 135, 139, 445, 593, 1801, 2101, 2103, 2105 or 2107, 
or UDP ports 135, 137, 138, 445, 1801 or 3527, categorized as 
hostile or compromise, with an outcome of no failure. It then 
looks for events related to traffic from the target system to the 
attacking system, if the target system's asset ID is within the 
Microsoft operating system Asset Group.;If the above conditions 
are met, the following actions are taken: An event is sent with 
the following additional settings:; name: SANS Top 20 (v6.01) - 
Microsoft Message Queuing Service Vulnerability Exploited; 
agent Severity: Very-High; categoryBehavior: /Execute; cate-
goryObject: /Host/Operating System; categoryOutcome: /Suc-
cess; categorySignificance: /Compromise; categoryTechnique: /
Exploit/Vulnerability;The targeted machine is placed in the 
SANS Top 20 Vulnerabilities (v6.01) - OS - Exploited machines" 
active list.;The relevant Microsoft Security Bulletins and CVE 
identifiers are MSSB|MS05-017 and CVE|CAN-2005-0059.

SANS Top 20 OS 
(v6.01) - Microsoft 
NNTP Service Vul-
nerabilities

This rule checks for the SANS Top 20 vulnerabilities in W1 Win-
dows Services (see http://www.sans.org/top20/2005/#w1) for 
the Microsoft NNTP Service vulnerability.;The Microsoft Network 
News Transport Protocol (NNTP) Service in Internet Information 
Services (IIS) has several flaws in the way the NNTP component 
handles the parsing of user search patterns for the XPAT com-
mand. A remote, unauthenticated attacker could execute arbi-
trary code with administrative privileges on a vulnerable 
system.;The rule checks for events related to inbound traffic on 
ports 119 or 563 (TCP or UDP), categorized as hostile or com-
promise, with an outcome of no failure, to assets with the vul-
nerability category MSSB|MS04-036 or CVE|CAN-2004-0574. It 
then looks for events related to traffic from the target system to 
the attacking system, if the target system's asset ID is within 
the Microsoft operating system Asset Group.;If the above condi-
tions are met, the following actions are taken:;An event is sent 
with the following additional settings:; name: SANS Top 20 
(v6.01) - Microsoft NNTP Service Vulnerability Exploited; agent-
Severity: Very-High; categoryBehavior: /Execute; categoryOb-
ject: /Host/Operating System; categoryOutcome: /Success; 
categorySignificance: /Compromise; categoryTechnique: /
Exploit/Vulnerability;The targeted machine is placed in the 
SANS Top 20 Vulnerabilities (v6.01) - OS - Exploited machines" 
active list.;The relevant Microsoft Security Bulletins and CVE 
identifiers are MSSB|MS04-036 and CVE|CAN-2004-0574.

Rule Description
ArcSight Confidential ArcSight System Content 183



5  Intrusion Monitoring Foundation
SANS Top 20 OS 
(v6.01) - Microsoft 
NetDDE Service 
Vulnerabilities

This rule checks for the SANS Top 20 vulnerabilities in W1 Win-
dows Services (see http://www.sans.org/top20/2005/#w1) for 
the Microsoft NetDDE Service vulnerability.;The Microsoft Net-
work Dynamic Data Exchange (NetDDE) protocol has a buffer 
management flaw in the way malformed messages are handled 
that exposes a vulnerability that could allow an attacker to com-
promise the vulnerable system.;The rule checks for events 
related to inbound traffic on TCP ports 135, 139, 445 or 593, or 
UDP port 135, 137, 138 or 445, categorized as hostile or com-
promise, with an outcome of no failure. It then looks for events 
related to traffic from the target system to the attacking sys-
tem, if the target system's asset ID is within the Microsoft oper-
ating system Asset Group.;If the above conditions are met, the 
following actions are taken:;An event is sent with the following 
additional settings:; name: SANS Top 20 (v6.01) - Microsoft 
NetDDE Service Vulnerability Exploited; agentSeverity: Very-
High; categoryBehavior: /Execute; categoryObject: /Host/Oper-
ating System; categoryOutcome: /Success; categorySignifi-
cance: /Compromise; categoryTechnique: /Exploit/
Vulnerability;The targeted machine is placed in the SANS Top 20 
Vulnerabilities (v6.01) - OS - Exploited machines" active 
list.;The relevant Microsoft Security Bulletins and CVE identifiers 
are MSSB|MS04-031 and CVE|CAN-2004-0206.;

SANS Top 20 OS 
(v6.01) - Microsoft 
Plug and Play Ser-
vice Vulnerabilities

This rule checks for the SANS Top 20 vulnerabilities in W1 Win-
dows Services (see http://www.sans.org/top20/2005/#w1) for 
the Microsoft Plug and Play Service vulnerability.;The Microsoft 
Plug and Play Service contains buffer overflows that can allow a 
remote user to execute arbitrary code.;The rule checks for 
events related to inbound traffic on TCP ports 139 or 445, cate-
gorized as hostile or compromise, with an outcome of no failure, 
to assets with the vulnerability category MSSB|MS05-039 or 
MSSB|MS05-047. It then looks for events related to traffic from 
the target system to the attacking system, if the target sys-
tem's asset ID is within the Microsoft operating system Asset 
Group.;If the above conditions are met, the following actions 
are taken:;An event is sent with the following additional set-
tings:; name: SANS Top 20 (v6.01) - Microsoft Plug and Play 
Service Vulnerability Exploited; agentSeverity: Very-High; cate-
goryBehavior: /Execute; categoryObject: /Host/Operating Sys-
tem; categoryOutcome: /Success; categorySignificance: /
Compromise; categoryTechnique: /Exploit/Vulnerability;The tar-
geted machine is placed in the SANS Top 20 Vulnerabilities 
(v6.01) - OS - Exploited machines" active list.;The relevant 
Microsoft Security Bulletins and CVE identifiers are MSSB|MS05-
039, MSSB|MS05-047, CVE|CAN-2005-1983 and CVE|CAN-
2005-2120.;
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SANS Top 20 OS 
(v6.01) - Microsoft 
SMB Service Vul-
nerabilities

This rule checks for the SANS Top 20 vulnerabilities in W1 Win-
dows Services (see http://www.sans.org/top20/2005/#w1) for 
the Microsoft SMB Service vulnerability.;The Microsoft Server 
Message Block (SMB) protocol allows sharing of files, printers, 
serial ports, etc. There are flaws in SMB packet validation that 
could result in a buffer receiving inappropriate data.;The rule 
checks for events related to inbound traffic on TCP ports 139 or 
445, categorized as hostile or compromise, with an outcome of 
no failure, to assets with the vulnerability category 
MSSB|MS05-011 or MSSB|MS05-027. It then looks for events 
related to traffic from the target system to the attacking sys-
tem, if the target system's asset ID is within the Microsoft oper-
ating system Asset Group.;If the above conditions are met, the 
following actions are taken:;An event is sent with the following 
additional settings:; name: SANS Top 20 (v6.01) - Microsoft 
SMB Service Vulnerability Exploited; agentSeverity: Very-High; 
categoryBehavior: /Execute; categoryObject: /Host/Operating 
System; categoryOutcome: /Success; categorySignificance: /
Compromise; categoryTechnique: /Exploit/Vulnerability;The tar-
geted machine is placed in the SANS Top 20 Vulnerabilities 
(v6.01) - OS - Exploited machines" active list.;The relevant 
Microsoft Security Bulletins and CVE identifiers are MSSB|MS05-
011, MSSB|MS05-027, CVE|CAN-2005-0045 and CVE|CAN-
2005-1206.

SANS Top 20 OS 
(v6.01) - Microsoft 
Task Scheduler 
Service Vulnerabili-
ties

This rule checks for the SANS Top 20 vulnerabilities in W1 Win-
dows Services (see http://www.sans.org/top20/2005/#w1) for 
the Microsoft Task Scheduler vulnerability.;The Microsoft Win-
dows Task Scheduler is an ActiveX control that schedules arbi-
trary commands to be run on a system. There is a buffer 
overflow in the scheduler due to not properly checking 
attributes of the command names tasked within the sched-
uler.;The rule checks for events related to inbound traffic cate-
gorized as hostile or compromise, with an outcome of no failure, 
to assets with the vulnerability category MSSB|MS04-022 or 
CVE|CAN-2004-0212. It then looks for events related to traffic 
from the target system to the attacking system, if the target 
system's asset ID is within the Microsoft operating system Asset 
Group.;If the above conditions are met, the following actions 
are taken:;An event is sent with the following additional set-
tings:; name: SANS Top 20 (v6.01) - Microsoft Task Scheduler 
Service Vulnerability Exploited; agentSeverity: Very-High; cate-
goryBehavior: /Execute; categoryObject: /Host/Operating Sys-
tem; categoryOutcome: /Success; categorySignificance: /
Compromise; categoryTechnique: /Exploit/Vulnerability;The tar-
geted machine is placed in the SANS Top 20 Vulnerabilities 
(v6.01) - OS - Exploited machines" active list.;The relevant 
Microsoft Security Bulletins and CVE identifiers are MSSB|MS04-
022 and CVE|CAN-2004-0212.;

Rule Description
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SANS Top 20 OS 
(v6.01) - Microsoft 
WINS Vulnerabili-
ties

This rule checks for the SANS Top 20 vulnerabilities in W1 Win-
dows Services (see http://www.sans.org/top20/2005/#w1) for 
WINS vulnerabilities.;The Windows Internet naming Service 
(WINS) provides a mapping between NETBIOS computer names 
and IP addresses. Incoming WINS packets are not sufficiently 
validated on the name parameter, allowing a buffer overflow. 
Additionally, there is a heap-based buffer overflow in the server-
to-server replication protocol due to not properly validating the 
association context data structure.;The rule checks for events 
related to inbound traffic on port 42 (UDP or TCP), categorized 
as hostile or compromise, with an outcome of no failure, to 
assets with the vulnerability category MSSB|MS04-045, 
CVE|CAN-2004-0567 or CVE|CAN-2004-1080. It then looks for 
events related to traffic from the target system to the attacking 
system, if the target system's asset ID is within the Microsoft 
operating system Asset Group.;If the above conditions are met, 
the following actions are taken:;An event is sent with the fol-
lowing additional settings:; name: SANS Top 20 (v6.01) - 
Microsoft WINS Vulnerability Exploited; agentSeverity: Very-
High; categoryBehavior: /Execute; categoryObject: /Host/Oper-
ating System; categoryOutcome: /Success; categorySignifi-
cance: /Compromise; categoryTechnique: /Exploit/
Vulnerability;The targeted machine is placed in the SANS Top 20 
Vulnerabilities (v6.01) - OS - Exploited machines" active 
list.;The relevant Microsoft Security Bulletins and CVE identifiers 
are MSSB|MS04-045, CVE|CAN-2004-0567 and CVE|CAN-2004-
1080;

Rule Description
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Reconnaissance Rules

The Reconnaissance rules are described in more detail below. 

Rule Description

Attack from Source 
having Reconnais-
sance History

This rule looks for attack from sources that have already per-
formed reconnaissance. This rule fires whenever the attacker is 
in the Reconnaissance or Untrusted active list and the event has 
hostile and compromise significance. On first event, the 
attacker is added to the /Hostile active list.

Firewall - Applica-
tion Protocol Scan

This rule looks for application protocol scans. The rule monitors 
failure access detected by a firewall. The rule fires when 3 
events occur in 3 minutes with the same attacker/target pair 
with different application protocols each time. On first thresh-
old, the attacker address is added to the /Reconnaissance active 
list and the target address is added to the /Scanned active list.

Firewall - Host Port 
Scan

This rule looks for port scan on a host. The rule monitors failure 
access detected by a firewall. The rule fires when 3 events occur 
in 3 minutes with the same attacker/target pair with different 
target ports each time. On first threshold, the attacker address 
is added to the /Reconnaissance active list and the target 
address is added to the /Scanned active list.

Firewall - Network 
Port Scan

This rule looks for a network port scan. The rule monitors failure 
access detected by a firewall. The rule fires when 5 events occur 
in 3 minutes with the same port for each attacker/target pair, 
but with different target addresses each time. On first thresh-
old, the attacker address is added to the /Suspicious active list 
and the target address is added to the /Scanned active list.
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Resource Access Rules

The Resource Access rules are described in more detail below. 

Rule Description

Brute Force 
Resource Access 
Initiation

This rule looks for brute force resource access initiation events 
(defined by the Access Initiation Events filter) and terminates 
the sessions in the Resource Access session list.It also sets the 
categoryDeviceGroup field to /Security Information Manager 
and the categorySignificance to /Informational.

Resource Access 
Initiation

This rule looks for resource access initiation events as defined 
by the Access Initiation Events filter and terminates the ses-
sions in the Resource Access session list.It also sets the catego-
ryDeviceGroup field to /Security Information Manager and the 
categorySignificance to /Informational.

Resource Access 
Termination

This rule looks for resource access termination events as 
defined by the Access Termination Events filter and terminates 
the sessions in the following session lists: Brute Force Resource 
AccessResource Access. It also sets the categoryDeviceGroup 
field to /Security Information Manager and the categorySignifi-
cance to /Informational.
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Targets Rule

The Targets rule is described in more detail below. 

Rule Description

Traffic To Dark 
Address Space

This rule looks for any traffic that targets the Dark address 
space and adds the attacker address to the /Suspicious active 
list.
ArcSight Confidential ArcSight System Content 189



5  Intrusion Monitoring Foundation
Worm Outbreak Rules
The Worm Outbreak rules look for conditions associated with known and suspected worm 
activity.

The Worm Outbreak rules are described in more detail below. 

Rule Description

Blaster DDOS From 
Infected Host

This rule detects a Distributed Denial Of Service (DDOS) attack 
(Blaster) coming from an infected host. This rule looks for DoS 
events targeting a windowsupdate.com host, either coming 
from a host in the 'Attackers/Untrusted List' active list or from a 
host in the 'Targets/Compromised List' active list. This means 
that a compromised target could be acting as an attacker. In 
this case, this host is infected. This rule only requires 1 such 
event, and the time frame is set to 2 minutes. After this rule is 
triggered, the 'categoryOutcome' field is set to /Success and the 
'categorySignificance' field is set to /Hostile.

Blaster Infected 
Host

This rule detects infected hosts by a Blaster worm. This rule 
looks for 2 events. The first event targets one of the following 
ports: 135, 139 or 445. The second event targets the port 69 
and uses UDP. Neither event comes from a host in the 'Attack-
ers/Trusted List' Active List. In order to have a matching event, 
the two events have to be chronologically ordered and the 
Attacker-Target pair in the first event should match the Target-
Attacker pair in the second event. This rule requires 1 matching 
occurrence, and the time frame is set to 2 minutes. On the first 
occurrence, a notification will be sent to the Analysts, the target 
of the first event will be added in the 'Targets/Compromised 
List' active list and the attacker of the first event will be added 
in the 'Attackers/Hostile List' active list. 
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Cases
The Intrusion Monitoring foundation contains several rules that generate a case when a 
high severity attack is detected. If a high severity attack occurs, the cases opened are 
stored in the high severity attack group.

Possible Network 
Sweep

This rule is looking for a single host trying to communicate with 
at least 10 other hosts on the same target port. This rule, com-
bined with a spike in target port activity by the same host, will 
result in the worm outbreak detected rule being triggered.

SQL Slammer 
Worm

This rule detects a SQL Slammer worm. The SQL Slammer 
worm uses a vulnerability of Microsoft SQL Server by sending an 
executable code to random IP addresses. If the host is vulnera-
ble, it will send again the code to another random IP address. 
This rule looks for 2 events. The two events are targeting the 
port 1433 or 1434 using UDP and the attacker is not in the 
'Attackers/Trusted List' active list. An event matches if the tar-
get of the first event is the attacker of the second event. This 
rule requires 1 matching occurrence and the time frame is set to 
1 minute. On Time Window Expiration, the target of the first 
event will be added to the 'Targets/Compromised List' active 
list. 

Worm Outbreak 
Detected

This rule is looking for both the Possible Network Sweep rule to 
fire and the Target Port Activity by Attacker data monitor to trig-
ger a correlation event that indicates an increase in target port 
activity by one attacker of more than 100%. Joining the attack-
ers and target ports from these two correlation events deter-
mines that the attacker has shown an increase in target port 
traffic to multiple hosts, not just a two-way communication with 
a single host. This behavior is indicative of a worm infected sys-
tem.

Rule Description
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Intrusion Monitoring Reports
Intrusion monitoring reports display historical summaries of intrusion-related activity over 
varying time periods with varying detail for the major Intrusion Monitoring use cases. They 
are intended to be used for daily operational reporting and statistics gathering, as well as 
executive-level reporting.

Detail Reports
The Detail reports provide granular statistics (often hourly) of intrusion-related activity on 
the network. 

Anti-Virus Detail Reports
The Anti-Virus reports provide statistics about virus scans: those that failed, and a sum-
mary of virus scan activity. 
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Anti-Virus Detail Queries
The Anti-Virus queries supply conditions for the Anti-Virus reports. 
ArcSight Confidential ArcSight System Content 193



5  Intrusion Monitoring Foundation
Attack Monitoring Detail Reports
The attack monitoring content compiles statistics for various types of attack-related activity. 
DoS reports are things you would monitor as they happen. The reports are hourly reports, 
although they can be edited to run over longer periods of data. 

The Detail reports are designed to be reviewed hourly to get an idea of where intrusion 
weaknesses might be, especially if there has been a lot of compromise activity. 

The Attack Monitoring Detail reports are described in more detail below:

Report Description

Prioritized Attack 
Counts by Service 
- Last 24 Hours

This report displays a stacking bar chart of the target services 
by priority and the associated number of attack events for the 
previous day. The service displayed is a combination of the 
Transport Protocol, the Application Protocol and the Port num-
ber.A detailed table follows showing each target service and the 
number of attack events associated with it by priority for the 
same time period.
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Prioritized Attack 
Counts by Target 
Zone - Last 24 
Hours

This report displays a 3D stacking bar chart showing each target 
zone with the counts of the events separated by priority. A 
detailed table follows the chart, with the event counts for each 
zone subtotalled for each zone, with a total for all zones at the 
end.

Inbound DoS 
Events - Yesterday

This report displays a 3D stacking bar chart showing each target 
zone with the counts of the DoS events separated by service. A 
detailed table follows the chart, with the DoS event counts for 
each zone subtotalled for each zone, with a total for all zones at 
the end.

SANS Top 20 
(v6.01) Attacked 
Systems - Hourly 
Report

This report is designed to give a view of the different SANS Top 
20 Vulnerabilities and how many attacks for each vulnerability 
have occurred in the last 60 minutes.This report has a 3D Bar 
Chart showing the number of machines that have been attacked 
using one of the SANS Top 20 (v6.01) vulnerabilities. It also has 
a table with the same information, but with a grouping of vul-
nerabilities by area (Operating System, Email, RDBMS, 
etc.).The data used is generated by events from the SANS Top 
20" rules.

SANS Top 20 
(v6.01) Vulnerabil-
ity Area Activity - 
Hourly Report

This report is designed to give a view of the different SANS Top 
20 Vulnerability areas (Operating System, Email, etc.), and how 
many attacks for each area have occurred in the last 60 min-
utes.This report has a 3D Bar Chart showing the number of 
machines that have been attacked using one of the SANS Top 
20 (v6.01) vulnerabilities in each area. It also has a table with 
more detailed information (the area, the vulnerability name and 
the number of attacks).The data used is generated by events 
from the SANS Top 20" rules.

Report Description
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Attack Monitoring Detail Queries
The Attack Monitoring queries supply conditions for the Attack Monitoring detail reports. 

The Attack Monitoring Detail queries are described in more detail below:

Query Description

Attack Counts by Ser-
vice Query on Trend

This query on the Prioritized Attack Counts by Service trend 
selects the hour, the service name (Application Protocol 
Name/Transport Protocol Name: Target Port) and sums the 
number of events for that service for the Trend: Prioritized 
Attack Counts by Service - Last 24 Hours report.

Attack Counts by Target 
Zone Query on Trend

This query on the Prioritized Attack Counts by Target Zone 
trend selects the hour, the Target Zone Name and sums the 
number of events for that service for the Trend: Prioritized 
Attack Counts by Target Zone - Last 24 Hours report.

Prioritized Attack 
Counts by Service 
Query on Trend

This query on the Prioritized Attack Counts by Service trend 
selects the hour, the service name (Application Protocol 
Name/Transport Protocol Name: Target Port), the priority 
and sums the number of events for that service for the 
Trend: Prioritized Attack Counts by Service - Last 24 Hours 
report.
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Prioritized Attack 
Counts by Target Zone 
Query on Trend

This query on the Prioritized Attack Counts by Target Zone 
trend selects the hour, the Target Zone Name, the priority 
and sums the number of events for that service for the 
Trend: Prioritized Attack Counts by Target Zone - Last 24 
Hours report.

Prioritized Attack 
Counts by Service - 
Trend

This query is used to populate the trend Prioritized Attack 
Counts by Service. It selects the Hour (a DV based on the 
event's end time), the Service (a DV based on the service 
name or application protocol, the transport protocol and the 
port, e.g., HTML/TCP:80), the Priority and Sums the Aggre-
gated Event Count. The Hour DV is used so that the data 
can be plotted based on the hour in which the event 
occurred, not the trend timestamp (the time the event data 
was stored in the trend).

Prioritized Attack 
Counts by Target Zone 
- Trend

This query is used to populate the trend Prioritized Attack 
Counts by Target Zone. It selects the Hour (a DV based on 
the event's end time), the Target Zone Name, the Priority 
and Sums the Aggregated Event Count. The Hour DV is 
used so that the data can be plotted based on the hour in 
which the event occurred, not the trend timestamp (the 
time the event data was stored in the trend).

Successful Inbound 
DoS Events Query on 
Trend

This query on the Inbound DoS Events trend selects the 
Target Zone Name, the Target Asset Name (or its IP 
address), the service name (Application Protocol Name/
Transport Protocol Name: Target Port), a timestamp and 
sums the number of Denial so Service events against the 
services on that asset during the time-period (hourly), for 
the Trend: Inbound DoS Events - Yesterday report.

Successful Inbound 
DoS Events - Trend

This query selects the data for reporting the target zone 
name, the asset name (or IP address), the service name 
and a summary of event counts. This data is used to popu-
late the Inbound DoS Events trend.

SANS Top 20 (v6.01) 
Attacked Systems - 
daily trend

This trend collects information about the SANS Top 20 vul-
nerability areas and vulnerability names and the number of 
attacks for each vulnerability on an hourly basis. The data 
used is generated by events from the SANS Top 20 rules. 

Query Description
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Attackers Detail Reports
The Attackers detail reports provide statistics about attacks, including counts, top and bot-
tom activity, ports, and protocols.
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Attackers Detail Queries
The Attackers queries provide the conditions for the Attackers detail reports. 
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Environment State Detail Reports
The environment state detail reports provide summaries about the state of the overall net-
work, and statistics about applications, operating systems and services.

The Environment State Detail reports are described in more detail below:

Report Description

Environment Sta-
tus Events over the 
Last 24 Hours

This report displays four 3D stacked bar charts. The first shows 
each target zone with the event counts for the network. The 
remaining charts show the application, operating system or ser-
vice events separated by zones.

Top Application 
Status Events over 
the Last 24 Hours

This report displays a 3D stacked bar chart showing each target 
zone with the event counts separated by application. A detailed 
table follows the chart, with each application and host in 
descending order by the event counts.

Top OS Status 
Events over the 
Last 24 Hours

This report displays a 3D stacked bar chart showing each target 
zone with the event counts separated by operating system. A 
detailed table follows the chart, with each OS and host in 
descending order by the event counts.
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Environment State Detail Queries
The Environment State Detail Queries provide conditions for the Environment State detail 
reports. 

Top Service Status 
Events over the 
Last 24 Hours

This report displays a 3D stacked bar chart showing each target 
zone with the event counts separated by service. A detailed 
table follows the chart, with each service and host in descending 
order by the event counts.

Report Description
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The Environment States Detail queries are described in more detail below:

Query Description

Top Application Status 
Events on Trend

This query on the Environment Status Events trend selects 
the Target Zone Name, the trend type name (dvLabel-
Name), the time and sums the number of events for that 
zone in the time-range for the Trend: Top Application Sta-
tus Events over the Last 24 Hours report.

Top Status Events on 
Trend

This query on the Environment Status Events trend selects 
the Target Zone Name, the trend type (application, operat-
ing system, service), the time and sums the number of 
events for that zone in the time-range for the Trend: Envi-
ronment Status Events - Yesterday report.

Environment Status 
Events - Trend

This query selects the data for reporting the Target Zone 
Name, the time (expressed within a dependent variable), 
the service, operating system or application name (another 
dependent variable field) and a summary of the event 
counts for overview information to populate the trend Envi-
ronment Status Events. This query uses the Events for 
Internal Operating Systems, Events for Internal Applica-
tions excluding services and Events for Internal Services fil-
ters to limit events to those relating to the network 
environment state.

Top Operating System 
Status Events on Trend

This query on the Environment Status Events trend selects 
the Target Zone Name, the trend type name (dvLabel-
Name), the time and sums the number of events for that 
zone in the time-range for the Trend: Top OS Status Events 
over the Last 24 Hours report.

Top Service Status 
Events on Trend

This query on the Environment Status Events trend selects 
the Target Zone Name, the trend type name (dvLabel-
Name), the time and sums the number of events for that 
zone in the time-range for the Trend: Top Service Status 
Events over the Last 24 Hours report.
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Reconnaissance Detail Reports
The Reconnaissance detail reports provide statistics about reconnaissance-type activity.

The Reconnaissance Detail reports are described in more detail below:

Report Description

Port Scanning 
Activity

This report presents a chart of the most frequently occurring 
events for transport protocol/target port pairs by zone, and a 
table with more data points for additional information beyond 
that presented in the chart.

Prioritized Scan-
ning Activity by 
Zone

This report presents a chart and table showing the numbers of 
events, by priority and target zone, over the past hour. The 
table shows the zones in order of highest event counts by the 
priority of the events (from highest priority to lowest).

Reconnaissance 
Types Detected by 
Zone

This report presents a chart with the event activity over the past 
hour of the different reconnaissance types (based on the Arc-
Sight System rules with names beginning with "Reconnaissance 
- " and differentiated by the type names Distributed Host Port 
Scan, Distributed Network Host Scan, Multiple Host Scan, Net-
work Service Scan, Script Scan, Stealthy Host Port Scan and 
Vulnerability Scan), and a table showing the breakdown and 
zone information charted.
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Reconnaissance Detail Queries
The Reconnaissance detail queries provide conditions for the Reconnaissance detail 
reports. 
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The Reconnaissance Detail queries are described in more detail below:

Query Description

Business Roles Scanned This query selects the business role via a dependent vari-
able (dvBusinessRole), the priority, and sums the aggre-
gated event count of events matching the Reconnaissance 
Events (Internal Target) filter targeting assets categorized 
by the /All Asset Categories/Site Asset Categories/Business 
Impact Analysis/Business Role/ category.

Daily Port Scanning 
Activity on Trend

This query selects the date via a dependent variable 
(dvDate), the target zone resource, the priority, the trans-
port protocol, the target port, and sums the aggregated 
event count from the summary provided by the Port Scan-
ning Daily Top 20 trend for the Daily Top 20 Protocol and 
Ports by Zone table in the Port Scanning Activity Trend 
report.

Daily Port Scanning 
Activity on Trend (Chart 
Query)

This query selects the date via a dependent variable 
(dvDate), the target zone resource, the priority, the trans-
port protocol, the target port, and sums the aggregated 
event count from the summary provided by the Port Scan-
ning trend for the Top 20 Protocol and Ports by Count from 
MM-DD-YYYY to MM-DD-YYY-HH:MM:SS chart in the Port 
Scanning Activity Trend report.

Daily Scanning Events 
by Business Role on 
Trend

This query selects the date via a dependent variable 
(dvMonthDay), the business role via a dependent variable 
(dvBusinessRole), and sums the aggregated event count of 
the data from the Reconnaissance Activity trend. This query 
provides both chart and table data for the Scanning Activity 
by Business Role Trend report.

Reconnaissance Types 
Detected on Trend

This query selects the date via a dependent variable 
(dvMonthDay), the target zone resource, the event name 
and the sum of the aggregated event count from the sum-
mary of the Reconnaissance Types Detected trend for the 
Daily Breakdown of Reconnaissance Types Detected table in 
the Reconnaissance Types Detected Trend report.

Reconnaissance Types 
Detected on Trend 
(Chart Query)

This query selects the date via a dependent variable 
(dvMonthDay), the reconnaissance type (event name), and 
a sum of the aggregated event count from summary infor-
mation in the Reconnaissance Types Detected trend. This 
query provides data for the Daily Reconnaissance Types 
Detected chart in the Reconnaissance Types Detected Trend 
report.

Port Scanning Daily Top 
20, Trend on Trend

This query selects the target zone resource, priority, trans-
port protocol, target port, and sums the aggregated event 
count for the summary data from the Port Scanning trend 
to populate the Port Scanning Daily Top 20 trend.
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Target Detail Reports
The Target detail reports provide statistics about targets. 
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Target Detail Queries
The Target detail queries provide conditions for the Targets reports. 
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Vulnerability View Detail Reports
These reports provide a list of all assets with vulnerabilities and all vulnerabilities and the 
asset they are associated with. 

Scanner reports (the source of the scanner events) are considered sensitive, so access to 
these reports should be restricted. Read, and in some cases, write, access to these reports 
should be restricted. For instructions about how to set this up, see “Restrict Access to Vul-
nerability View Reports” on page 125. 

Depending on how many assets you have scanned into your asset model and 
how up-to-date their vulnerability profiles, running these reports can produce 
a large volume of output. Before running the report, ensure that the system 
has adequate processing power, and check the page count before sending the 
report to a printer. 
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The Vulnerability View Detail reports are described in more detail below:

Vulnerability View Detail Query
This query supplies conditions for the Vulnerability View reports.

Report Description

Asset Vulnerability 
List

This report presents a table of each asset, by zone, and all the 
vulnerabilities that have been reported for the asset. This is an 
exhaustive list that can get extremely large, so beware printing 
it if there are hundreds or thousands of assets in the network!

Vulnerabilities and 
Assets

This report presents a table of each vulnerability that has been 
reported for any asset and all the assets, by zone, affected by 
the vulnerability. This is an exhaustive list that can get 
extremely large, so beware printing it if there are hundreds or 
thousands of assets in the network!
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The Vulnerability View Detail query is described in more detail below:

Worm Outbreak Detail Report
The Worm Outbreak detail report shows worm-infected systems. 

Query Description

Vulnerabilities and 
Assets

This is an asset query that selects the vulnerability, the asset's 
zone, the asset's address, the asset's ID, the asset's host name 
and the count of the asset's ID to get an exhaustive list of the 
assets and associated vulnerabilities. The asset ID count is used 
to retrieve assets that may not yet have any vulnerabilities 
reported. The asset ID is included for future expansion should it 
be necessary to modify or create a report to display the asset ID 
along with the other data for verification or investigation pur-
poses. This query is used by two reports, the Asset Vulnerability 
Lists report and the Vulnerabilities and Assets report, to give 
two different views of the assets and vulnerabilities. Note that 
this is an asset query and that as vulnerability reports come in 
and assets are added or removed from the network, the data 
will change. It only takes a snapshot of the assets and vulnera-
bilities reported to the system at the time the report query is 
run. It is not possible to run this query to see what the status 
was at any point in the past. For that, we recommend schedul-
ing the report to run periodically for tracking these changes. 
The efficacy of this will also depend on the number of assets 
involved.
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The Worm Outbreak Detail report is described in more detail below:

Worm Outbreak Detail Query
The Worm Outbreak query provides conditions for the Worm Outbreak report.

Report Description

Worm Infected 
Systems

This report presents a table of systems that have been infected 
by a worm. The table is sorted by the Attacker Zone Name, then 
by the Attacker Host Name and finally by the Attacker Address 
(for cases where the system does not have a host name).The 
parameters are set so that the user can change the start and 
end times of the event query. The row limit is also modifiable, 
so that more or fewer systems are shown. Also, the FilterBy 
parameter is available so that the user can create an additional 
filter to limit the report to specific systems (i.e., filter by zone, 
asset criticality, etc.). Changing the FilterBy parameter will 
cause the query to select events that match both the selected 
filter and the Worm Traffic filter (Worm Traffic AND selected fil-
ter).
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Executive Summary Reports
The Executive Summary reports show high-level summaries of the Intrusion Monitoring 
statistics for your network.
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Executive Summary Queries
The Executive Summary queries supply conditions for the Executive Summary reports.

These queries are described in more detail below:

Query Description

Business Role - 
Attempted Attacks

Business Role - 
Successful Attacks

Sarbanes-Oxley - 
Top 10 Targets

SIS-Assets Com-
promised Table 
Query

This query on events selects the Target Asset Name, the Vulner-
ability External ID (the vulnerability name), and a sum of the 
number of events reported for that asset/vulnerability pair for 
use in the Security Intelligence Status Report.

SIS-Cases Added 
Table Query

This query on cases selects the Stage, the Consequence Sever-
ity and a count of the cases with that pairing for use in the 
Security Intelligence Status Report.
ArcSight Confidential ArcSight System Content 213



5  Intrusion Monitoring Foundation
SIS-Event Count 
by Agent Severity 
Chart Query

This query on events selects the date (Dependent Variable - 
dvDayHour), the Agent Severity and the number of events for 
each agent severity level for that day/hour for use in the Secu-
rity Intelligence Status Report.

SIS-Notifications 
Sent Table Query

This query on notifications selects the Group Name, the Escala-
tion Level, the Acknowledgement Status and a count of the noti-
fications for these conditions for use in the Security Intelligence 
Status Report.

SIS-Top Attackers 
Chart Query

This query on events selects the Attacker Zone Name, the 
Attacker address and sums the Aggregated Event Count for use 
in the Security Intelligence Status Report.

SIS-Top Attacks 
Table Query

This query on events selects the event Name and sums the 
Aggregated Event Count that have a category significance of /
Compromise or /Hostile for use in the Security Intelligence Sta-
tus Report.

SIS-Top Events 
Table Query

This query on events selects the event Name and sums the 
Aggregated Event Count for use in the Security Intelligence Sta-
tus Report.

SIS-Top Firing 
Rules Table Query

This query on events selects the event Name and sums the 
Aggregated Event Count where the type is Correlation for use in 
the Security Intelligence Status Report.

SIS-Top Target 
Ports Chart Query

This query on events selects the Target Port and sums the 
Aggregated Event Count for use in the Security Intelligence Sta-
tus Report.

SIS-Top Targets 
Chart Query

This query on events selects the Target Zone Name, the Target 
Address and sums the Aggregated Event Count for use in the 
Security Intelligence Status Report.

Query Description
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Intrusion Monitoring Operational Summary Reports
The Intrusion Monitoring Operational Summary reports show medium-level summaries of 
Intrusion Monitoring activity on your network. 
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The Operational Summary reports are described in more detail below. 

Report Description

Trend: Prioritized 
Attack Counts by Ser-
vice - Last 24 Hours

This report displays a 3D stacking bar chart of the target 
zones and the associated number of service events per 
hour. Each line of the chart represents a target zone (see 
the legend for the zone names).A detailed table follows 
showing each target zone and the number of attack events 
associated with it by hour and priority.

Trend: Prioritized 
Attack Counts by Target 
Zone - Last 24 Hours

This trend report displays a line chart of the target zones 
and the associated number of attack events per hour. Each 
line of the chart represents a target zone (see the legend 
for the zone names).A detailed table follows showing each 
target zone and the number of attack events associated 
with it by hour and priority.

Trend: Inbound DoS 
Events - Yesterday

This trend report displays a line chart of the target zones 
and the associated number of DoS events per hour. Each 
line of the chart represents a target zone (see the legend 
for the zone names).A detailed table follows showing each 
target zone and the number of DoS events associated with 
it by hour and service.

SANS Top 20 (v6.01) 
Attacked Systems - 
Hourly Trend Report 
(Yesterday)

Trend: Environment 
Status Events - Yester-
day

This report displays four 3D stacked bar charts. The first 
shows each target zone with the event count trend for the 
network. The remaining charts show the application, oper-
ating system or service event trends separated by zones.

Trend: Top Application 
Status Events over the 
Last 24 Hours

This report displays a 3D stacked bar chart showing each 
target zone with a trend of the event counts separated by 
application. A detailed table follows the chart, with each 
application and host in descending order by the event 
counts.

Trend: Top OS Status 
Events over the Last 24 
Hours

This report displays a 3D stacked bar chart showing each 
target zone with a trend of the event counts separated by 
operating system. A detailed table follows the chart, with 
each OS and host in descending order by the event counts.

Trend: Top Service Sta-
tus Events over the 
Last 24 Hours

This report displays a 3D stacked bar chart showing each 
target zone with a trend of the event counts separated by 
service. A detailed table follows the chart, with each service 
and host in descending order by the event counts.

Port Scanning Activity 
Trend

This trend report presents a chart showing the top trans-
port protocol and target port pairs (Protocol - Port) by tar-
get zone over the last 7 days based on summary data from 
the Port Scanning trend. It also presents a table showing 
the daily summary of the top 20 prioritized event counts 
from each zone for the protocol - port pairs from the Port 
Scanning Daily Top 20 trend.

Prioritized Scanning 
Activity by Business 
Role

This report presents a chart and a table showing the activ-
ity levels and priorities of reconnaissance events directed at 
assets within the various business role categories.
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Reconnaissance Types 
Detected Trend

This report presents a chart with the daily event activity 
summary of the different reconnaissance types (based on 
the ArcSight System rules with names beginning with 
"Reconnaissance - " and differentiated by the type names 
Distributed Host Port Scan, Distributed Network Host Scan, 
Multiple Host Scan, Network Service Scan, Script Scan, 
Stealthy Host Port Scan and Vulnerability Scan), over the 
past 7 days, and a table showing the daily breakdown and 
zone information charted.

Scanning Activity by 
Business Role Trend

This report displays a daily trend of scanning events related 
to business roles over the past 7 days, and a table giving a 
simple breakdown of the activity charted.

Scanning Activity by 
Zone Trend

This trend report shows a chart plotting the daily trend of 
the most frequent reconnaissance events, and a daily prior-
itized breakdown of those events by zone over the last 7 
days. This report uses two separate queries, one for the 
table and a simpler one for the chart, on the Zone Scanning 
Events by Priority trend.

Regulated Systems - By 
Attack

Regulated Systems - By 
Host - Attacked 

Regulated Systems - 
Count Vulnerabilities

Resource Access Trend This report displays a chart and a table of unusual resource 
access attempt trends for each of the past seven days.The 
chart presents a breakdown of the access attempt counts 
for the resource types by outcome.The table presents the 
top events, defined as the resource, user and outcome 
combinations occurring most frequently. The resource type, 
outcome, the user ID and name, resource zone and 
address, and count of attempts for that resource are 
shown. The range of outcomes are failure, attempt or suc-
cess. An outcome of attempt means that there was not suf-
ficient information to determine whether or not the attempt 
succeeded. Also note that an outcome of success means 
that there was enough information to know that the 
resource was indeed accessed, but something about the 
access initiation did not fit in the normal access initiation 
pattern.

Revenue Generating 
Systems - Attacked

Revenue Generating 
Systems - Compromise 
- All

Revenue Generating 
Systems - Compromise 
- Availability

Revenue Generating 
Systems - Compromise 
- Confidentiality

Report Description
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Operational Summary Queries
The Operational Summary queries provide conditions for the Operational Summary reports 
by use case. 

Revenue Generating 
Systems - Compromise 
- Integrity

Top N Vulnerabilities on 
Assets

This report displays a table showing the most frequent vul-
nerability exploit attempts against the network. This data is 
collected from the Asset Counts by Vulnerability trend. This 
trend is a snapshot trend of the assets taken once per 
week.

Top Vulnerabilities in 
Events Trend

This trend report presents a chart and table showing the 
most frequent vulnerability exploit attempts on the net-
work. The goal of this report is to show the vulnerabilities 
that are being targeted across the network in the last day 
or so to gain a better understanding of what the threat 
activity currently is.The chart gives the top few vulnerabil-
ity exploit attempts (default is 10), and the number of 
times these attempts have been detected over the past 
day. The table gives a longer list (default is 25) of the trend 
data covered by the same period.

Vulnerabilities in Events 
by Zone

This report presents a chart and a table. The chart shows 
the vulnerability event counts seen on the network, by 
zone. The table shows the breakdown of the charted events 
by priority.

Report Description
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Anti-Virus Operational Summary Queries
The Anti-Virus Operational Summary queries supply conditions for the Anti-Virus Opera-
tional Summary reports.
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Attack Monitoring Operational Summary Queries
The Attack Monitoring Operational Summary queries supply conditions for the Attack Moni-
toring Operational Summary reports.

The Attack Monitoring Operational Summary queries are described in more detail below.

Query Description

Attack Counts by 
Service Query on 
Trend

This query on the Prioritized Attack Counts by Service trend 
selects the hour, the service name (Application Protocol Name/
Transport Protocol Name: Target Port) and sums the number of 
events for that service for the Trend: Prioritized Attack Counts 
by Service - Last 24 Hours report.

Attack Counts by 
Target Zone Query 
on Trend

This query on the Prioritized Attack Counts by Target Zone trend 
selects the hour, the Target Zone Name and sums the number of 
events for that service for the Trend: Prioritized Attack Counts 
by Target Zone - Last 24 Hours report.
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Prioritized Attack 
Counts by Service 
Query on Trend

This query on the Prioritized Attack Counts by Service trend 
selects the hour, the service name (Application Protocol Name/
Transport Protocol Name: Target Port), the priority and sums 
the number of events for that service for the Trend: Prioritized 
Attack Counts by Service - Last 24 Hours report.

Prioritized Attack 
Counts by Target 
Zone Query on 
Trend

This query on the Prioritized Attack Counts by Target Zone trend 
selects the hour, the Target Zone Name, the priority and sums 
the number of events for that service for the Trend: Prioritized 
Attack Counts by Target Zone - Last 24 Hours report.

Prioritized Attack 
Counts by Service 
- Trend

This query is used to populate the trend Prioritized Attack 
Counts by Service. It selects the Hour (a DV based on the 
event's end time), the Service (a DV based on the service name 
or application protocol, the transport protocol and the port, e.g., 
HTML/TCP:80), the Priority and Sums the Aggregated Event 
Count. The Hour DV is used so that the data can be plotted 
based on the hour in which the event occurred, not the trend 
timestamp (the time the event data was stored in the trend).

Prioritized Attack 
Counts by Target 
Zone - Trend

This query is used to populate the trend Prioritized Attack 
Counts by Target Zone. It selects the Hour (a DV based on the 
event's end time), the Target Zone Name, the Priority and Sums 
the Aggregated Event Count. The Hour DV is used so that the 
data can be plotted based on the hour in which the event 
occurred, not the trend timestamp (the time the event data was 
stored in the trend).

Successful Inbound 
DoS Events Query 
on Trend

This query on the Inbound DoS Events trend selects the Target 
Zone Name, the Target Asset Name (or its IP address), the ser-
vice name (Application Protocol Name/Transport Protocol Name: 
Target Port), a timestamp and sums the number of Denial so 
Service events against the services on that asset during the 
time-period (hourly), for the Trend: Inbound DoS Events - Yes-
terday report.

Successful Inbound 
DoS Events - Trend

This query selects the data for reporting the target zone name, 
the asset name (or IP address), the service name and a sum-
mary of event counts. This data is used to populate the Inbound 
DoS Events trend.

SANS Top 20 
(v6.01) Attacked 
Systems - daily 
trend

This trend collects information about the SANS Top 20 vulnera-
bility areas and vulnerability names and the number of attacks 
for each vulnerability on an hourly basis. The data used is gen-
erated by events from the SANS Top 20 rules.

Query Description
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Environment State Operational Summary Queries
The Environment State Operational Summary queries supply conditions for the Environ-
ment State Operational Summary reports.

The Environment State queries are described in more detail below.

Query Description

Top Application 
Status Events on 
Trend

This query on the Environment Status Events trend selects the 
Target Zone Name, the trend type name (dvLabelName), the 
time and sums the number of events for that zone in the time-
range for the Trend: Top Application Status Events over the Last 
24 Hours report.

Top Status Events 
on Trend

This query on the Environment Status Events trend selects the 
Target Zone Name, the trend type (application, operating sys-
tem, service), the time and sums the number of events for that 
zone in the time-range for the Trend: Environment Status 
Events - Yesterday report.
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Environment Sta-
tus Events - Trend

This query selects the data for reporting the Target Zone Name, 
the time (expressed within a dependent variable), the service, 
operating system or application name (another dependent vari-
able field) and a summary of the event counts for overview 
information to populate the trend Environment Status Events. 
This query uses the Events for Internal Operating Systems, 
Events for Internal Applications excluding services and Events 
for Internal Services filters to limit events to those relating to 
the network environment state.

Top Operating Sys-
tem Status Events 
on Trend

This query on the Environment Status Events trend selects the 
Target Zone Name, the trend type name (dvLabelName), the 
time and sums the number of events for that zone in the time-
range for the Trend: Top OS Status Events over the Last 24 
Hours report.

Top Service Status 
Events on Trend

This query on the Environment Status Events trend selects the 
Target Zone Name, the trend type name (dvLabelName), the 
time and sums the number of events for that zone in the time-
range for the Trend: Top Service Status Events over the Last 24 
Hours report.

Query Description
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Reconnaissance Operational Summary Queries
The Reconnaissance Operational Summary queries supply conditions for the Reconnais-
sance Operational Summary reports.

The Reconnaissance queries are described in more detail below.

Query Description

Business Roles 
Scanned

This query selects the business role via a dependent variable 
(dvBusinessRole), the priority, and sums the aggregated event 
count of events matching the Reconnaissance Events (Internal 
Target) filter targeting assets categorized by the /All Asset Cate-
gories/Site Asset Categories/Business Impact Analysis/Business 
Role/ category.
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Daily Port Scanning 
Activity on Trend

This query selects the date via a dependent variable (dvDate), 
the target zone resource, the priority, the transport protocol, 
the target port, and sums the aggregated event count from the 
summary provided by the Port Scanning Daily Top 20 trend for 
the Daily Top 20 Protocol and Ports by Zone table in the Port 
Scanning Activity Trend report.

Daily Port Scanning 
Activity on Trend 
(Chart Query)

This query selects the date via a dependent variable (dvDate), 
the target zone resource, the priority, the transport protocol, 
the target port, and sums the aggregated event count from the 
summary provided by the Port Scanning trend for the Top 20 
Protocol and Ports by Count from MM-DD-YYYY to MM-DD-YYY-
HH:MM:SS chart in the Port Scanning Activity Trend report.

Daily Scanning 
Events by Busi-
ness Role on Trend

This query selects the date via a dependent variable (dvMonth-
Day), the business role via a dependent variable (dvBusiness-
Role), and sums the aggregated event count of the data from 
the Reconnaissance Activity trend. This query provides both 
chart and table data for the Scanning Activity by Business Role 
Trend report.

Reconnaissance 
Types Detected on 
Trend

This query selects the date via a dependent variable (dvMonth-
Day), the target zone resource, the event name and the sum of 
the aggregated event count from the summary of the Recon-
naissance Types Detected trend for the Daily Breakdown of 
Reconnaissance Types Detected table in the Reconnaissance 
Types Detected Trend report.

Reconnaissance 
Types Detected on 
Trend (Chart 
Query)

This query selects the date via a dependent variable (dvMonth-
Day), the reconnaissance type (event name), and a sum of the 
aggregated event count from summary information in the 
Reconnaissance Types Detected trend. This query provides data 
for the Daily Reconnaissance Types Detected chart in the Recon-
naissance Types Detected Trend report.

Port Scanning Daily 
Top 20, Trend on 
Trend

This query selects the target zone resource, priority, transport 
protocol, target port, and sums the aggregated event count for 
the summary data from the Port Scanning trend to populate the 
Port Scanning Daily Top 20 trend.

Query Description
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Regulated Systems Operational Summary Queries
The Regulated Systems Operational Summary queries supply conditions for the Regulated 
Systems Operational Summary reports. Regulated systems are those categorized in the 
Compliance Requirement asset categories.

These queries are described in more detail below.

QueryDescription
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Resource Access Operational Summary Queries
The Resource Access Systems Operational Summary queries supply conditions for the 
Resource Access Operational Summary reports.

These queries are described in more detail below.

Query Description

Resource Access 
on Trend

This query selects the Date, Resource Type, Outcome, User ID, 
User Name, Resource Zone, Resource Address and the count of 
events for these events from the Resource Access Trends trend.

Brute Force Access 
Sessions Trend

This query selects data from the Brute Force Resource Access 
session list to collect data for the Brute Force Access Sessions 
trend.

Resource Access 
Trend

This query selects event data for the Resource Access Trends 
trend. The event data fields collected are: Category ObjectCate-
gory OutcomeTarget User IDTarget User NameTarget Zone 
ResourceTarget Address and the count of the number of times 
the events occurred for that resource.
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Revenue Generating Operational Summary Systems Queries
The Revenue Generating Systems queries supply conditions for systems that are catego-
rized as revenue-generating systems. 
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Vulnerability View Operational Summary Queries
The Vulnerability View Systems Operational Summary queries supply conditions for the Vul-
nerability View Operational Summary reports.

These queries are described in more detail below.

Query Description

Top N Vulnerabili-
ties in Events on 
Trend

This trend query polls the Prioritized Vulnerability Events by 
Zone trend, selecting the vulnerability name and the sum of the 
aggregated event count for use in the Top Vulnerabilities in 
Events Trend report.

Vulnerabilities (by 
Asset Counts) on 
Trend

This query on the Asset Counts by Vulnerability trend selects 
the vulnerability and the sum of the assets affected by the vul-
nerability for the Top N Vulnerabilities on Assets report.

Vulnerabilities in 
Events by Zone 
(Chart Query)

This query selects the zone, vulnerability name and sums the 
aggregated event count for events matching the Events with 
Vulnerabilities filter to provide data for the Top N Vulnerabilities 
by Zone chart in the Vulnerabilities in Events by Zone report.
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Prioritized Vulnera-
bilities in Events by 
Zone

This query selects the zone, vulnerability name, priority and 
sums the aggregated event count for events matching the 
Events with Vulnerabilities filter to provide data for the Top N 
Vulnerabilities by Zone with Priority table in the Vulnerabilities in 
Events by Zone report.This query also provides data for the Pri-
oritized Vulnerability Events by Zone trend.

Assets Counts by 
Vulnerability Trend

This query on assets populates the Asset Counts by Vulnerabil-
ity trend. It collects the vulnerability and the number of assets 
for which the vulnerability was reported. The query selects the 
most widely reported vulnerabilities in descending order, to 
show the most common vulnerabilities exposed on the network.

Query Description
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Operational Summary Trends
These trends supply conditions that consolidate data for the Operational Summary trend 
reports for Attack Monitoring, Environment State, Reconnaissance, Resource Access, and 
Vulnerability View. 

The blue icons indicate trends that are enabled by default. For more about enabling and 
disabling trends, see “Trends” on page 43.
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These Operational Summary trends are described in more detail below:

Trend Description

SANS Top 20 
(v6.01) Attacked 
Systems

This trend collects information about the SANS Top 20 vulnera-
bility areas and vulnerability names and the number of attacks 
for each vulnerability on an hourly basis.The data used is gener-
ated by events from the "SANS Top 20" rules.

Prioritized Attack 
Counts by Service

This trend contains data selected by the query Prioritized Attack 
Counts by Service - Trend, which selects the Hour (a DV based 
on the event's end time), the Service (a DV based on the ser-
vice name or application protocol, the transport protocol and 
the port, e.g., HTML/TCP:80), the Priority and Sums the Aggre-
gated Event Count. The Hour DV is used so that the data can be 
plotted based on the hour in which the event occurred, not the 
trend timestamp (the time the event data was stored in the 
trend).

Prioritized Attack 
Counts by Target 
Zone

Inbound DoS 
Events

Environment Sta-
tus Events

This trend collects summary counts of events, storing the target 
zone, the time, the service, application or operating system 
names and a marker field that can be used by queries to extract 
data for any one or all of the related areas. Note the use of 
dependent variables in the Environment Status Events - Trend 
query that is used to populate the trend, and the filtering condi-
tions of the queries used by the reports to extract specific data.

Port Scanning This trend collects a daily snapshot of the top 1,000 events in 6 
hour intervals for use as detailed daily information in the Port 
Scanning Activity Trend report. The Port Scanning trend collects 
the top events for the day and the Port Scanning Daily Top 20 
trend (a trend on this trend), follows up and collects summary 
information.

Port Scanning Daily 
Top 20

This is a trend on a trend that collects a daily snapshot of the 
top events in the Port Scanning trend. Up to 20 events per day 
are collected for use as detailed daily information in the Port 
Scanning Activity Trend. The Port Scanning trend collects the 
top events for the day and this trend follows up and collects 
summary information.

Reconnaissance 
Activity

This trend collects a daily snapshot of events in 6 hour intervals 
using the Reconnaissance Activity Trend query. Up to 1,000 
events per interval are collected (4,000 per day) to collect data 
for the Scanning Activity by Business Role Trend.

Reconnaissance 
Types Detected

This trend collects a daily snapshot of events in 6 hour intervals 
using the Reconnaissance Types Detected Trend query. Up to 
1,000 events per interval are collected (4,000 per day) to col-
lect the most common reconnaissance types. This data is used 
by the Reconnaissance Types Detected Trend report.

Zone Scanning 
Events by Priority

This trend collects a daily snapshot of events in 6 hour intervals 
using the Zone Scanning Events by Priority Trend query. Up to 
1,000 events per interval are collected (4,000 per day) to col-
lect the top reconnaissance events per zone by priority. The 
data is used by the Scanning Activity by Zone Trend report.
232 ArcSight System Content ArcSight Confidential



5  Intrusion Monitoring Foundation
Resource Access This trend tracks unusual resource access attempts, including 
the outcome of the access attempt.This trend runs daily, broken 
up into 6 queries running in 4-hour blocks, covering a full day.

Asset Counts by 
Vulnerability

This trend collects a snapshot of the vulnerabilities that have 
been reported for assets on a weekly basis.The goal of this 
trend is to collect the top 1,000 vulnerabilities reported affect-
ing the most assets on the network to give a view of which vul-
nerabilities represent the highest risk, by vulnerability 
exposure, on a weekly basis. This is assuming that the vulnera-
bility scanner is scanning once per week. For more or less fre-
quent scans, the timing of this trend and the report time range 
should be adjusted to give a more accurate picture.When view-
ing the data for this trend, you may notice a count with a blank 
vulnerability. This means that number of assets did not have 
any vulnerabilities associated with them. You should be able to 
locate them by reviewing the Vulnerabilities and Assets report 
(go to the end of the report and the blank vulnerability should 
have the zones, addresses and host names of the assets with no 
reported vulnerabilities).

Prioritized Vulnera-
bility Events by 
Zone

This trend stores the target zone name, the vulnerability name, 
the priority and the sum of the aggregated event count to 
determine the top vulnerability events in a given time period. 
The trend runs four 6-hour interval queries once a day, collect-
ing the top 1,000 events per interval. This allows the determi-
nation of the top 10 most frequent vulnerability exploit attempts 
per day, and can give a reasonable view of the top 10 attempts 
for the past week, or possibly the last month.

Trend Description
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SANS Top 5 Reports for Intrusion Monitoring 
The SANS Top 5 reports provide summaries that pertain to SANS sections 1, 4, and 5.

The SANS Top 5 reports are described in more detail below.

Report Description

Number of Failed Log-
ins - Today

This Report shows the number of failed logins per hour for 
the last day.

Top 5 Users with Failed 
Logins - Today

This Report shows the top 5 users with the biggest number 
of failed logins attempts.
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Number of Failed Log-
ins - Daily

This Trend Report shows the number of failed logins per 
hour for a given day.

Number of Failed Log-
ins - Weekly

This Trend Report shows the number of failed logins per day 
for a given week.

Top 5 Users with Failed 
Logins - Daily

This Trend Report shows the top 5 users with the biggest 
number of failed login attempts for a given day.

Top 5 Users with Failed 
Logins - Weekly

This Trend Report shows the top 5 users with the biggest 
number of failed login attempts for a given week.

Top 10 Vulnerable Sys-
tems - Today

This Report shows the top 10 current vulnerable systems. 
This Report contains a bar chart and a table. The chart 
shows the top 10 vulnerable systems with the number of 
associated vulnerabilities. The table provides some more 
details for the top 10 systems, such as IP address, Host 
Name, and Zone Name.

Vulnerability Scanner 
Logs - by Host

This Report shows Vulnerability Scanner Logs grouped by 
Zone and Host IP Address. This Report can be focused by 
Device Vendor and Device Product.

Vulnerability Scanner 
Logs - by Vulnerability

This Report shows Vulnerability Scanner Logs grouped by 
Vulnerability IDs and Names. This Report can be focused by 
Device Vendor and Device Product.

Top 10 Vulnerable Sys-
tems - Weekly

This Trend Report shows the top 10 vulnerable systems for 
a given week. This Trend Report contains a bar chart and a 
table. The chart shows the top 10 vulnerable systems with 
the number of associated vulnerabilities. The table provides 
some more details for the top 10 systems, such as IP 
address, Host Name, and Zone Name.

Total Number of Vulner-
able Systems - Monthly

This Trend Report shows the total number of vulnerable 
systems by week for a given month.

Total Number of Vulner-
able Systems - Yearly

This Trend Report shows the total number of vulnerable 
systems by week for a given year.

Top 10 Talkers This Report contains a chart and a table. The chart shows 
the Top 10 Talkers and the table shows a detailed list of the 
Top Talkers.

Top 5 IDS Signature 
Destinations per Day

This Report shows the Top 5 IDS Signature Destinations per 
Day. The Report contains a chart showing the Top 5 IDS 
Signature Destination IP Addresses, and a table showing 
the Top Signature Destination IP Address and Zone, as well 
as the Device Vendor and Product of the reporting device.

Top 5 IDS Signature 
Sources per Day

This Report shows the Top 5 IDS Signature Sources per 
Day. The Report contains a chart showing the Top 5 IDS 
Signature Source IP Addresses, and a table showing the 
Top Signature Source IP Address and Zone, as well as the 
Device Vendor and Product of the reporting device.

Top 5 IDS Signatures 
per Day

This Report shows the Top 5 IDS Signatures per Day in a 
chart. This Report can be focused by Device Vendor and 
Product.

Top Alerts from IDS This Report shows the Top Alerts coming from Intrusion 
Detection Systems. The Report contains a chart and a 
table. The chart shows the Top 10 Alerts (Signature ID), 
and the table shows the details of the Top Alerts.

Report Description
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SANS Top 5 Queries
The SANS Top 5 queries supply conditions for the SANS Top 5 reports and trends.

1 - Attempts to Gain Access Through Existing Accounts
These queries supply conditions for the SANS section 1 reports and trends. 

The SANS Top 5 section 1 queries are described in more detail below.

Top Target IPs This Report contains a chart and a table. The chart shows 
the Top 10 Target IPs and the table shows a detailed list of 
the Top Targets.

Query Description

Failed Logins per 
Hour

This query selects the Hour and the number of occurrences for 
failed authentication verifications.

Failed Logins per 
Day

This query on the Top Users with Failed Logins per Hour trend 
provides the sum of the number of failed logins for the day.

Report Description
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4 - Systems Most Vulnerable to Attack
The Systems Most Vulnerable to Attack queries supply conditions for the SANS section 4 
reports and trends.

Failed Logins per 
Hour

This query on the Top Users with Failed Logins per Hour trend 
provides the sum of the number of failed logins for each hour.

Top Users with 
Failed Logins per 
Day

This query selects the day, the Target User Name and the num-
ber of occurrences for failed authentication verifications.

Top Users with 
Failed Logins per 
Day

This query on the Top Users with Failed Logins per Day trend 
provides the sum of the number of failed logins for each user-
name by hour.

Top Users with 
Failed Logins per 
Week

This query on the Top Users with Failed Logins per Day trend 
provides the sum of the number of failed logins for each user-
name within the week.

Query Description
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The SANS section 4 queries are described in more detail below.

5 - Suspicious or Unauthorized Network Traffic Patterns

Query Description

Number of Vulner-
abilities per Asset

This query on assets selects the asset name, its IP address, its 
host name and its device zone name and counts the number of 
vulnerabilities associated with that device.

Top Vulnerable 
Systems per Week

This query on the Number of Vulnerabilities per Asset trend 
selects the asset name, its IP address, its host name and its 
device zone name and averages the number of vulnerabilities 
associated with that device per week.

Number of Vulner-
abilities per Week

This query on the Number of Vulnerabilities per Asset trend 
selects the asset name, its IP address, its host name and its 
device zone name and averages the number of vulnerabilities 
associated with that device per week.

Vulnerability Scan-
ner Logs

This query scans events for scanner events (defaulting to the 
Foundstone FoundScan scanner) and selects the target address, 
the target zone name, the device event class ID and the event 
(vulnerability) name.
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The Suspicious or Unauthorized Network Traffic Patterns queries supply conditions for the 
SANS Top 5 reports.

The SANS Top 5 section 5 queries are described in more detail below. 

Query Description

Top IDS Signature 
Destinations per 
Day

This query over base IDS/Network events selects the target 
address, the target zone name, the device vendor, the device 
product and the count of the events within the query's time-
frame.

Top IDS Signature 
Sources per Day

This query over base IDS/Network events selects the attacker 
address, the attacker zone name, the device vendor, the device 
product and the count of the events within the query's time-
frame.

Top IDS Signatures 
by IDS Product

This query on base /IDS/Network events for the device product 
and vendor Snort, Snort (default setting, selectable by the user 
running the report...), selects the device event class ID and the 
count based on the end time.

Top IDS Signatures This query looks for base /IDS/Network events, selecting the 
device event class ID, the device vendor, the device product and 
a count on the end time of the event.
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SANS Top 5 Trends
The SANS Top 5 trends define trend frameworks for the SANS top 5 section 1 and 4 trend 
reports. 

These trends are described in more detail below. 

Trend Description

Failed Logins per 
Hour

This Trend stores the number of failed logins per hour and is 
scheduled for a daily run.

Top Users with 
Failed Logins per 
Day

This Trend stores the Top 1000 users with the highest number of 
failed logins per day.

Number of Vulner-
abilities per Asset

This Snapshot Trend stores the number of vulnerabilities associ-
ated to an Asset on a weekly basis.
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SIS Report Template
The Security Intelligence Status template supports the four charts and six tables of the 
Security Intelligence Status report, required by the IRRC.

For instructions about how to customize this template with your company logo, see “Cus-
tomize Branding in Standard Templates” on page 69. 

What’s Next
The next chapter, Network Monitoring, describes the Network Monitoring foundation.
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Chapter 6

Network Monitoring Foundation

The Network Monitoring foundation monitors the status of net-
work throughput and network infrastructure. This foundation 
provides statistics about traffic and bandwidth usage that helps 
you identify anomalies and areas of the network that need atten-
tion.

Network Monitoring also addresses the usage and traffic profiles that factor into a compre-
hensive security reporting strategy. 

“Network Monitoring Foundation Overview” on page 243

“Configuration Overview” on page 246

“Network Monitoring Filters” on page 250

“Network Monitoring Active Channel” on page 257

“Network Monitoring Dashboards and Data Monitors” on page 259

“Network Monitoring Reports” on page 269

“Network Monitoring Rules” on page 305

Network Monitoring Foundation Overview
By monitoring and analyzing the bandwidth usage and traffic patterns on your network, the 
system content’s network monitoring content is intended to: 

Keep the network up and running

Ensure maximum availability of mission-critical server applications and vital network 
resources

Validate the existence and availability of any network object

Observe and detect any object in error state

Monitor common and custom TCP/IP ports

Evaluate network productivity and utilization of network resources

Assess impact of changes to the network

Track network anomaly and security vulnerabilities

Supported Devices
The Network Monitoring content is built around feeds from the ArcSight SmartConnector 
that collects events from Qosient Argus, which is a real-time flow monitor. It monitors all 
network transactions seen in a data network traffic stream (http://www.qosient.com/
argus/).
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The Argus device will see a transaction from point A to point B and keep the information in 
the following Argus-specific fields:

The ArcSight Argus Connector maps this information to the correct fields in the ArcSight 
event schema, for example:

Calculating Bytes In and Bytes Out
One of the goals of the network monitoring foundation is to analyze how much traffic vol-
ume is coming into and going out of the network. Calculating this bandwidth usage 
involves keeping track of bytes in and bytes out of the network, from what sources, at and 
what rates. 

Argus counts any request as “bytes in” and any response as “bytes out” regardless of 
where the requestor is located in relation to your protected network. For example, in the 
illustration below, Point A initiates the request to Point B, and Point C initiates the request 
to Point A. Both are considered by Argus to be “bytes in.” 

Argus event field Description

lasttime record last time

srcaddr source IP address

dstaddr destination IP address

sport source port number

dport destination port number

bytes total transaction bytes

srcbytes source-to-destination transaction bytes

dstbytes destination-to-source transaction bytes

Argus event field ArcSight event field

srcaddr Attacker Address

dstaddr Target Address

srcbytes Bytes in

dstbytes Bytes out
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But as a network administrator, you're also interested in traffic volume outbound from and 
inbound to your protected network, illustrated by the blue and red arrows in the example 
below. 

Figure 6-1 ArcSight variables ensure that Argus’ byte counts for “bytes in” and “bytes out” 
correspond with the network’s notion of inbound traffic and outbound traffic. 

To make sure that the byte counts for Argus' “bytes in” and “bytes out” correspond with 
your network's notion of outbound traffic and inbound traffic, ArcSight has constructed a 
system of variables and filters that translate Argus’ “bytes in” and “bytes out” to traffic 
inbound to and outbound from your network. 

The ArcSight IncomingBytes and OutgoingBytes variables take the Argus byte count 
of activity on the way out of the protected network and counts it as outbound traffic, and 
activity coming into the protected network as inbound traffic. In the A-to-B case, it consid-
ers the byte count for Argus’ “bytes in” to be outbound traffic and considers the byte count 
for Argus’ “bytes out” to be inbound traffic. The A-to-C case would match: bytes in are 
counted as inbound traffic, and bytes out are counted as outbound traffic. 

In our example, if you add the total bytes out from the network's perspective (after the val-
ues have been normalized by the ArcSight variables), you would add the byte counts for 
the two red arrows, in this case, 8 + 3, or 11. And the byte total for the inbound traffic 
would be the sum of the two blue arrows: 4 + 5, or 9. 
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Configuration Overview
The events that trigger the network monitoring content are controlled by the filters in the 
Connector Filters group (\All Filters\ArcSight Foundation\Network Moni-
toring\Connector Filters). 

If you use another real-time flow monitoring device besides Argus, that device must also 
report Attacker, Target, Ports, Bytes in and Bytes out. You can then configure the Smart-
Connector filters to operate on events from that device.

If you use only Argus, you do not have to do this procedure, and can skip to the next sec-
tion, “Advanced Connector Configuration” on page 248. 

This configuration procedure creates a new filter based on the Qosient Argus filter for each 
reporting device relevant to your network environment.

1 Copy the Qosient Argus filter: click and drag the filter into the same group; when 
prompted “Do you want to make a copy of this resource?” select Yes.

2 Modify the copy to reflect your network monitoring device and vendor. 

a Open the copy in the Inspect/Edit panel. At the Attributes tab, rename the copy to 
indicate the name of your network reporting device, for example, Cisco Net-
Flow. 

b At the Filter tab in the Event conditions window, double-click the condition 
Device Product = Argus [ignore case]. Delete Argus and type in the 

If you have multiple network reporting devices, verify that any overlapping 
address spaces are defined through their own ArcSight network. 
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name of your device as your device reports it to the ArcSight Connector, for exam-
ple, NetFlow. Click OK.

c In the Event conditions window, double-click the condition Device Vendor = 
Qosient [ignore case]. Delete Qosient and type in the name of your 
device as your device reports it to the ArcSight Connector, for example, Cisco. 
Click OK in the condition. The condition should look like this:

d Repeat steps a through c for however many network monitoring devices you 
have.

e Click OK to apply changes and close the filter editor.

3 Modify the Network Traffic Reporting Devices filter to point to the filter(s) you created 
in step 2.

a Open the Network Traffic Reporting Devices filter in the Inspect/Edit panel. 

b At the Filter tab in the Event conditions window, select event1 and click the OR 
operator ( ). 

c Select the first condition, MatchesFilter(“/All Filters/ArcSight 
Foundation/Network Monitoring/Connector Filters/Qosient 
Argus”), and select Copy from the Edit menu.

d Select the OR operator and select Paste from the Edit menu.

e Double-click the second condition, MatchesFilter(“/All Filters/Arc-
Sight Foundation/Network Monitoring/Connector Filters/

Qosient Argus”), and double-click it. Click the filter button ( ) and 

Depending on how you want to organize your content, you can also 
express all your network reporting devices in a single filter. When 
adding vendors and products to the expression, add an OR clause to 
the event1 base.
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navigate to the filter you created in step 2. Click OK. The condition should look 
like this:

f Repeat step 3 for however many network monitoring filters you want to add. If 
you do not have Argus, you can remove the Qosient Argus filter from the OR 
statement (select it and press the Delete key). 

g Click OK to apply changes and close the filter editor.

Advanced Connector Configuration
As an option to reduce the number of raw events that get sent from your network monitor-
ing device to ArcSight, you can aggregate groups of events with the same characteristics 
using the group by option at the SmartConnector. You can do this configuration from the 
ArcSight Console in the Connectors portion of the navigator panel. 

For example, the attacker port (Argus srcPort) is often less interesting than the target 
port (destPort). If there are many events with the same target port and different 
attacker ports, you can aggregate the events, which combines the values that are the 
same, and nulls out the values that are different. 

In the example below, the attacker ports are different, but the target ports, attacker IPs, 
and target IPs are the same for each event. In this case, the value in the attacker port col-
umn is null, and the values in the Bytes in column are summed. 

Attacker port Target port Attacker IP Target IP Bytes in

3331 80 1.1.1.1 2.2.2.2 2

3332 80 1.1.1.1 2.2.2.2 3

3333 80 1.1.1.1 2.2.2.2 15

3334 80 1.1.1.1 2.2.2.2 9

NULL 80 1.1.1.1 2.2.2.2 29
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This reduces the number of individual events that the system has to process, which 
improves performance and efficiency. 

Required Asset Modeling
The network monitoring content relies upon assets being created in the ArcSight asset 
model to represent what is internal to and external from the protected network. Some con-
tent also relies on e-mail and web servers being categorized.

Assets
ESM knows that an asset is internal only if an asset is created for it in a known internal 
address space. The content that reports on internal and external traffic requires that the 
assets it reports on be present in the ArcSight asset model. 

For instructions about how to configure assets, see “Configure Resources with Network-
Specific Values” on page 35.

Asset Categories
In order to activate content that references e-mail and web servers, your e-mail and web 
servers must be categorized in the Email asset category group (All Asset Catego-
ries/Site Asset Categories/Application/Type/Email), and your web servers 
must be categorized in the Web Server asset category group (All Asset Categories/
Site Asset Categories/Application/Type/Web Server). For tips about how to 
categorize groups of assets, see “Asset Categories” on page 30.

If you have created your own asset categories that are relevant to the top traffic dash-
boards, you can add those asset categories to the corresponding filter (All Filters/
ArcSight Foundation/Network Monitoring/Application Filters).

How to Interact with the Network Monitoring Content
The content in the Network Monitoring foundation all support three main sets of monitoring 
and reporting tools:

Filters: conditions that support functions in the other network monitoring resource 
layers.

Active Channel: the flow of live events from network monitoring device(s).

Dashboards: statistical summaries of live events from network monitoring device(s).

Reports: summaries of historical event data from network monitoring device(s).

The remaining sections describe the content that makes up these views and explains how 
to use it. 

As an option, you can perform this aggregation on the Argus device itself 
using a RAGATOR script and a configuration file that specifies the fields you 
wish to aggregate, those you wish to nullify, and those you wish to sum. This 
configuration should be done by the Argus administrator. 

If this network modeling is not performed, ESM will still function, but some 
network monitoring content will contain no data. 
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Network Monitoring Filters
The network monitoring filters express conditions that are used by the other network mon-
itoring and reporting resources. 

The sections below describe these filters. How the filters are used is discussed in the 
remaining Network Monitoring sections, as indicated.
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Application Filters
The Application Filters capture traffic to and from mail servers and web servers. They are 
consumed by the General dashboards and data monitors described in “General Dash-
boards” on page 262. 

These filters use two conditions. The first condition determines if the traffic is inbound or 
outbound. The second condition determines if the source or the target is a Mail or a Web 
server.

For example, External to Mail Server means External source to Internal target (i.e. 
inbound) and target is a Mail Server.

Mail Server Filters

Web Server Filters

Connector Filters
These filters define what network flow device activates the network monitoring content. By 
default, the Network Monitoring foundation operates on events from the Qosient Argus 
network flow system. For instructions about how to configure these filters for other net-
work flow systems, see “Configuration Overview” on page 246.

Filter Description

External to Mail Server This filter is looking for Argus events coming from the out-
side network targeting internal hosts categorized as mail 
servers.    

Internal to Mail Server This filter is looking for Argus events coming from inside 
the company network targeting internal hosts categorized 
as mail servers.    

Mail Server to External This filter is looking for Argus events coming from internal 
hosts categorized as mail servers targeting the outside net-
work. 

Filter Description

External to Web Server This filter is looking for Argus events coming from the out-
side network targeting internal hosts categorized as web 
servers.    

Internal to Web Server This filter is looking for Argus events coming from inside 
the company network targeting internal hosts categorized 
as web servers. 

Filter Description

Network Traffic Report-
ing Devices

This Filter is used to select your Network Traffic Reporting 
Devices. The default Network Traffic Reporting Device is 
Qosient Argus.    

Qosient Argus This filter is looking for events coming from the Argus con-
nectors. 
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DV Filters
These filters supply conditions for variables that promote consistent event statistics in 
report queries. Because all devices don’t report the same types of event data, these filters 
help ESM sort events with missing information with a consistent identifier. 

For example, if an event is does not have a value in the application protocol field, the Appli-
cation Protocol is NULL filter informs the variable set in the report Protocol Details by Host, 
which will then use the event’s target port and append the transport protocol (1234/TCP). 

These two filters inform variables for the following reports:

For more about the report queries these filters support, see “Network Monitoring Reports” 
on page 269. 

Filter Description

Application Protocol is 
NULL

This filter is used by a dependent variable to check whether 
the event target has an application protocol associated with 
it.    

Target Port is NULL This filter is used by a dependent variable to check whether 
the event target has a port number associated with it.    
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Moving Average Filters
These filters define events from network reporting devices (by default, Argus) that use spe-

cific transport protocols. The results are consumed by the moving average data monitors.

These filters are consumed by the data monitors that support the Traffic Moving Average 
dashboard: 

For more about how these filters are used by the various moving average data monitors, 
see “Network Monitoring Dashboards and Data Monitors” on page 259. 

Filter Description

ICMP Traffic This filter is looking for ICMP traffic.    

SYN Traffic This filter is looking for SYN (TCP transaction request) traf-
fic.    

TCP Traffic This filter is looking for TCP traffic.    

UDP Traffic This filter is looking for UDP traffic. 
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Network Traffic Filters
These Filters are used by almost all the Data Monitors and Report Queries to catch the 
Argus events and the inbound/outbound conditions. These Filters use the Network Filters 
(Inbound events, Outbound events) and the Network Traffic Reporting Devices filter.These 

filters are also used by resources in other foundation suites. 

The network traffic filters are consumed by the following report queries and trends:

Filter Description

Inbound Traffic This filter is looking for Argus events coming from the out-
side network targeting inside the company network.    

Inbound and Outbound 
Traffic

This filter is looking for Argus inbound events (external to 
internal) and Argus outbound events (internal to external). 
This filter is used by all the bandwidth-related Moving Aver-
age Data Monitors.    

Internal to Internal 
Traffic

This filter is looking for Argus events internal to the com-
pany network.    

Outbound Traffic This filter is looking for Argus events coming from inside 
the company network targeting the outside network.    
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For more about how these filters are used by network monitoring trends and queries, see 
“Network Monitoring Reports” on page 269.

They are also consumed by the following top traffic and bandwidth monitoring data moni-
tors:

For more about how these filters are used by network monitoring dashboards, see “Band-
width Usage Dashboards” on page 260, and “General Dashboards” on page 262. 
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Report Parameter Filters
The Report Parameter Filters are used only in the “SANS Top 5 Traffic Moving Average” 

Report as parameter filters. 

These filters look for at all the correlation events generated by the TCP, UDP, and ICMP 
Moving Average Data Monitors when the Moving Average goes up by 50% or more. When 
a 50% spike occurs, the filters find the correlation events named “ICMP Traffic Spike”, “TCP 
Traffic Spike”, or “UDP Traffic Spike”. The result sets are then read by the “SANS Top 5 Traf-
fic Moving Average” report. 

Filter Description

ICMP Traffic This Filter is used by a Report Parameter to select ICMP 
Traffic.    

TCP Traffic This Filter is used by a Report Parameter to select TCP Traf-
fic.    

UDP Traffic This Filter is used by a Report Parameter to select UDP Traf-
fic.    
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Network Monitoring Active Channel
The Network Monitoring foundation contains one active channel to monitor events from the 
Qosient Argus network monitoring device. 

This active channel shows all the events coming from the Argus SmartConnectors for the 
last 24 hours. 

How to Use the Network Monitoring Active Channel
Use this active channel to verify that events are being received from Argus as expected. 
This verifies that Connector configuration is correct. 

If you use a network monitoring device other than Qosient Argus and you 
created a filter other than the Qosient Argus filter (as outlined in “Configura-
tion Overview” on page 246), you should modify the Filter condition on the 
Argus Events active channel to point to the new filter(s).
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Network Monitoring Field Sets
The Network Monitoring foundation comes with one field set that focuses on the required 
fields from Qosient Argus.

Attacker

Target 

Ports

Bytes in

Bytes out

This field set is used by the Network Monitoring Active Channel. 

If you have configured your system to use a network flow device other than 
Argus, it is recommended that you: 

1. make a copy of the Argus field set and rename the copy

2. change any of the fields as appropriate for your network flow device

3. use the field set with a copy of the Network Monitoring active channel.
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Network Monitoring Dashboards and Data Monitors
Dashboards are made up of individual data monitors in a variety of graphical and tabular 
formats that summarize the live event flow and communicate the effect of event traffic on 
specific network systems. Like the instrument panel of a car, dashboards communicate the 
state of your enterprise from the various key systems that indicate network health.

Dashboards display live event data, and are part of regular daily monitoring and investiga-
tion. The Network Monitoring foundation operates on events from Argus (or whatever net-
work flow device you configured in “Configuration Overview” on page 246), and contains 
four main groups of dashboards:

Each dashboard in these groups is made up of one or more data monitors, which express 
the event conditions and specify the display format viewed in the dashboard. This section 
introduces each group of dashboards, their intended purpose, and how to interact with 
them. It also introduces the data monitors that make up the dashboard, and the other 
resources that support them. 
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Bandwidth Usage Dashboards
Bandwidth measures bytes in and bytes out per second. A sustained spike could indicate 
something wrong, such as a device not working or a user making a large request that 
might not be authorized.

For example, the inbound bandwidth dashboard shows three views: Inbound bandwidth in 
the last 10 minutes, the last hour, and last minute.

Figure 6-2 Check the bandwidth usage dashboards regularly to monitor bytes in and bytes 
out, and to detect unwarranted spikes.

Dashboard Description

Current Bandwidth This dashboard shows an overview of the current band-
width usage. This dashboard contains two data monitors: 
"Inbound Bandwidth - Last Minute" and "Outbound Band-
width - Last Minute". 

Inbound Bandwidth This dashboard shows an overview of the Inbound Band-
width. This dashboard contains 3 data monitors: "Inbound 
Bandwidth - Last 10 Minutes", "Inbound Bandwidth - Last 
Hour", and "Inbound Bandwidth - Last Minute". 
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Bandwidth Usage Data Monitors
The following data monitors contribute to the bandwidth usage dashboards:

These data monitors are described in more detail below: 

Outbound Bandwidth This dashboard shows an overview of the Outbound Band-
width. This dashboard contains 3 data monitors: "Outbound 
Bandwidth - Last 10 Minutes", "Outbound Bandwidth - Last 
Hour", and "Outbound Bandwidth - Last Minute". 

Data Monitor Description

Inbound Bandwidth - 
Last Minute

This Moving Average Data Monitor shows the inbound 
bandwidth (bytes/sec) for the last minute. The bandwidth 
values are updated every 5 seconds.    

Outbound Bandwidth - 
Last Minute

This Moving Average Data Monitor shows the outbound 
bandwidth (bytes/sec) for the last minute. The bandwidth 
values are updated every 5 seconds.    

Inbound Bandwidth - 
Last 10 Minutes

This Moving Average Data Monitor shows the average 
inbound bandwidth (bytes/sec) for the last 10 minutes. The 
values are updated every 30 seconds.    

Dashboard Description
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General Dashboards
The General dashboards show the top traffic to mail and web servers, and traffic moving 
average for TCP, UDP, ICMP, and SYN protocols.

The General dashboards are described in more detail below:

Inbound Bandwidth - 
Last Hour

This Moving Average Data Monitor shows the average 
inbound bandwidth (bytes/sec) for the last hour. The values 
are updated every 5 minutes.    

Outbound Bandwidth - 
Last 10 Minutes

This Moving Average Data Monitor shows the average out-
bound bandwidth (bytes/sec) for the last 10 minutes. The 
values are updated every 30 seconds.    

Outbound Bandwidth - 
Last Hour

This Moving Average Data Monitor shows the average out-
bound bandwidth (bytes/sec) for the last hour. The values 
are updated every 5 minutes.    

Configuration Tip: The Top Traffic to Mail and Web Servers dashboards 
monitor traffic that targets internal assets. In order to activate these dash-
boards, your mail servers must be categorized in the Email asset category 
group (All Asset Categories/Site Asset Categories/Application/
Type/Email), and your web servers must be categorized in the Web Server 
asset category group (All Asset Categories/Site Asset Categories/
Application/Type/Web Server). For tips about how to categorize groups of 
assets, see “Asset Categories” on page 30.

If you have created your own asset categories that are relevant to the top 
traffic dashboards, you can add those asset categories to the corresponding 
filter (All Filters/ArcSight Foundation/Network Monitoring/Applica-
tion Filters).

Dashboard Description

Top Traffic to Mail 
Server

This dashboard shows an overview of the traffic targeting 
internal hosts categorized as mail servers. This dashboard 
contains 4 data monitors: "Top Traffic from External to Mail 
Server (Request)", "Top Traffic from External to Mail Server 
(Response)", "Top Traffic from Internal to Mail Server 
(Request)", and "Top Traffic from Internal to Mail Server 
(Response)".    

Top Traffic to Web 
Server

This dashboard shows an overview of the traffic targeting 
internal hosts categorized as web servers. This dashboard 
contains 4 data monitors: "Top Traffic from External to Web 
Server (Request)", "Top Traffic from External to Web Server 
(Response)", "Top Traffic from Internal to Web Server 
(Request)", and "Top Traffic from Internal to Web Server 
(Response)".    

Traffic Moving Average This dashboard a moving average of the ICMP, SYN, and 
UDP traffic. This dashboard contains 3 data monitors: "Traf-
fic Moving Average (ICMP)", "Traffic Moving Average 
(SYN)", and "Traffic Moving Average (UDP)".    

Data Monitor Description
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General Data Monitors
The General data monitors calculate the top traffic to and from mail and web servers. 

The Traffic Moving Average data monitors send a correlation event called “ICMP Traffic 
Spike”, “TCP Traffic Spike”, or “UDP Traffic Spike” if the average number of packets goes up 
by 50% or more in a 5-minute time frame. The correlation events are detected by the 
Report Parameter Filters and the Network Monitoring rules, and are consumed by the SANS 
Top 5 Traffic Moving Average report. 

These data monitors are described in more detail below: 

Data Monitor Description

Top Traffic from Exter-
nal to Mail Server 
(Request)

This data monitor shows the 10 external source hosts with 
the highest amount of traffic targeting internal hosts cate-
gorized as mail servers. This data monitor focuses on the 
total number of bytes contained in the requests the exter-
nal source hosts are sending to the mail servers.    

Top Traffic from Exter-
nal to Mail Server 
(Response)

This data monitor shows the 10 external source hosts with 
the highest amount of traffic targeting internal hosts cate-
gorized as mail servers. This data monitor focuses on the 
total number of bytes contained in the responses the exter-
nal source hosts are sending to the mail servers.    
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Top Traffic from Inter-
nal to Mail Server 
(Request)

This data monitor shows the 10 internal source hosts with 
the highest amount of traffic targeting internal hosts cate-
gorized as mail servers. This data monitor focuses on the 
total number of bytes contained in the requests the internal 
source hosts are sending to the mail servers.    

Top Traffic from Inter-
nal to Mail Server 
(Response)

This data monitor shows the 10 internal source hosts with 
the highest amount of traffic targeting internal hosts cate-
gorized as mail servers. This data monitor focuses on the 
total number of bytes contained in the response the inter-
nal source hosts get from the mail servers.    

Top Traffic from Exter-
nal to Web Server 
(Request)

This data monitor shows the 10 external source hosts with 
the highest amount of traffic targeting internal hosts cate-
gorized as web servers. This data monitor focuses on the 
total number of bytes contained in the requests the exter-
nal source hosts are sending to the web servers.    

Top Traffic from Exter-
nal to Web Server 
(Response)

This data monitor shows the 10 external source hosts with 
the highest amount of traffic targeting internal hosts cate-
gorized as web servers. This data monitor focuses on the 
total number of bytes contained in the responses the exter-
nal source hosts are sending to the web servers.    

Top Traffic from Inter-
nal to Web Server 
(Request)

This data monitor shows the 10 internal source hosts with 
the highest amount of traffic targeting internal hosts cate-
gorized as web servers. This data monitor focuses on the 
total number of bytes contained in the requests the internal 
source hosts are sending to the web servers.    

Top Traffic from Inter-
nal to Web Server 
(Response)

This data monitor shows the 10 internal source hosts with 
the highest amount of traffic targeting internal hosts cate-
gorized as web servers. This data monitor focuses on the 
total number of bytes contained in the response the inter-
nal source hosts get from the web servers.    

Traffic Moving Average 
(ICMP)

This data monitor shows a moving average of the incoming 
ICMP traffic. This data monitor shows the moving average 
of the number of ICMP packets per minute for the last hour 
using twelve 5-minutes buckets.    

Traffic Moving Average 
(SYN)

This data monitor shows a moving average of the incoming 
SYN traffic (TCP connection requests). This data monitor 
shows the moving average of the number of SYN packets 
per minute for the last hour using twelve 5-minutes buck-
ets.    

Traffic Moving Average 
(TCP)

This data monitor shows a moving average of the incoming 
UDP traffic. This data monitor shows the moving average of 
the number of UDP packets per minute for the last hour 
using twelve 5-minutes buckets.    

Traffic Moving Average 
(UDP)

This data monitor shows a moving average of the incoming 
UDP traffic. This data monitor shows the moving average of 
the number of UDP packets per minute for the last hour 
using twelve 5-minutes buckets.    

Data Monitor Description
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Inbound Traffic Dashboards
The Inbound Traffic dashboards show various statistics for inbound traffic. 

Inbound Traffic Data Monitors
The Inbound Traffic Data Monitors track bytes in for bandwidth-related dashboards. To get 
consistent statistics, Variables track requests as bytes in and responses as bytes out.

Dashboard Description

Inbound Traffic Moving 
Average

This dashboard shows a moving average of the inbound 
traffic (i.e. external network to internal network) for the 
last hour. This dashboard contains 2 data monitors: 
"Inbound Traffic Moving Average (Request)" and "Inbound 
Traffic Moving Average (Response)".    

Top Inbound Traffic by 
Application Protocol

This dashboard shows an overview of the inbound traffic 
(i.e. external network to internal network) by application 
protocol. This dashboard contains 2 data monitors: "Top 
Inbound Traffic by Application Protocol (Request)" and "Top 
Inbound Traffic by Application Protocol (Response)".    

Top Inbound Traffic by 
Host

This dashboard shows an overview of the inbound traffic 
(i.e. external network to internal network) by source host. 
This dashboard contains 2 data monitors: "Top Inbound 
Traffic by Host (Request)" and "Top Inbound Traffic by Host 
(Response)".    
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These data monitors are described in more detail below. 

Outbound Traffic Dashboards
The Outbound Traffic dashboards show various statistics for outbound traffic. 

Data Monitor Description

Inbound Traffic Moving 
Average (Request)

This data monitor shows a moving average of the inbound 
traffic (i.e. external network to internal network). This data 
monitor focuses on the bytes contained in the requests the 
external hosts are sending to the internal hosts. This data 
monitor shows the average amount of bytes/sec for the last 
hour using twelve 5-minutes buckets.    

Inbound Traffic Moving 
Average (Response)

This data monitor shows a moving average of the inbound 
traffic (i.e. external network to internal network). This data 
monitor focuses on the bytes contained in the responses 
the external hosts get from the internal hosts. This data 
monitor shows the average amount of bytes/sec for the last 
hour using twelve 5-minutes buckets.    

Top Inbound Traffic by 
Application Protocol 
(Request)

This data monitor shows the 10 application protocols with 
the highest amount of inbound traffic (i.e. external network 
to internal network). This data monitor focuses on the total 
number of bytes by application protocol contained in the 
requests the external hosts are sending to the internal 
hosts.    

Top Inbound Traffic by 
Application Protocol 
(Response)

This data monitor shows the 10 application protocols with 
the highest amount of inbound traffic (i.e. external network 
to internal network). This data monitor focuses on the total 
number of bytes by application protocol contained in the 
responses the external hosts get from the internal hosts.    

Top Inbound Traffic by 
Host (Request)

This data monitor shows the 10 source hosts with the high-
est amount of inbound traffic (i.e. external network to 
internal network). This data monitor focuses on the total 
number of bytes contained in the requests the host is send-
ing to the internal network.    

Top Inbound Traffic by 
Host (Response)

This data monitor shows the 10 source hosts with the high-
est amount of inbound traffic (i.e. external network to 
internal network). This data monitor focuses on the total 
number of bytes contained in the responses the host gets 
from the external network.    

Dashboard Description

Outbound Traffic Mov-
ing Average

This dashboard shows a moving average of the outbound 
traffic (i.e. internal network to external network) for the 
last hour. This dashboard contains 2 data monitors: "Out-
bound Traffic Moving Average (Request)" and "Outbound 
Traffic Moving Average (Response)".    

Top Outbound Traffic by 
Application Protocol

This dashboard shows an overview of the outbound traffic 
(i.e. internal network to external network) by application 
protocol. This dashboard contains 2 data monitors: "Top 
Outbound Traffic by Application Protocol (Request)" and 
"Top Outbound Traffic by Application Protocol (Response)".    
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Outbound Traffic Data Monitors
The outbound traffic data monitors track bytes out for bandwidth-related dashboards. 

These data monitors are described in more detail below. 

Top Outbound Traffic by 
Host

This dashboard shows an overview of the outbound traffic 
(i.e. internal network to external network) by source host. 
This dashboard contains 2 data monitors: "Top Outbound 
Traffic by Host (Request)" and "Top Outbound Traffic by 
Host (Response)".    

Data Monitor Description

Outbound Traffic Mov-
ing Average (Request)

This data monitor shows a moving average of the outbound 
traffic (i.e. internal network to external network). This data 
monitor focuses on the bytes contained in the requests the 
internal hosts are sending to the external hosts. This data 
monitor shows the average amount of bytes/sec for the last 
hour using twelve 5-minutes buckets.    

Outbound Traffic Mov-
ing Average (Response)

This data monitor shows a moving average of the outbound 
traffic (i.e. internal network to external network). This data 
monitor focuses on the bytes contained in the responses 
the internal hosts get from the external hosts. This data 
monitor shows the average amount of bytes/sec for the last 
hour using twelve 5-minutes buckets.    

Dashboard Description
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Top Outbound Traffic by 
Application Protocol 
(Request)

This data monitor shows the 10 application protocols with 
the highest amount of outbound traffic (i.e. internal net-
work to external network). This data monitor focuses on 
the total number of bytes by application protocol contained 
in the requests the internal hosts are sending to the exter-
nal hosts.    

Top Outbound Traffic by 
Application Protocol 
(Response)

This data monitor shows the 10 application protocols with 
the highest amount of outbound traffic (i.e. internal net-
work to external network). This data monitor focuses on 
the total number of bytes by application protocol contained 
in the responses the internal hosts get from the external 
hosts.    

Top Outbound Traffic by 
Host (Request)

This data monitor shows the 10 source hosts with the high-
est amount of outbound traffic (i.e. internal network to 
external network). This data monitor focuses on the total 
number of bytes contained in the requests the internal host 
is sending to the external network.    

Top Outbound Traffic by 
Host (Response)

This data monitor shows the 10 source hosts with the high-
est amount of outbound traffic (i.e. internal network to 
external network). This data monitor focuses on the total 
number of bytes contained in the responses the internal 
host gets from the external network.    

Data Monitor Description
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Network Monitoring Reports
The reporting tools for ESM 4.0 have been significantly expanded and improved to be more 
robust, more configurable, and more flexible. 

The Network Monitoring foundation provides a system of reporting tools that together pro-
vide a comprehensive summary of activity from network flow devices. These views are 
organized into groups depending on what level of detail you need to see:

Executive Summaries. Executive summary reports provide high-level analysis of 
network monitoring activity for management reports. These views show overall trends 
and 

Operational Summaries. The operational summary reports are intended for SOC 
operators and analysts for daily network monitoring and triage-level investigation. 

Details. The detailed reports are intended for incident responders and analysts who 
need access to relevant event details in order to investigate situations that arise from 
monitoring reports in the operational summaries. 

SANS Top 5 Reports. The SANS Top 5 reports that are relevant to network monitor-
ing are those that address SANS section 5. Other SANS Top 5 reports are contained in 
other system content foundation suites. 

Network Monitoring Trends
Trends are ArcSight resources that define how and over what time period data will be 
aggregated and evaluated for trends. A trend gathers data on a defined schedule and time 
duration, which can then be queried in order to show specific trends in data over time. 

The Network Monitoring foundation contains four trends that gather data about inbound 
and outbound traffic. This data is used by several Network Monitoring reports. 
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These trends are described in more detail below:

These trends store values by the hour. For example, the Overall Traffic trend calculates the 
total number of incoming bytes and outgoing bytes in the past hour. Once the trend data is 
stored in the trend table, the data is available to be queried for reports.

The following Network Monitoring queries and reports consume data from these trends:

You can also build your own reports based on the data gathered in these trends. You can 
build any report that requires data over a 24-hour, weekly, or monthly time frame. You can 
even build a yearly report that shows a sum of activity over the last 12 months. 

For a yearly summary report, you only have to query on 24 x 365 (~10,000) rows instead 
of all the events in the database for the last year. 

These trends do not support minute-by-minute details, but they can be used to extract 
summaries that span an hour or more.

Trend Description

Inbound Traffic by 
Application Protocol

This trend runs every hour using the "Inbound Traffic" 
query. The trend table stores the total number of bytes 
contained in the requests and responses and group them 
by application protocol, target port, and hour.    

Outbound Traffic by 
Application Protocol

This trend runs every hour using the "Outbound Traffic" 
query. The trend table stores the total number of bytes 
contained in the requests and responses and group them 
by application protocol, target port, and hour.    

Overall Traffic This trend runs every day using the "Overall Traffic" query. 
The trend table stores the total number of Incoming Bytes 
and Outgoing Bytes per hour.
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Executive Summaries Reports
The executive summary reports show high-level views of network inbound and outbound 
traffic on a daily, weekly, monthly, and quarterly basis. 
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These summaries show general summaries of traffic over daily, weekly, monthly, and quar-

terly time frames that can be used for regular operational reporting. 

Report Description

Daily Traffic Summary This Report shows a daily traffic summary. The Report con-
tains one line chart showing the number of BytesIN, Byte-
sOUT, and total number of Bytes (BytesIN + BytesOUT).    

Monthly Traffic Sum-
mary

This report shows an executive summary of the traffic for 
the last month. The Report contains one line chart with two 
set of values. The first set of values is the total number of 
bytes for the incoming traffic, and the second set of values 
is the total number of bytes for the outgoing traffic. These 
values are grouped by week.    

Quarterly Traffic Sum-
mary

This report shows an executive summary of the traffic for 
the last quarter. The Report contains one line chart with two 
set of values. The first set of values is the total number of 
bytes for the incoming traffic, and the second set of values 
is the total number of bytes for the outgoing traffic. These 
values are grouped by week.    
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Executive Summary Queries
These queries supply the data for the executive summaries reports. 

These queries are described in more detail below.

Weekly Traffic Sum-
mary

This report shows an executive summary of the traffic for 
the last week. The Report contains one line chart with two 
set of values. The first set of values is the total number of 
bytes for the incoming traffic, and the second set of values 
is the total number of bytes for the outgoing traffic. These 
values are grouped by day.    

Query Description

Overall Traffic This query is used by the "Overall Traffic" trend. This query 
looks for the overall number of incoming bytes and outgo-
ing bytes. The incoming bytes are the sum of the number of 
bytes in the requests in the inbound events (i.e. external 
network to internal network) and the number of bytes in 
the responses in the outbound events (i.e. internal network 
to external network). The outgoing bytes are the sum of 
the number of bytes in the requests in the outbound events 
(i.e. internal network to external network) and the number 
of bytes in the responses in the inbound events (i.e. exter-
nal network to internal network).    

Report Description
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Operational Summaries Reports
Operational summaries show more detail about inbound/outbound traffic, and provide sta-
tistics, such as top protocols and top source hosts. 

Basic reports usually cover the last hour of events. Summaries provide an overview of daily 
and weekly activity. 

The operational summaries also contain focused reports. A focused report is a query that 
can be run multiple times on the same set of data with a focus on one parameter variable. 
For example, the report Inbound Traffic by Protocol can show a summary of all transport 
protocols used in a given data set, or it can be focused on a particular transport protocol, 
such as HTTP. 

The operational summaries reports are divided into the following groups, which are dis-
cussed in more detail in the sections that follow:

Traffic Snapshot

Bandwidth Utilization 

Inbound Traffic

Outbound Traffic

Overall Traffic - By Day This Query selects the number of Incoming Bytes, Outgoing 
Bytes, and Total Bytes (Incoming Bytes + Outgoing Bytes) 
in the "Overall Traffic" Trend Table and groups the values by 
day.

Overall Traffic - By Hour This Query selects the number of Incoming Bytes, Outgoing 
Bytes, and Total Bytes (Incoming Bytes + Outgoing Bytes) 
in the "Overall Traffic" Trend Table and groups the values by 
hour.

Overall Traffic - By 
Month

This Query selects the number of Incoming Bytes, Outgoing 
Bytes, and Total Bytes (Incoming Bytes + Outgoing Bytes) 
in the "Overall Traffic" Trend Table and groups the values by 
month.

Query Description
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Traffic Snapshot Report
The top 10 attackers, targets, and protocols are rolled up in the Traffic Snapshot report. 

Report Description

Traffic Snapshot This Report contains three tables. The first table shows the Top 
10 Protocols, the second chart shows the Top 10 Attackers, and 
the third chart shows the Top 10 Targets.
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Traffic Snapshot Queries
The traffic snapshot queries find the current values for the top 10 protocols, attackers, and 
targets, and consolidate them into one report. 

These queries are described in more detail below:

Query Description

Top Attackers This Query selects the Attacker Address/Zone with the highest 
number of Total Bytes (Bytes In + Bytes Out) in the last hour.

Top Protocols This Query selects the Protocol with the highest number of Total 
Bytes (Bytes In + Bytes Out) in the last hour.

Top Targets This Query selects the Target Address/Zone with the highest 
number of Total Bytes (Bytes In + Bytes Out) in the last hour.
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Bandwidth Utilization Reports
The bandwidth utilization reports provide statistics about bytes in and bytes out. 
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Bandwidth Utilization Queries
The Bandwidth Utilization queries supply conditions for the Bandwidth Utilization reports. 

The Bandwidth Utilization queries are described in more detail below.

Query Description

Bandwidth Utilization - 
By Hour

This Query selects the average number of Bytes In and 
Bytes Out per second for the inbound and outbound traffic 
and groups the values by hour.

Bandwidth Utilization - 
By Minute

This Query selects the average number of Bytes In and 
Bytes Out per second for the inbound and outbound traffic 
and groups the values by minute.
ArcSight Confidential ArcSight System Content 279



6  Network Monitoring Foundation
These queries are used by the following network monitoring queries and reports:

Overall Traffic This Query is used by the "Overall Traffic" Trend. This Query 
looks for the overall number of incoming bytes and outgo-
ing bytes. The incoming bytes are the sum of the number of 
bytes in the requests in the inbound events (i.e. external 
network to internal network) and the number of bytes in 
the responses in the outbound events (i.e. internal network 
to external network). The outgoing bytes are the sum of 
the number of bytes in the requests in the outbound events 
(i.e. internal network to external network) and the number 
of bytes in the responses in the inbound events (i.e. exter-
nal network to internal network).

Query Description
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Inbound Traffic Reports
Inbound traffic reports provide statistics about traffic inbound to your network. 
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Inbound Traffic Reports
The Top Protocols and Top Source Hosts provide a profile of the traffic coming into your 
network. From these views, you can get a profile of regular inbound traffic, and be able to 

spot spikes and trends.

Report Description

Inbound Traffic - Top 
Protocols

This report shows an operational summary of the inbound 
traffic usage by protocol. It contains three charts and a 
description field which includes a description of the charts. 
The first pie chart shows the application protocols with the 
highest total number of bytes contained in the requests, 
the second pie chart shows the application protocols with 
the highest total number of bytes contained in the 
responses, and the bar chart shows the repartition of the 
inbound traffic by transport protocol (only includes the 
requests).
282 ArcSight System Content ArcSight Confidential



6  Network Monitoring Foundation
Inbound Traffic Summaries
These reports show operational summaries of inbound traffic by the day and by the week. 
The daily summary graphs bytes in and bytes out for each hour of the day. The weekly 

summary shows a tally of bytes in and bytes out of the network for each day of the week.

Inbound Traffic - Top 
Source Hosts

This report shows an operational summary of the inbound 
traffic usage by source hosts. It contains two charts and 
two description fields which include a description of the 
charts. The first chart shows the source hosts with the 
highest total number of bytes contained in the requests and 
the second chart shows the source hosts with the highest 
total number of bytes contained in the responses.

Report Description

Inbound Traffic - Daily 
Summary

This report shows an operational summary of the inbound 
traffic usage for the last day. The first chart shows the total 
number of bytes contained in the requests by hour. The 
second chart shows the total number of bytes contained in 
the responses by hour.

Inbound Traffic - 
Weekly Summary

This report shows an operational summary of the inbound 
traffic usage for the last week. The first chart shows the 
total number of bytes contained in the requests by day. The 
second chart shows the total number of bytes contained in 
the responses by day.

Report Description
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Inbound Traffic Focused Reports
This group contains one focused report definition generated from the Inbound Traffic by 
Protocol - Weekly Summary focusable report. This definition focuses on inbound traffic that 
uses HTTP. Because it’s likely that you might run this particular focused report more than 
once, this focused report definition is saved. 

 Inbound Traffic by 
Protocol - Weekly Sum-
mary (focusable report)

This report shows an operational summary of the inbound 
traffic usage for the last week. The first chart shows the 
total number of bytes contained in the requests by day. The 
second chart shows the total number of bytes contained in 
the responses by day. This is a focusable report which 
allows a user to specify the application protocol he wants to 
focus on.

Report Description
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As needed, you can use the Inbound Traffic by Protocol - Weekly Summary report to create 

additional focused reports for other application protocols.

To create a focused report that focuses on another protocol:
1 Right-click the focusable report Inbound Traffic by Protocol - Weekly Summary (All 

Reports/ArcSight Foundation/Network Monitoring/Operational Sum-
maries/Inbound Traffic/Summaries/Inbound Traffic by Protocol - 
Weekly Summary) and select New Focused Report.

Report Description

Inbound http Traffic - 
Weekly Summary

This focused report shows an operational summary of the 
inbound http traffic usage for the last week. The first chart 
shows the total number of bytes contained in the requests 
by day. The second chart shows the total number of bytes 
contained in the responses by day. This is a focused report 
depending on the "Inbound Traffic by Protocol - Weekly 
Summary" Report.
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2 In the Focused Report Editor in the Inspect/Edit panel on the Attributes tab, fill in the 
following values and click Apply:

You can add more details to the focused report to help you keep track of it in your own 
system, such as external ID, alias, owner, and creation information.

3 At the Parameters tab, you can change any of the values by removing the checkmark 
from the Use Default column. To specify the parameter you want the report to focus 
on, scroll down to Custom Parameters in the Reports Parameters section and do the 
following:

To run a focused report:
1 Right-click the focused report and select Run > Report with defaults.

2 In the ArcSight Console dialog box, click Open to view the report in a browser on 
screen, or click Save to save the report output to the default reports directory.

Field Value

Name Enter a name for the focused report, such as Inbound TCP Traf-
fic by 

Source Report This field is automatically filled in by the parent report and is 
not editable.

Description Add a description of the report to clarify what it does for other 
users. 

Field Value

StartTime To change the time range over which the data is gathered, 
remove the “Use Default” checkmark and either select a new 
start time from the drop-down menu, or enter a new start time 

manually from the  menu.

EndTime To change the data end time, remove the “Use Default” check-
mark and either select a new end time from the drop-down 

menu, or enter a new end time manually from the  menu.

Application 
Protocol

Remove the “Use Default” checkmark and enter the application 
protocol you want to report on, such as ftp.
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Inbound Traffic Queries
The Inbound Traffic queries gather the data about inbound bytes that is consumed by the 
Inbound Traffic reports.

These queries are described in more detail below:

Query Description

Inbound Traffic by 
Application Protocol

This query looks for inbound events (i.e. external network 
to internal network) and groups them by application proto-
col. The query returns the application protocol and the cor-
responding sums of bytesIn (request) and bytesOut 
(response).    

Inbound Traffic by 
Source Host

This query looks for inbound events (i.e. external network 
to internal network) and groups them by attacker address 
and attacker zone name. The query returns the attacker 
address, the attacker zone name, and the corresponding 
sums of bytesIn (request) and bytesOut (response).    

Inbound Traffic by 
Transport Protocol

This query looks for inbound events (i.e. external network 
to internal network) and groups them by transport proto-
col. The query returns the transport protocol and the corre-
sponding sums of bytesIn (request) and bytesOut 
(response).    
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The Inbound Traffic queries are used by the following network monitoring queries and 
reports:

Inbound Traffic This query is used by the Inbound Traffic by Application 
Protocol trend. This query looks for inbound events (i.e. 
external network to internal network) and returns the sums 
of bytesIn (request) and bytesOut (response) grouped by 
target port, application protocol, and hour.    

Inbound Traffic - Daily This query retrieves the information stored in the Inbound 
Traffic by Application Protocol trend. The query returns the 
sums of bytesIn (request) and bytesOut (response) and 
groups them by day.    

Inbound Traffic - Hourly This query retrieves the information stored in the Inbound 
Traffic by Application Protocol trend. The query returns the 
sums of bytesIn (request) and bytesOut (response) and 
groups them by hour.    

Inbound Traffic by 
Application Protocol - 
Daily

This query retrieves the information stored in the Inbound 
Traffic by Application Protocol trend. The query returns the 
sums of bytesIn (request) and bytesOut (response) and 
groups them by day. This query also allows the user to 
choose a specific application protocol in order to create a 
focused report such as the Inbound http Traffic Last Week 
report.    

Query Description
288 ArcSight System Content ArcSight Confidential



6  Network Monitoring Foundation
Outbound Traffic Reports
Outbound traffic reports provide statistics about traffic going out from your network. 
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Outbound Traffic Reports
The Top Protocols and Top Source Hosts provide a profile of the traffic going out of your 
network. From these views, you can get a profile of regular outbound traffic, and be able to 

spot spikes and trends.

Report Description

Outbound Traffic - Top 
Protocols

This report shows an operational summary of the outbound 
traffic usage by protocol. It contains three charts and a 
description field which includes a description of the charts. 
The first pie chart shows the application protocols with the 
highest total number of bytes contained in the requests, 
the second pie chart shows the application protocols with 
the highest total number of bytes contained in the 
responses, and the bar chart shows the repartition of the 
outbound traffic by transport protocol (only includes the 
requests).
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Outbound Traffic Summaries
These reports show operational summaries of outbound traffic by the day and by the week. 
The daily summary graphs bytes in and bytes out for each hour of the day. The weekly 

summary shows a tally of bytes in and bytes out of the network for each day of the week.

Outbound Traffic - Top 
Source Hosts

This report shows an operational summary of the outbound 
traffic usage by source hosts. It contains two charts and 
two description fields which include a description of the 
charts. The first chart shows the source hosts with the 
highest total number of bytes contained in the requests and 
the second chart shows the source hosts with the highest 
total number of bytes contained in the responses.

Report Description

Outbound Traffic - Daily 
Summary

This report shows an operational summary of the outbound 
traffic usage for the last day. The first chart shows the total 
number of bytes contained in the requests by hour. The 
second chart shows the total number of bytes contained in 
the responses by hour.

Outbound Traffic - 
Weekly Summary

This report shows an operational summary of the outbound 
traffic usage for the last week. The first chart shows the 
total number of bytes contained in the requests by day. The 
second chart shows the total number of bytes contained in 
the responses by day.

Report Description
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Outbound Traffic Focused Reports
This group contains one focused report definition generated from the Outbound Traffic by 
Protocol - Weekly Summary focusable report. This definition focuses on outbound traffic 
that uses HTTP. Because it’s likely that you might run this particular focused report more 
than once, this focused report definition is saved. 

 Outbound Traffic by 
Protocol - Weekly Sum-
mary

This report shows an operational summary of the outbound 
traffic usage for the last week. The first chart shows the 
total number of bytes contained in the requests by day. The 
second chart shows the total number of bytes contained in 
the responses by day. This is a focusable report which 
allows a user to specify the application protocol he wants to 
focus on.

Report Description
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As needed, you can use the Outbound Traffic by Protocol - Weekly Summary report to cre-

ate additional focused reports for other application protocols.

For instructions about how to create new focused reports based on the Outbound Traffic by 
Protocol focusable report, see “To create a focused report that focuses on another proto-
col:” on page 285.

Report Description

Outbound http Traffic - 
Weekly Summary

This focused report shows an operational summary of the 
outbound http traffic usage for the last week. The first chart 
shows the total number of bytes contained in the requests 
by day. The second chart shows the total number of bytes 
contained in the responses by day. This is a focused report 
depending on the "Outbound Traffic by Protocol - Weekly 
Summary" Report.
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Outbound Traffic Queries
The Outbound Traffic queries gather the data about outbound bytes that is consumed by 
the Outbound Traffic reports.

These queries are described in more detail below:

Query Description

Outbound Traffic by 
Application Protocol

This query looks for outbound events (i.e. internal network 
to external network) and groups them by application proto-
col. The query returns the application protocol and the cor-
responding sums of bytesIn (request) and bytesOut 
(response).    

Outbound Traffic by 
Source Host

This query looks for outbound events (i.e. internal network 
to external network) and groups them by attacker address 
and attacker zone name. The query returns the attacker 
address, the attacker zone name, and the corresponding 
sums of bytesIn (request) and bytesOut (response).    
294 ArcSight System Content ArcSight Confidential



6  Network Monitoring Foundation
The Inbound Traffic queries are used by the following network monitoring queries and 
reports:

Outbound Traffic by 
Transport Protocol

This query looks for outbound events (i.e. internal network 
to external network) and groups them by transport proto-
col. The query returns the transport protocol and the corre-
sponding sums of bytesIn (request) and bytesOut 
(response).    

Outbound Traffic This query is used by the Outbound Traffic by Application 
Protocol trend. This query looks for outbound events (i.e. 
internal network to external network) and returns the sums 
of bytesIn (request) and bytesOut (response) grouped by 
target port, application protocol, and hour.    

Outbound Traffic - Daily This query retrieves the information stored in the Outbound 
Traffic by Application Protocol trend. The query returns the 
sums of bytesIn (request) and bytesOut (response) 
grouped by day.    

Outbound Traffic - 
Hourly

This query retrieves the information stored in the Outbound 
Traffic by Application Protocol trend. The query returns the 
sums of bytesIn (request) and bytesOut (response) and 
groups them by hour.    

Outbound Traffic by 
Application Protocol - 
Daily

This query retrieves the information stored in the Outbound 
Traffic by Application Protocol trend. The query returns the 
sums of bytesIn (request) and bytesOut (response) and 
groups them by day. This query also allows the user to 
choose a specific application protocol in order to create a 
focused report such as the Outbound http Traffic Last Week 
report.    

Query Description
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Detail Reports
The Detail report groups contain a series of reports that provide traffic details by host and 
by application protocol. All of the reports are focusable, which means you can run the sta-
tistics for one particular host or IP address range or application protocol.
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The samples below show the Details by Protocol reports. 
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The Details reports are described in more detail below:

Report Description

Detailed Traffic by Host This report shows a chart of the total bytes (in and out) by 
host, a second chart of the total bytes by protocol and a 
detailed table showing the bytes in, bytes out and total 
bytes for each protocol by host.

Protocol Details by Host This Focusable Report shows the Application Protocol repar-
tition for a specific Host. The Report contains one chart and 
one table. The chart shows the Top 5 Protocols with the 
total number of Bytes (BytesIN + BytesOUT). The table 
shows the details for the Top Protocols (BytesIN, BytesOUT, 
and Total Number of Bytes).

Target Details by Host This Focusable Report shows the Top Targets for a specific 
host. This Report contains one chart and one table. The 
chart shows the Top 5 Targets and the table shows the 
details of the Top Targets.

Attacker Details by Pro-
tocol

This Focusable Report shows the Top Attackers for a specific 
Application Protocol. This Report contains one chart and 
one table. The chart shows the Top 5 Attackers and the 
table shows the details of the Top Attackers.

Detailed Traffic by Pro-
tocol

This Focusable Report shows the Traffic for a specific Appli-
cation Protocol. The Report contains two charts and one 
table. The first chart shows the Top 5 Attackers, the second 
chart shows the Top 5 Targets, and the table shows the Top 
Attacker-Target Pairs.

Target Details by Proto-
col

This Focusable Report shows the Top Targets for a specific 
Application Protocol. This Report contains one chart and 
one table. The chart shows the Top 5 Targets and the table 
shows the details of the Top Targets.
298 ArcSight System Content ArcSight Confidential



6  Network Monitoring Foundation
Detail Reports Queries
These queries supply the data for the Detail reports. 

The Detail by Host and by Protocol queries are described in more detail below:

Query Description

Protocol Details by Host This Query selects the number of Bytes In, Bytes Out, and 
Total Bytes (Bytes In + Bytes Out) for a specific Attacker 
Address/Zone and groups the values by Protocol, Target 
Address, and Target Zone.

Target Details by Host This Query selects the number of Bytes In, Bytes Out, and 
Total Bytes (Bytes In + Bytes Out) for a specific Attacker 
Address/Zone and groups the values by Target Address and 
Target Zone.

Top Protocols by Host This Query selects the Protocols with the highest number of 
Total Bytes (Bytes In + Bytes Out) for a specific Attacker 
Address/Zone.

Top Targets by Host This Query selects the Target Address/Zone with the high-
est number of Total Bytes (Bytes In + Bytes Out) for a spe-
cific Attacker Address/Zone.
ArcSight Confidential ArcSight System Content 299



6  Network Monitoring Foundation
The Detail by Host and by Protocol queries support the following Network Monitoring 
reports:

Attacker Details by Pro-
tocol

This Query selects the number of Bytes In, Bytes Out, and 
Total Bytes (Bytes In + Bytes Out) for a specific Application 
Protocol and groups them by Attacker Address and Attacker 
Zone.

Target Details by Proto-
col

This Query selects the number of Bytes In, Bytes Out, and 
Total Bytes (Bytes In + Bytes Out) for a specific Application 
Protocol and groups them by Target Address and Target 
Zone.

Top Attackers by Proto-
col

This Query selects the Attacker/Zone with the highest num-
ber of Total Bytes (Bytes In + Bytes Out) for a specific 
Application Protocol.

Top Attacker-Target 
Pairs by Protocol

This Query selects the Attacker-Target pairs with the high-
est number of Total Bytes (Bytes In + Bytes Out) for a spe-
cific Application Protocol and groups them by Attacker 
Address, Attacker Zone, Target Address and Target Zone.

Top Targets by Protocol This Query selects the Target/Zone with the highest num-
ber of Total Bytes (Bytes In + Bytes Out) for a specific 
Application Protocol.

Query Description
300 ArcSight System Content ArcSight Confidential



6  Network Monitoring Foundation
SANS Top 5 Reports for Network Monitoring
The SANS Top 5 Reports for Network Monitoring focus on SANS section 5, Suspicious or 
Unauthorized Network Traffic.

A good place to start is the Traffic Moving Average report. This report uses the Traffic Spike 
Rule Fired Events query, which looks for correlation events from the Network Monitoring 
rules (described in “Network Monitoring Rules” on page 305). Then each of the 3 tables in 
the report will look at either TCP, UDP, or ICMP using the Report Parameters Filters 
(described in “Report Parameter Filters” on page 256). 

The SANS Top 5 reports are described in more detail below. 

Report Description

Protocol Distribution 
Report

This Report shows the top busiest protocols. This Report 
contains a pie chart and a table. The pie chart shows the 
top 10 busiest protocols and the table shows the list of all 
the protocols, sorted by the total number of bytes IN and 
bytes OUT.    

Top 10 Talkers This Report shows a bar chart with the top 10 talkers.    

Top 10 Types of Traffic This Report shows a bar chart with the top 10 types of traf-
fic.    

Top List of Accessed 
Web Sites

This Report shows the top accessed web sites. This Report 
contains a bar chart and a table. The chart shows the top 
10 accessed web sites and the table shows the list of all the 
accessed web sites.    
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Top List of Highest 
Bandwidth-Consuming 
Conversations

This Report shows the highest bandwidth-consuming con-
versations. This Report contains a bar chart and a table. 
The chart shows the top 10 highest conversations and the 
table shows the list of the highest conversations.    

Top Source Ports This Report shows the busiest source ports. The Report 
contains a bar chart and a table. The chart shows the top 
10 source ports and the table shows the list of the top 
source ports.    

Top Target IPs This Report shows the top target IP addresses. The Report 
contains a bar chart and a table. The chart shows the top 
10 target IP addresses and the table shows the list of the 
target IP addresses.    

Traffic Moving Average 
Report

This Report shows the moving average of ICMP, UDP, and 
TCP Traffic for the last hour. The Report contains 3 tables. 
The first table shows the moving average for ICMP traffic, 
the second table shows the moving average for UDP traffic, 
and the third table shows the moving average for TCP traf-
fic.    

Traffic by Transport 
Protocol

This Report shows the traffic repartition by transport proto-
col by minute for the last hour.    

Report Description
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SANS Top 5 Reports Queries
These queries supply the data for the SANS Top 5 reports. 

The SANS Top 5 Report queries are described in more detail below:

Query Description 

Top Protocols This Query selects the Protocol with the highest number of 
Total Bytes (Bytes In + Bytes Out) in the last hour.

Top Attackers This Query selects the Attacker/Zone with the highest num-
ber of Total Bytes (Bytes In + Bytes Out) in the last hour.
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The SANS Top 5 Report queries support the following Network Monitoring SANS Top 5 
reports:

Top Accessed Web Sites This Query selects the Target Address/Zone of the Web 
Sites with the highest number of Total Bytes (Bytes In + 
Bytes Out) in the last hour.

Top Attacker-Target 
Pairs

This Query selects the Attacker-Target pairs with the high-
est number of Total Bytes (Bytes In + Bytes Out) in the last 
hour.

Top Source Ports This Query selects the Attacker Ports with the highest num-
ber of Total Bytes (Bytes In + Bytes Out) in the last hour.

Top Targets This Query selects the Target Ports with the highest number 
of Total Bytes (Bytes In + Bytes Out) in the last hour.

Traffic by Transport 
Protocol

This Query selects the number of Total Bytes (Bytes In + 
Bytes Out) by Transport Protocol in the last hour.

Traffic Spike Rule Fired 
Events

This Query looks for correlation events generated by Mov-
ing Average Data Monitors looking for TCP, UDP, and ICMP 
spikes in the last hour.

Query Description 
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Network Monitoring Rules
The Network Monitoring rules support the SANS Top 5 reports. They trigger a correlation 
event whenever a spike occurs for traffic involving any of the following transport protocols: 
ICMP, SYN, TCP and UDP. These rules detect alarms from the moving average data moni-
tors (All Data Monitors/ArcSight Foundation/Network Monitoring/Traf-
fic Moving Average) caused by traffic spikes. A spike is considered a 50-packet 
variation from the average over a 5-minute timeframe.

These rules are described in more detail below.

Rule Description

ICMP Traffic Spike This rule monitors the moving average of inbound ICMP 
events (i.e. external network to internal network). It fires 
whenever the number of ICMP packets per minute goes up 
by 50% or more.    

SYN Traffic Spike This rule monitors the moving average of inbound SYN 
events (i.e. external network to internal network). It fires 
whenever the number of SYN packets per minute goes up 
by 50% or more.    

TCP Traffic Spike This rule monitors the moving average of inbound UDP 
events (i.e. external network to internal network). It fires 
whenever the number of UDP packets per minute goes up 
by 50% or more.    

UDP Traffic Spike This rule monitors the moving average of inbound UDP 
events (i.e. external network to internal network). It fires 
whenever the number of UDP packets per minute goes up 
by 50% or more.    
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What’s Next
Next, we describe the ArcSight Administration resources, all the tools you need to monitor 
and tune the inner workings of ArcSight ESM.
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ArcSight Workflow Foundation

The ArcSight Workflow foundation is a system of active 
channels and reports that support incident response tracking 
using ArcSight’s incident response system. 

ArcSight ESM uses notifications and cases to enable security 
operators to coordinate and prioritize response to security 

events. Qualifying events in the other ArcSight foundation packages trigger notifications 
and cases that get escalated through ArcSight’s incident response stages. The Workflow 
foundation active channels and reports show the status of cases and notifications gener-
ated by these qualifying event. 

For a complete overview about ESM’s notifications, cases, and incident response workflow, 
see “Phase 4: Monitoring, Investigation, and Workflow” in ArcSight 101.

“WorkFlow Foundation Overview” on page 307

“Configuration Summary” on page 308

“Workflow Active Channels” on page 309

“Workflow Reports” on page 311

WorkFlow Foundation Overview
The Workflow foundation provides two ways to view and track events that have been 
routed for follow-up. 

Active Channels
The active channels provide a live view of events that have been routed for follow up. The 
Workflow group shows events for the user currently logged in to ESM, and the Incident 
Tracking group shows events that are queued during different shifts of the day.

Reports
The reports provide a historical summary of events that have been routed for follow-up. 
The Cases reports show events for which cases have been opened in ESM’s incident track-
ing system. The Notification reports show events that have generated notifications.

Qualifying Events
The Intrusion Monitoring, Configuration Monitoring, and ArcSight Administration founda-
tions contain rules whose actions generate notifications or cases when qualifying events 
occur. Notifications can also be sent by the Manager, such as database notifications or 
other internal conditions that may warrant a notification.
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For example, the action triggered by a qualifying event in the Intrusion Monitoring rule 
Notify on Successful Attack is to send a notification to /All Destinations/
CERT Team and create a case that is put in /All Cases/ArcSight System/High 
Severity Attacks. 

The rules that open cases and send notifications are:

Configuration Summary
The Workflow foundation itself contains no resources that require configuration, however, 
the foundation does rely on the following system-level configurations be made:

Users should be assigned to the Notification Destination groups listed in /All Des-
tinations groups, as appropriate for your company organization. 

Foundation Rule
Notification 
Group

ArcSight Adminis-
tration

/All Rules/Real-time Rules/ArcSight Administration/
Connector and Device Monitoring/Connector Connec-
tion Down

SOC Operators

ArcSight Adminis-
tration

/All Rules/Real-time Rules/ArcSight Administration/
Connector and Device Monitoring/Device Connection 
Down

SOC Operators

ArcSight Adminis-
tration

/All Rules/Real-time Rules/ArcSight Administration/
ESM Status/Excessive Rule Recursion

SOC Operators

ArcSight Adminis-
tration

/All Rules/Real-time Rules/ArcSight Administration/
ESM Status/Rule Matching Too Many Events

SOC Operators

Configuration Mon-
itoring

/All Rules/ArcSight Foundation/Configuration Monitor-
ing/Detail/Vulnerabilities/Warning - Insecure Configu-
ration

SOC Operators

Configuration Mon-
itoring

/All Rules/ArcSight Foundation/Configuration Monitor-
ing/Detail/Vulnerabilities/Warning - Vulnerable Soft-
ware

SOC Operators

Intrusion Monitor-
ing

/All Rules/ArcSight Foundation/Intrusion Monitoring/
Attackers/Notify on Successful Attack

CERT Team
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Workflow Active Channels
The Workflow active channels show events that have been routed for follow up in two 
groups: Workflow and Incident Tracking.

Workflow Active Channels
The Workflow group shows events assigned to the user who is currently logged in to ESM.

The Workflow active channels are described in more detail below.

Active list Description

My Events Today Live Channel showing events assigned to me today. The 
channel includes a sliding window that always displays 
events occurring since midnight today. A filter prevents the 
channel from showing correlated events. It shows only 
events that are not in closed stage and are assigned to the 
current user.

My Live Events Events assigned to me over the last two hours.

My Open Events Live Channel showing events received since the beginning 
of the week. The channel includes a sliding window that 
always displays events received since the beginning of the 
week. A filter prevents the channel from showing correlated 
events. It shows only events that are not in closed stage 
and are assigned to the current user.
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Incident Tracking Active Channels
The Incident Tracking active channels provide views of events that are at various stages in 
the follow-up routing system.

Active Channel Description

Live Queued Events Events received within the last two hours that have not 
been reviewed.

Queued Events Day-
time Shift

Channel showing eves received today between 8am and 
4pm.A filter prevents the channel from showing correlated 
events. It shows only events that are in queued stage.

Queued Events Last 
Day

Channel showing events received during the last 24 hours. 
The channel includes a sliding window, showing exactly the 
events generated during the last 24 hours. A filter prevents 
the channel from showing correlated events. It shows only 
events that are in queued stage.

Queued Events Morning 
Shift

Channel showing events received today between 12am and 
8am.A filter prevents the channel from showing correlated 
events. It shows only events that are in queued stage.

Queued Events Night 
Shift

Channel showing events received today between 4pm and 
midnight. A filter prevents the channel from showing corre-
lated events. It shows only events that are in queued 
stage.
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Workflow Reports
The reports show a historical view of cases and notifications triggered by qualifying events.

Case Reports
The Case reports show statistics about cases opened in ESM's case management system. 
Cases can be automatically created and assigned by standard content rules, such as 
Notify on Successful Attack in the Intrusion Monitoring foundation, or by rules 
written by ESM users, or even manually created by ESM users while investigating events, 
such as those that might be displayed in the My Live Events active channel.
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Case Queries
The Case queries supply conditions for the Case reports.
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Notification Reports
The Notification reports provide statistics about notifications generated by rules and by the 
ArcSight Manager. 
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Notification Queries
The Notification queries supply conditions for the Notification reports. 

What’s Next
The next chapter describes how to monitor and tune ArcSight components in the ArcSight 
Administration foundation. 
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ArcSight Administration Foundation

The ArcSight Administration foundation is a coordinated set of 
resources that provide statistics about the health and perfor-
mance of ArcSight ESM and its components. This foundation is 
essential for managing and tuning the performance of ESM con-
tent and components.

“ArcSight Administration Overview” on page 315

“Configuration Summary” on page 316

“ArcSight Administration Filters” on page 317

“ArcSight Administration Active Channels” on page 325

“ArcSight Administration Active List” on page 327

“ArcSight Administration Dashboards and Data Monitors” on page 328

“ArcSight Administration Rules” on page 335

“ArcSight Administration Reports” on page 343

ArcSight Administration Overview
The Administration foundation active channels, dashboards and reports provide insight into 
various aspects of ArcSight function and performance. 

Agent/Connector
The Agent/Connector content provides statistics about events being sent from the Connec-
tors reporting in to ESM environment. This content also monitors the status of the Connec-
tors.

Device
The Device dashboards provide statistical data about the devices reporting in to ESM. 

Configuration Change Monitoring
The first part of the Configuration Change Monitoring content monitors changes (creations, 
updates, and deletions) made to ArcSight resources. The second part of the content moni-
tors the performance of ArcSight Rules (top firing rules, partial matches, rule errors, and so 
on).

Event Flow 
The Event Flow content provides a profile of and statistics about the events flowing into 
ESM from the Connectors, such as time-based statistics, re-partition of the events by prior-
ity or Connector type, the latest "important" events, and so on. 
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ESM Status
The ESM Status dashboards provide statistics about ArcSight ESM components, such as 
Consoles status, Database performance statistics, and ESM system information.

Licensing
The licensing report shows what IP address and zones have been used to run an ArcSight 
Console or ArcSight SmartConnector connected to an ArcSight Manager, and the user infor-
mation associated with these connections. 

The report query selects the address from which the ArcSight Console is connecting, which 
means the Console could be running on the same physical machine, but using different IP 
addresses (such as a VPN or DHCP situation). These reports should be used to see where 
ArcSight licensed activity is happening. Manual analysis may provide data leading to the 
discovery of unusual or unauthorized accesses.

Resource Monitoring
The Resource Monitoring content provides statistics about the ArcSight resources operating 
in the ESM environment, such as statistics about Active List and Session List access, num-
ber of correlation events, Trend status, and so on. This content is helpful to troubleshoot 
performance issues with content configuration. 

User
The User content provides statistics about users logging into and out of ESM. 

Configuration Summary
Beyond the initial setup outlined in “Standard Content Installation, Upgrade, and Configu-
ration” on page 17, no additional configuration is required for the ArcSight Administration 
foundation. 
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ArcSight Administration Filters
The Administration filters support all the ArcSight administration use cases.

ArcSight Administration Filters
The ArcSight Administration filters provide general event statistics for events and ESM com-
ponents.

The top-level ArcSight Administration filters are described in more detail below.

Filter Description

ASM Asset Resolu-
tion Timings

This Filter is looking for ArcSight Status Monitor events contain-
ing asset resolution timings information. The asset resolutions 
average time is the average time in milliseconds taken to 
resolve an end-point in an event to an asset.

ASM EPS Events This Filter is looking for ArcSight Status Monitor events contain-
ing EPS (Events Per Second) information. There are 2 types of 
EPS events: the first event type provides the count of events 
that have passed through the flow since the manager started 
and the second event type provides the count of correlated 
events generated by the rule engine.

ASM Reports Sta-
tistics

This Filter is looking for ArcSight Status Monitor events contain-
ing report statistics information. These events provide statistics 
about the current number of reports querying the database or 
being rendered.
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Agent Filters
The Agent filters support the Connector statistics use case. 

ASM Sidetable 
Cache Hit Rates

This Filter is looking for ArcSight System Monitor events con-
taining side table cache hit rates information. Side tables are 
tables held in-memory and in the database to retain common 
and relatively static information such as geographical informa-
tion, categorization information, connector information, device 
information, and labels for custom strings and numbers. The 
cache hit rate identifies how many successful attempts to find 
entries occurred in the past two hours.

ASM Sidetable 
Sizes

This Filter is looking for ArcSight System Monitor events con-
taining side table size information. Side tables are tables held 
in-memory and in the database to retain common and relatively 
static information such as geographical information, categoriza-
tion information, connector information, device information, and 
labels for custom strings and numbers. The side table size iden-
tifies how many entries are presently in the cache.

ASM Total Asset 
Count

This Filter is looking for ArcSight System Monitor events con-
taining the current total number of assets.

Filter Description
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Configuration Change Monitoring Filter
The Configuration Change Monitoring filter supports the content that provides statistics 
about configuration changes made to ArcSight resources and rule status. 
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ESM Status Filters
The ESM Status filters provide conditions for the content that reports on ArcSight Status 
Monitoring (ASM) and audit events. 
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Event Flow Filter
The Event Flow filter provides conditions about notification actions for the ESM Event Flow 
resources. 
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Event Priority Filters
The Event Priority filters provide priority level conditions for the event priority content.
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Resource Monitoring Filters
The Resource Monitoring DV filters provide conditions used by variables, also referred to as 
dependent variables or DVs. The Trends filters provide conditions used by the Resource 
Monitoring trend reports. 

The Resource Monitoring filters are described in more detail below. 

Filter Description

Hour less than 10 This Filter is used by a Conditional DV. The condition in the Filter 
is "Hour(EndTime) is less than 10".

Minute less than 
10

This Filter is used by a Conditional DV. The condition in the Filter 
is "Minute(EndTime) is less than 10".

Trend Query Dura-
tion

This Filter is looking for successful Trend query runs events.

Trend Runs Status This Filter is looking for Trend query runs events.
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User Filters
The User filters provide conditions for the resources that report on ESM user log-on and 
log-off activity. The Resource Update Tracking filters provide conditions that report on 
changes to ArcSight resources. 

The User filters are described in more detail below:

Filter Description

ArcSight Login 
Events

ArcSight Login 
Rule Firings

This filter is looking for events containing ArcSight login rule fir-
ing information. The deviceEventCategory used in this filter is 
generated by the "ArcSight User Login" rule and the filter is 
used by a trend that tracks hourly login stats.\n

ArcSight Login 
Tracking

This filter is looking for events containing ArcSight login and 
logout information. The deviceEventCategory used in this filter 
are generated by the "ArcSight User Login", "ArcSight User 
Login Timeout", and "Arcsight User Logout" rules.
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ArcSight Administration Active Channels
The ArcSight Administration active channels provide real-time views into internal ArcSight 
ASM and System-level events. 

The ArcSight Administration active channels are described in more detail below.

Active Channel Description

ASM Events

System Events 
Last Hour

Channel showing all events generated by ArcSight during the 
last hour. A filter prevents the channel from showing events that 
contributed to the firing of a rule, commonly referred to as cor-
related events.

Trends Status This Active Channel shows all the trend-related events in the 
last 2 hours. The "Trend Name" Field shows the name of the 
Trend and its URI. The "Trend Infos" Field shows some informa-
tion on the Trend event.
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ArcSight Administration Field Sets
The ArcSight Administration field sets define the event fields displayed in the ArcSight 
Administration active channels and condition editors. 

The ArcSight Administration field sets are described in more detail below.

Field Set Description

ASM Events

Trends Status This Field Set is used by the "Trends Status" Active Channel. 
The Field Set contains the following fields: "End Time", "Name", 
"Trend Name", and "Trend Infos".
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ArcSight Administration Active List
The Resource Monitoring active list stores event entries whenever an active trend query is 
run for Resource Monitoring use case rules and reports. 

The Resource Monitoring active list is described in more detail below. 

Active List Description

Active Trend Query 
Runs

This active list stores running query information including the 
name of the trend, the URI of the trend, and the time the query 
started. It is used by the Active Trend Queries query to deter-
mine the duration of the trend runs for the Active Trend Queries 
report.
ArcSight Confidential ArcSight System Content 327



8  ArcSight Administration Foundation
ArcSight Administration Dashboards and Data Moni-
tors

The ArcSight Administration dashboards display real-time statistics for ESM internal activity 
based on events expressed in ArcSight Administration data monitors. 
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Configuration Change Monitoring Data Monitors
The Configuration Change Monitoring data monitors define the views shown in the Config-
uration Change Monitoring dashboards. 

The Configuration Change Monitoring data monitors are described in more detail below. 

Data Monitor Description

Recent System 
Resource Deletes

Note: This Data Monitor will not populate all values when 
running in Turbo Mode Fastest!

Recent System 
Resource Inserts

Note: This Data Monitor will not populate all values when 
running in Turbo Mode Fastest!

Recent System 
Resource Updates

Note: This Data Monitor will not populate all values when 
running in Turbo Mode Fastest!

Resource Change Log Note: This Data Monitor will not populate all values when 
running in Turbo Mode Fastest!

Resource Change Over-
view

This data monitor shows an overview of the ArcSight 
resource changes. The data monitor shows the total num-
ber of changes by type for the last hour.
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Connector Data Monitors
The Connector data monitors define the views shown in the Connector dashboards. 
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ESM Status Data Monitors
The ESM Status data monitors define the views shown in the ESM Status dashboards. 
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Event Flow Data Monitors
The Event Flow data monitors define the views shown in the Event Flow dashboards. 
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Resource Monitoring Data Monitors
The Resource Monitoring data monitors define the views shown in the Resource Monitoring 
dashboards. 

The Resource Monitoring data monitors are described in more detail below. 

Data Monitor Description

Trend Query Dura-
tion

This "Last N Events" Data Monitor shows the duration of the last 
20 successful Trend queries. This Data Monitor is used in the 
"Trends Status" Dashboard.

Trend Query Runs 
Status

This "Last State" Data Monitor shows the status of the last 
Trend queries. When a Trend query starts the Trend state will be 
set to "Running". If the Trend query is successful the Trend 
state will be changed to "Successful". If an error occurs and the 
Trend query fails the Trend state will be set to "Failed". This 
Data Monitor is used by the "Trends Status" Dashboard.
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User Monitoring Data Monitor
The User Monitoring data monitor defines the user session data shown in the ArcSight User 
Status dashboard. 

The User Monitoring data monitor is described in more detail below. 

Data Monitor Description

ArcSight User Ses-
sions 

This last state data monitor shows the status of the ArcSight 
user sessions to the manager. The data monitor shows the user-
name, the IP address of the machine he's connecting from, and 
the status of the connection. The status of the connection can 
be "Logged in", "Logged out", or "Login Timed Out".
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ArcSight Administration Rules
The ArcSight Administration rules correlate conditions that support the ArcSight Adminis-
tration use cases.

Connector and Device Monitoring Rules
The Connector and Device Monitoring rules 

The Connector and Device Monitoring rules are described in more detail below.

Rule Description

Connector Connec-
tion Down

"This rule monitors the moving average of events on a per 
agent basis. It fires whenever the volume of events received 
from an agent goes down by 80% or more. The change thresh-
old and the other moving average parameters are defined in the 
Moving Average dashboard for Agent and Device Status and the 
Agent Status data monitor. By default, this rule gets triggered 
whenever there is an 80% drop in the moving average of 
events. The rule firing indicates that the agent has failed or that 
the connection between the manager and agent is down. The 
time frame is 5 minutes. After this rule is triggered, a notifica-
tion will be sent to SOC Operators. ***Note: This Rule will not 
fire when running in Turbo Mode Fastest!
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Connector Connec-
tion Up

"This rule monitors the moving average of events on a per 
agent basis. It fires whenever the monitoring threshold drasti-
cally goes up (80%), indicating that the agent connection is 
alive again after being down. The monitoring threshold and the 
moving average parameters are defined in the Moving Average 
data monitor Agent StatusMonitor on the dashboard for Agents 
and Devices. This rule is triggered whenever there is an 80% 
increase in the moving average of events, indicating that the 
event flow restarted from that agent. The time frame is 5 min-
utes. ***Note: This rule will not fire when running in Turbo 
Mode Fastest!

Device Connection 
Down

"This rule monitors the moving average of events across all 
event-collecting devices. It fires whenever the volume of events 
received from a sensor goes down drastically (80%). The 
change threshold and the other moving average parameters are 
defined in the Moving Average dashboard for Sensors Data Mon-
itor. By default, this rule gets triggered whenever there is an 
80% drop in the moving average of events. The rule firing indi-
cates that either the agent or sensor have failed, or that the 
connection between either the Manager and agent or the agent 
and device (sensor) is down. The time frame is 1 minute. After 
this rule is triggered, a notification will be sent to SOC Opera-
tors. ***Note: This rule will not fire when running in Turbo 
Mode Fastest!

Device Connection 
Up

This rule monitors the moving average of events across all 
event-collecting devices. It fires whenever the monitoring 
threshold drastically goes up (80%), indicating that the device 
connection is alive again after being down. The monitoring 
threshold and the moving average parameters are defined in 
the Moving Average dashboard for sensors. This rule gets trig-
gered whenever there is an 80% increase in the moving aver-
age of events, indicating that the event flow restarted from that 
sensor. The time frame is 1 minute. ***Note: This rule will not 
fire when running in Turbo Mode Fastest!

Rule Description
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ESM Status Rules
The ESM Status rules correlate conditions for internal ESM and ArcSight database activity 
to detect potential problems.

Excessive rule recursion is when one rule triggers a succession of several other rules in a 
repetitive loop in a short time frame. In the case of the ESM status rules, excessive is con-
sidered when one rule triggers up to two other rules in a repetitive loop totalling 9 correla-
tion events in a 5-minute time frame. Excessive rule recursion indicates that the rule 
conditions need to be modified so they are not triggered so easily.

Excessive rule recursion and other conditions can also lead to excessive rule matches. A 
rule is considered to match too many events when the system reaches 10,000 matches per 
minute. 

System resource exhaustion checks for no response, error, and resource check failures 
from ArcSight components. 

The ESM Status rules are described in more detail below.

Rule Description

Excessive Rule 
Recursion

This rule detects excessive rule recursion. This rule looks for 
events coming from the ArcSight Security Manager with the 
'Device Event Category' set to "/Rule/Warning/Loop". This rule 
only requires 1 such event in a time frame of 5 minutes. After 
this rule is triggered, a notification will be sent to SOC Opera-
tors."
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Rule Matching Too 
Many Events

"This rule detects rules that are matching too many events. This 
rule looks for events coming from the ArcSight Security Man-
ager with the 'Device Event Category' set to '/Rule/Error/Deacti-
vate/Unsafe'. This rule only requires 1 such event in a time 
frame of 5 minutes. After this rule is triggered, a notification will 
be sent to SOC Operators.

Warning - System 
Resources 
Exhausted

"This rule indicates that a device has detected a system 
resource issue. The rule fires whenever a resource is exhausted 
or a resource check fails. On first event, a notification is sent to 
SOC operators.***Note: This rule will not produce completely 
accurate results when running in Turbo Mode Fastest!

ASM Database Sta-
tus Change - Criti-
cal

This rule detects if the database status is critical. This rule looks 
for an event's insert and retrieval time, and the status is consid-
ered critical when the 'EventInsertTimeNanos' field is greater 
than or equal to 50,000. This rule requires 2 such events in a 
time frame of 3 minutes. After the first event, the "agentSever-
ity" event field will be set to very-high.

ASM Database Sta-
tus Change - Down

This rule detects if the database status is down. This rule looks 
for event's insert and retrieval time, and the status is consid-
ered critical when the 'EventInsertTimeNanos' field is equal to 0. 
This rule requires 2 such events in a time frame of 3 minutes. 
After the first event, the "agentSeverity" event field will be set 
to unknown.

ASM Database Sta-
tus Change - Nor-
mal

This rule detects if the database status is normal. This rule looks 
for event's insert and retrieval time, and the status is consid-
ered critical when the 'EventInsertTimeNanos' field is less than 
or equal to 20,000. This rule requires 2 such events in a time 
frame of 3 minutes. After the first event, the "agentSeverity" 
event field will be set to low.

ASM Database Sta-
tus Change - 
Space Critical

This rule detects if the database status is critical due to storage 
concerns. This rule looks for a base event saying that the data-
base storage space is low. This rule only requires 1 such event 
to fire. After the first event, the "agentSeverity" event field will 
be set to very-high.

ASM Database Sta-
tus Change - 
Space Now Avail-
able

This rule detects if the database status has returned to normal 
because storage space has been freed or added. This rule looks 
for a base event saying that database storage space is avail-
able. This rule only requires 1 such event to fire. After the first 
event, the "agentSeverity" event field will be set to Low.

ASM Database Sta-
tus Change - 
Warning

This rule detects if the database status is at a warning level. 
This rule looks for event's insert and retrieval time, and the sta-
tus is considered critical when the 'EventInsertTimeNanos' field 
is between 20,000 and 50,000. This rule requires 2 such events 
in a time frame of 3 minutes. After the first event, the "agent-
Severity" event field will be set to medium.

Rule Description
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Event Flow Rules
The Event Flow rules focus on mild and severe changes in ArcSight Status Monitor event 
loads. These detect when the ArcSight database is getting flooded with ASM events. 

The Event Flow rules are described in more detail below.

Rule Description

ASM Flow Load - 
Mild Change

This rule detects if there are mild changes in the flow load. This 
rule looks for 'ASM Flow Load' events that have a change 
greater than or equal to 33%. This rule requires 2 such events 
in a time frame of 2 minutes. After this rule is triggered, the 
"agentSeverity" event field will be set to low.

ASM Flow Load - 
Severe Change

This rule detects if there are severe changes in the flow load. 
This rule looks for 'ASM Flow Load' events that have a change 
greater than or equal to 66%. This rule requires 2 such events 
in a time frame of 3 minutes. After this rule is triggered, the 
"agentSeverity" event field will be set to medium.
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Resource Monitoring Rules
The Resource Monitoring rules write entries to the Trend Queries active list, which tracks 
when trend queries start and end in order to report on trend performance. 

The Resource Monitoring rules are described in more detail below.

Rule Description

Trend Query Ended This rule fires when a Trend Query ends (success or failure) and 
remove the corresponding entry in the "Trend Queries" Active 
List.

Trend Query 
Started

This rule fires when a Trend Query starts and adds a new entry 
in the "Trend Queries" Active List containing the name of the 
Trend, the URI of the Trend, and the time the Query started.
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User Rules
The User rules work with the ArcSight Administration session lists to track ESM user activ-
ity. 

The User rules are described in more detail below.

Rule Description

ArcSight User 
Login

This rule looks for ArcSight user login events. This rule will add 
the user name, the attacker address, the attacker zone, and the 
login time in the "ArcSight User Sessions" session list.

ArcSight User 
Login Timeout

This rule looks for ArcSight user login timeout events. This rule 
will terminate the ArcSight user session in the "ArcSight User 
Sessions" session list when an ArcSight user login timeout 
occurs.

ArcSight User 
Logout

This rule looks for ArcSight user logout events. This rule will ter-
minate the ArcSight user session in the "ArcSight User Ses-
sions" session list when an ArcSight user logout occurs.
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ArcSight Administration Session List
The ArcSight Administration foundation contains a session list that is used to track ESM 
user activity. You can right-click on the Session List and select Show entries to view all 
the ArcSight Sessions with start time and end time for a username, client address and 
zone. 

The User session list is described in more detail below. 

Session List Description

ArcSight User Ses-
sions

This session list stores the client username, client address and 
zone used by an ArcSight user to access the ArcSight manager 
in order to monitor the login times, logout times or console tim-
eouts to determine who had access to the system over specific 
time periods.
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ArcSight Administration Reports
The ArcSight Administration reports, queries, and trends provide historical statistics about 
the internal ArcSight activity use cases. 

Agent Reports
The Agent reports provide statistics about Connector event activity. 
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Agent Queries
The Agent queries provide the conditions for the Agent reports. 
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Configuration Change Monitoring Reports
The Configuration Change Monitoring reports provide statistics about configuration 
changes made to ArcSight resources.

Configuration Change Monitoring Queries
The Configuration Change Monitoring queries provide conditions for the Configuration 
Change Monitoring reports. 
ArcSight Confidential ArcSight System Content 345



8  ArcSight Administration Foundation
Event Flow Reports
The Event Flow reports provide statistics about events flowing in from ArcSight Connectors. 

Event Breakdown by Event Field Reports
The Event Breakdown by Event Field reports provide statistics about events flowing in from 
ArcSight Connectors, sorted by relevant event field.
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Event Breakdown by Event Field Queries
The Event Flow queries supply conditions for the Event Breakdown by Event Field reports. 
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Time-Based Event Breakdown Reports
The Time-Based Event Breakdown reports provide various views of hourly statistics about 
events flowing in from ArcSight Connectors.
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Time-Based Event Breakdown Queries
The Time-Based Event Breakdown queries supply conditions for the Time-Based Event 
Breakdown reports. 
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Top N Activity Reports
The Top N Activity Reports reports provide top 10 statistics about the most common events 
running through the ESM system. 

Top N Activity Reports Queries
The Top N Activity Reports queries supply conditions for the Top N Activity Reports reports. 
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Licensing Reports
The licensing reports show what IP Addresses and Zones have been used to run ArcSight 
Consoles and SmartConnectors communicating with an ArcSight Manager. The User Licens-
ing Report shows ArcSight user licensing information. These reports should be used to see 
where ArcSight-licensed activity is happening.
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Licensing Queries
The Licensing queries supply conditions for the Licensing reports. 
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Resource Monitoring Reports
The Resource Monitoring reports provide statistics about active lists, data monitors, rules, 
session lists and trends. 

The active list reports show statistics, such as how often the lists are modified, updated, 
and which are the most used active lists. This data can be used to see if there is any con-
figuration issue where an active list would be updated too often, for example.

The rule reports show statistics about correlation events in the last hour.

The trend reports show statistics about the different trends in the system, such as which 
ones take a long time to run. This data can be useful to evaluate trend performance, and 
decide to disable costly trends that are not used. 

The Resource Monitoring reports are described in more detail below. 

Report Description 

Active List Access This Report shows Active List access statistics. This Report con-
tains a curve chart and a table. The chart shows the number of 
added, deleted, and updated Active List entries in the last hour, 
grouping the counts by 10 minutes intervals. The table shows 
the details of the Active List Access grouping the number by 
time interval and Active List name.
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Top Accessed 
Active Lists

This Report shows the Top 10 accessed Active Lists. This Report 
contains a 3d bar chart and a table. The chart shows the Top 10 
accessed Active Lists in the last hour, grouping the counts by 10 
minutes intervals. The table shows the details of the Active List 
Access grouping the number by Active List name and time inter-
val.

Data Monitor Eval-
uations Statistics

This Report shows a chart with the average number of Data 
Monitor evaluations per second.

Correlation Events 
Statistics

This Report shows Correlation Events statistics. This Report con-
tains a 3d bar chart and a table. The chart shows the number of 
Correlation Events in the last hour, grouping them by 10 min-
utes intervals. The table shows the details of the number of Cor-
relation Events grouping them by Rule name and time interval.

Number of Events 
matching Rules

This Report shows the total number of events matching Rules in 
the last hour grouping them by 10 minutes intervals. This 
Report contains a line chart. The chart shows the number of 
events matching Filter Rules, Join Rules, and the total of both 
types of Rules.

Session List Access This Report shows Session List access statistics. This Report 
contains a curve chart and a table. The chart shows the number 
of added, deleted, and updated Session List entries in the last 
hour, grouping the counts by 10 minutes intervals. The table 
shows the details of the Session List Access grouping the num-
ber by time interval and Active List name.

Top Accessed Ses-
sion Lists

This Report shows the Top 10 accessed Session Lists. This 
Report contains a 3d bar chart and a table. The chart shows the 
Top 10 accessed Session Lists in the last hour, grouping the 
counts by 10 minutes intervals. The table shows the details of 
the Session List Access grouping the number by Active List 
name and time interval.

Active Trend Que-
ries

This Report shows the list of all the currently running Trend 
Queries and their durations.

Longest Trend 
Queries

This Report shows the status of the longest Trend Queries for 
the last day. The chart shows the top 10 longest Trend Queries 
and the table shows the details for the top 20 Trend Queries.

Report Description 
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Resource Monitoring Trend
The Resource Monitoring Trend supplies trend data for the Resource Monitoring trend 
reports. 

The Resource Monitoring trend is described in more detail below. 

Trend Description

Trend Queries This Trend stores all the successful Trend Queries runs. It will 
store the name of the Trend, the URI of the Trend, the start time 
of the Trend Query, the number of rows inserted in the Trend 
table, and the duration of the Trend Query run.
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Resource Monitoring Queries
The Resource Monitoring queries express conditions for the Resource Monitoring reports. 

The Resource Monitoring Trend Queries are described in more detail below.

Query Description

Active Trend Que-
ries

This Query queries the "Active Trend Query Runs" Active List. 
The Query will return the list of all the currently running Trends.

Trend Queries This Query uses the "Trend Query Duration" Filter to return all 
the successful Trend Query runs events.

Trend Query Dura-
tions

This Query queries the "Trend Queries" Trend and returns the 
duration of all the successful Trend Queries in the last day.
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User Reports
The User reports provide statistics about ESM user activity.

The User reports are described in more detail below. 

Report Description

ArcSight User 
Login Trends 

This report shows a summary of the number of ArcSight user 
logins in the previous 24 hours. It contains a bar chart and a 
table. The bar chart shows the total number of logins by user 
and the table shows the number of logins by user per hour.

ArcSight User Log-
ins - Last Hour 

This report shows the details for all the ArcSight user logins in 
the past 24 hours. It contains a table showing the source host, 
the username, and the login time.

User Login Logout 
Report
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User Trend
The User trend collects ESM user login and logout data over time. 

User Queries
The User queries supply conditions for the User reports. 
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The User queries are described in more detail below. 

Query Description

ArcSight User 
Hourly Login 
Trends

This query on the ArcSight User Login Trends - Hourly trend 
selects Target User Name, Attacker Zone, Attacker Address and 
the Hour of each console login for the ArcSight User Login 
Trends report.

ArcSight User Log-
ins - Last Hour

This query tracks the counts of how many users logged into Arc-
Sight over the previous hour. It checks for firings of the login 
tracking rule that is used to populate a data monitor with cur-
rently logged in users.
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Appendix A

Shared Package Inventory

This appendix contains a list of the resources contained in 
the shared resource packages, Anti-Virus and Network Fil-
ters. These packages contain resources that are used by 
one or more of the other foundation packages. Dependen-
cies between these packages and the foundation packages 
they support are managed by the Packages resource.

“Anti-Virus Package” on page 362

“Network Filters Package” on page 363
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Anti-Virus Package
This package is a set of anti-virus content required by the Configuration Monitoring and 
Intrusion Monitoring packages. The Anti-Virus package is installed automatically.

Anti-Virus Filters
AV - All

AV - Clean or Quarantine Failed

AV - Failed Updates

AV - Found Infected

Virus Activity

Anti-Virus Reports
Anti-Virus Updates - All - Failed

Anti-Virus Updates - All - Summary

Anti-Virus Updates - Regulated Systems - Failed

Anti-Virus Updates - Regulated Systems - Summary

Anti-Virus Queries
Anti-Virus Configuration Updates - All - Failed

Anti-Virus Configuration Updates - All - Summary

Anti-Virus Configuration Updates - Regulated Systems - Failed

Anti-Virus Configuration Updates - Regulated Systems - Summary

Anti-Virus Updates - All - Failed

Anti-Virus Updates - All - Summary

Anti-Virus Updates - Regulated Systems - Failed

Anti-Virus Updates - Regulated Systems - Summary

Anti-Virus Updates - All - Failed

Anti-Virus Updates - All - Summary

Anti-Virus Updates - Regulated Systems - Failed

Anti-Virus Updates - Regulated Systems - Summary

Anti-Virus Updates - Regulated Systems - Summary
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A Shared Package Inventory
Network Filters Package
This package contains a set of filters required by the Intrusion Monitoring and Network 
Monitoring packages. It is installed automatically with ESM.

Network Filters

Filter Description

External Source This filter is looking for events coming from outside the com-
pany network.

External Target This filter is looking for events targeting the outside network.

Internal Source This filter is looking for events coming from inside the company 
network.

Internal Target This filter is looking for events targeting inside the company 
network.

External to Exter-
nal Events

This filter is looking for events external to the company net-
work.

Inbound Events This filter is looking for events coming from the outside network 
targeting inside the company network.

Internal to Inter-
nal Events

This filter is looking for events internal to the company network.

Outbound Events This filter is looking for events coming from inside the company 
network targeting the outside network.
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Appendix B

Default Access Permissions

By default, access to the following resource trees is granted to the following standard Arc-
Sight user groups.
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/All Active Channels/ X X

/All Active Channels/ArcSight Foundation/ X X

/All Active Channels/ArcSight Solutions/ X X

/All Active Channels/ArcSight System/ X X

/All Active Channels/Packages/ X X

/All Active Channels/Public/ X X

/All Active Lists/ X X

/All Active Lists/ArcSight Foundation/ X X

/All Active Lists/ArcSight Solutions/ X X

/All Active Lists/ArcSight System/ X X

/All Active Lists/Packages/ X X

/All Active Lists/Public/ X X

/All Agents/ X X

/All Agents/Site Connectors/ X

/All Archived Reports/ X X

/All Archived Reports/Packages/ X X

/All Archived Reports/Public/ X X
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B Default Access Permissions
/All Asset Categories/ X X X X

/All Asset Categories/ArcSight Foundation/ X X

/All Asset Categories/ArcSight Solutions/ X X

/All Asset Categories/Packages/ X X

/All Asset Categories/Site Asset Categories/ X X

/All Asset Categories/System Asset Categories/ X X

/All Assets/ X X X X

/All Cases/All Cases/ X X

/All Cases/All Cases/ArcSight Solutions/ X

/All Cases/All Cases/ArcSight System/ X X

/All Cases/All Cases/Public/ X X

/All Customers/ X X X X

/All Dashboards/ X X

/All Dashboards/ArcSight Administration/ X

/All Dashboards/ArcSight Foundation/ X X

/All Dashboards/ArcSight Solutions/ X X

/All Dashboards/Packages/ X X

/All Dashboards/Public/ X X

/All Data Monitors/ X X

/All Data Monitors/ArcSight Administration/ X

/All Data Monitors/ArcSight Foundation/ X X

/All Data Monitors/ArcSight Solutions/ X X

/All Data Monitors/Packages/ X X

/All Data Monitors/Public/ X X

/All Destinations/ X X X X

/All Field Sets/ X X

/All Field Sets/ArcSight Foundation/ X X
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B Default Access Permissions
/All Field Sets/ArcSight Solutions/ X X

/All Field Sets/ArcSight System/ X X

/All Field Sets/Packages/ X X

/All Field Sets/Public/ X X

/All Fields/ X X X X

/All Files/ X X

/All Filters/ X X

/All Filters/ArcSight Foundation/ X X

/All Filters/ArcSight Solutions/ X X

/All Filters/ArcSight System/ X X

/All Filters/Packages/ X X

/All Filters/Public/ X X

/All Knowledge Base Articles/ X X

/All Knowledge Base Articles/Public/ X X

/All Locations/ X X

/All Locations/ArcSight System/ X X

/All Locations/Public/ X X

/All Networks/ X X

/All Networks/ArcSight System/ X X

/All Networks/ArcSight System/Core/ X

/All Networks/Public/ X X

/All Packages/ X X

/All Packages/ArcSight Foundation/ X

/All Packages/ArcSight Solutions/ X

/All Packages/ArcSight System/ X

/All Partitions/ X X

/All Partitions/System Partitions/ X X
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B Default Access Permissions
/All Patterns/ X X

/All Patterns/ArcSight Solutions/ X

/All Patterns/Public/ X X X

/All Profiles/ X X

/All Profiles/ArcSight Solutions/ X

/All Profiles/ArcSight System/ X X

/All Profiles/Public/ X X

/All Queries/ X X

/All Queries/ArcSight Administration/ X

/All Queries/ArcSight Foundation/ X X

/All Queries/ArcSight Solutions/ X

/All Queries/Packages/ X X

/All Queries/Public/ X X

/All Report Templates/ X X

/All Report Templates/ArcSight Foundation/ X X

/All Report Templates/ArcSight Solutions/ X X

/All Report Templates/ArcSight System/ X X

/All Report Templates/Packages/ X X

/All Report Templates/Public/ X X

/All Reports/ X X

/All Reports/ArcSight Administration/ X

/All Reports/ArcSight Foundation/ X X

/All Reports/ArcSight Solutions/ X X

/All Reports/ArcSight System/ X X

/All Reports/Packages/ X X

/All Reports/Public/ X X

/All Rules/ X X
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B Default Access Permissions
/All Rules/ArcSight Administration/ X

/All Rules/ArcSight Foundation/ X X

/All Rules/ArcSight Solutions/ X X

/All Rules/ArcSight System/ X X

/All Rules/Packages/ X X

/All Rules/Public/ X X

/All Rules/Real-time Rules/ X X

/All Scanner Reports/ X X

/All Scheduled Tasks/

/All Session Lists/ X X

/All Session Lists/ArcSight Administration/ X

/All Session Lists/ArcSight Foundation/ X X

/All Session Lists/ArcSight Solutions/ X X

/All Session Lists/Packages/ X X

/All Session Lists/Public/ X X

/All Snapshots/ X X

/All Snapshots/ArcSight Solutions/ X

/All Snapshots/Public/ X X

/All Stages/ X X X X

/All Trends/ X X

/All Trends/ArcSight Administration/ X

/All Trends/ArcSight Foundation/ X X

/All Trends/ArcSight Solutions/ X X

/All Trends/Packages/ X X

/All Trends/Public/ X X

/All Users/Administrators/ X X

/All Users/Custom User Groups/ X X
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B Default Access Permissions
/All Users/Default User Groups/ X X

/All Vulnerabilities/ X X X X

/All Zones/ X X X X
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