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Forward-looking statements
This is a rolling (up to three year) roadmap and is subject to change without notice

This document contains forward looking statements regarding future operations, product development, product capabilities
and availability dates. This information is subject to substantial uncertainties and is subject to change at any time without
prior notification. Statements contained in this document concerning these matters only reflect Hewlett Packard Enterprise's
predictions and / or expectations as of the date of this document and actual results and future plans of Hewlett Packard
Enterprise may differ significantly as a result of, among other things, changes in product strategy resulting from
technological, internal corporate, market and other changes. This is not a commitment to deliver any material, code or
functionality and should not be relied upon in making purchasing decisions.
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Hewlett Packard Enterprise confidential information
This is a rolling (up to three year) roadmap and is subject to change without notice

This Roadmap contains Hewlett Packard Enterprise Confidential Information.

If you have a valid Confidential Disclosure Agreement with Hewlett Packard Enterprise, disclosure of the Roadmap is
subject to that CDA. If not, it is subject to the following terms: for a period of three years after the date of disclosure, you
may use the Roadmap solely for the purpose of evaluating purchase decisions from HPE and use a reasonable standard of
care to prevent disclosures. You will not disclose the contents of the Roadmap to any third party unless it becomes
publically known, rightfully received by you from a third party without duty of confidentiality, or disclosed with Hewlett
Packard Enterprise’s prior written approval.
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Please give me your feedback
Session ID: B9599 Speakers: Mark Ulmer and Dipali Shah

I Use the mobile app to complete a session survey

1.  Access “My schedule”
2.  Click on the session detail page

3. Scroll down to “Rate & review”
T If the session is not on your schedule, just find it via the app’s “Session Schedule” menu, click on this session, and scroll down to “Rate &
Review”
I If you don’t have it, download the event app today. Go to your phone’s app store and search for “HPE Protect 2016”

I To access the session survey online, go to the Agenda Builder in the event session
catalog and click on your session

Thank you for providing your feedback, which helps us enhance content for future events.
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Audience

I Who is this talk for?

I ArcSight analysts and administrators

I Those who need to keep ArcSight well fed

I Focus on SmartConnector software for Microsoft Windows® and Linux®
I SmartConnector version

I We assume version 7.x.x and higher
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Agenda

I Basics
I Connector installs
I Central Management
I Anatomy of a connector folder
I Running as a service
I Config files
I agent.properties file
I agent.default.properties file
I Log files
I Reading the agent.log
I Reading the agent.out.wrapper.log

I Tuning
I Connector JVM memory

—
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I Analysis

' Running Test Alerts

| Running RegEx

' Running LogFu on connector logs

' Running Flex Agent Wizard

I Tips

| Command line ‘Get Status’
| Connector service removal
| Clean up time

| Connector Guides

' Quick Reference

Q&A



Demo SmartConnector install on Windows®

ﬁettPackard Ref: https://www.youtube.com/watch?v=5Ge3L4BUgbY

Enterprise



https://www.youtube.com/watch?v=5Ge3L4BUqbY

Click for video
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Demo SmartConnector install on Linux®
Command Line

|

mX
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Click for video
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Demo SmartConnector upgrades on ArcMC for
Centralized Management
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Connector enable Remote Management

Version > 7.0
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<L Connector Setup N = >
; . ‘What would you like to do?
<" ArcSight
Configure
P
Modify Connector
Install as a service
Enable FIPS mode
@) Modify remote management

I do not want to change any setting

rwlerlPa:hrd

evious Next > ] | Cancel
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Do vou want to remotely manage this connector?

Enable remote management? Yes

Remote management listener port (9003

%

< Previous | |

Next >

Cancel
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ArcSight Management Center (ArcMC)

Version 2.2 P1
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ArcSight Management Center

View All Nodes - System

>
Locations Hosts

+ Add Location

Name

UK Datacenter

Containers

US CENTRAL Datacenter

US EAST Datacenter
US WEST Datacenter

Page 1

of 1

Connectors

Node Management

ConApps Loggers

/ = ArcSight Manageme  x \ﬁ A
€« C' | & b#ps://arcmc:9000/arcme/monitor.ftl#nodemgmt Qor =

Configuration Management

ArcMCs

{?} Numbernf{{’} Action

1

o o O

Select Action
Select Action
Select Action

Select Action

™\

\# Refresh
W
W
W
W

Displaying 1 -4 of 4
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ArcMC Upgrade Container(s)

F ArcSight Management Center - Google Chrome
<« C' | (% beps://arcmc:©

arcmc/monitor.fti#nodemgmtMA

o @ ®
Qs =
ArcSight Management Center Home  Node Management Conf V) RNt User Management Administration admin Stats Site Map
Viey stem » US Central Datacenter » Production O3 Refresh
«
J Containers =~ Connectors  ConApps  Logg
Search
6' Properties '3 Certificates @ FIPS m Upgrade Container 18 Credentials Logs X Delete
v B System . .
Name {} Path &} Issues ¢ Port {3 Version £} Status £} Last Check {6} Action 03
v N
|W US Central Datacenter I Software - Common Syslog //US Central Datacenter/Pro... [ None 9001 7.1.1.7600.0 Initialized Jul 27,2016 23:21 Select Action v
» [2] Localhost Software - Nmap J/US Central Datacenter/Pro... 9 None 9003 72277420 Initialized ul27,2016 23:21 Select Action =
v (] Production
» & Software - Common Syslog
» [ Software-Nmap
|™ USEAST Datacenter
|™ EU West Datacenter
|™ US WEST Datacenter
Page|l of 1 Displaying1-2of2
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ArcSight Management Center “Rocks”

Major benefit of having at least one in your environment
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Centralized management of all SmartConnectors and Loggers

ArcMC

i A

Loggers

Software Connectors

/K/o_/’/
/
_/’/

A
W o
A

Connector Appliances

Enabling Remote Management on SmartConnector
Ref: http://support.openview.hp.com/selfsolve/document/KM1272694




Anatomy of a connector
Structure
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