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Our key message
You can nowuse modern web frameworks 
andbuild secure software
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Who is this for?

Payments Security Cloud and Data Security Project ManagersSecurity AuditorsDevelopers

[ŜǘΩǎ ǳǎŜ 
newThing.js!

There is a faster 
way.

LΩƳ ƴƻǘ ŀ 
developer.

Secure the data!

v

I want 
cutting edge 

features.

²ƘŀǘΩǎ ŀ 
lambda?
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Solutions for 
mitigating risk of 

software weaknesses

An awareness 
of risk introduced by 
dynamic languages

The impact of assessing 
for weaknesses 

introduced from Higher 
order functions

An understanding of 
Higher Order analysis

What will you learn?



You might be thinking¤
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What are 
άƘƛƎƘŜǊ-ƻǊŘŜǊέ ŦǳƴŎǘƛƻƴǎ

Challenges in assessing 
modern software

The future 
of Static Code Analysis

Overview
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What are 
®higher-order¯ 

functions

Challenges in 
assessing modern 

software

The future 
of Static Code 

Analysis

Higher order functions?
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What is ®Higher-order¯?
A simple example¤.

function foo(f) {
return f()+1;

}

foo(function () {return 3}) Č 4

function foo(x) {
return x+1;

}

foo(3)  Č 4

Traditional expression Lambda expression
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What is ®Higher-order¯?
Another example¤.

function map(f, a) {
var result = new Array(0);
for (var i = 0; i < a.length; i++) result[i] = f(a[i]);
return result;

}

map(function (x) { return x + 1 }, [ 14, 33, 72 ]) Č [ 15, 34, 73 ]
map(function (x) { return x * 2 }, [ 14, 33, 72 ]) Č [ 28, 66, 144 ]
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Higher-order code?
Functions are values!  

ÅFunctions as arguments

ÅFunctions as return values

ÅFunctions assigned to variables

ÅFunction stored in data structures

function (f, x) { f(x) }

function foo() { return eval}

varcall = function(¤) {}

map = {®callback¯ : function (¤) ¤}



Higher-order code can make security 
vulnerabilities harder to detect.
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Another example

6. function call1(f, arg) {

7. f(arg);

8. }

1. var href = document.location.href;

2. var unsafeInput= href.substring(href.indexOf("default=")+8) // unsafe 

3. var safeInput= ®some string"; // safe input

// aliasing eval

4. varbenign= eval;

9. call1(length, safeInput);

10. call1(benign, unsafeInput);
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What are 
άƘƛƎƘŜǊ-ƻǊŘŜǊέ 

functions

Challenges in 
assessing modern 

software

The future 
of Static Code 

Analysis

This is hard



Why is this hard?
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Why higher-order analysis is hard
There is no static control-flow graph.

f and h are computed at run time!

i > j

h(¤)

f(¤)
function foo(bar, baz) {

} 

var f = bar(1);
varh = baz(2);

if (i > j) f (40); else h(f );
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Why higher-order analysis is hard
For every function call, what are the lambda expressions (function definitions) 
that call could be a jump to?

Control-flowData-flow
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function foo(callback) {
callback(stuff)

} foo (div_cb)

foo (button_cb)

foo (table_cb)

callback(stuff)

div_cb button_cb

table_cb

Challenges of higher-order analysis
Control-flow can fork¤
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Challenges of higher-order analysis
Control-flow can fork¤and fork...and fork¤and fork¤
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What are 
άƘƛƎƘŜǊ-ƻǊŘŜǊέ 

functions

Challenges in 
assessing modern 

software

The future 
of Static Code 

Analysis

This future is here



The future is here
Static code analysis for modern web applications


