


(@ Protect 2015

Higher-order analysis In
HPFortify SCA

Scott L,Burson Techead/Architectt Fortify SCA
ShuyingLiang,PhD, Seniooftware Engineet Fortify SCA

#HPProtect



Meet the presenters

Scott L,Burson Shuying Liang, PhD
Tech lead/Architect Fortify SCA Senior Software EngineerFortify SCA

T O s o ’ ’ AR

= — 'T , ! X — "',v- ':4 . -‘“" ..' . .
: 20 AR} e o A |
I P AT N ) e~ I~ YA |/ 4
Fleem i S R e i -
/(A 4 'l". : 'ﬁ ,-.}f"“‘fi... e v h SO E I RN NN NN
y oS - ; : "‘C e _»¢
] -". N » .y S
3 = ‘ I l'

“;-\\' ‘\ . g &, - NS %\ | .
ot e e v o ePe \ @1 ‘\_'Y!,j .
st E N EE R X p R0 oA S |
Dot \;\\\\ 4 \‘ \ \
\ NN N

4 \® & ¢ <+ o ° 9 \‘ "\\"l “-‘_\0 e *

* 0 0 s P E S P v e e S . > ON
CONC I BT REE Y B BN NN BT BN B B = O = .
(O IR B I BN N N B N N O B R e e e L o

.oo‘o‘\\-.,l_‘“_\\"’_ % 0..0.0000000000-0000-00~---

- O 0D O O * 000 2P ° 0 « v B RB U Y N e
= ...o ® ® 5 0 0 © 0 0 & o+ & Ve N e
= [ 9O ® © 0 0 0 » i ¢ S .90.'% 2 @ ‘v . '» o N

®O0O® 00 0 » » ° e O @ o ' ‘¢ o o



Our key message
You camow use modern web frameworks
and build secu ,re software
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Who is this for?

Developers Security Auditors Project Managers

| want
cutting edge
features.

[ SG Q& LQY V2
newThing.js! developer.

O 2 : £ w
There Is a faster Secure the datal KI U Qa
way.
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What will you learn?

An understanding of
Higher Order analysis

The impact of assessing
for weaknesses
Introduced from Higher

order functions

An awareness
of risk introduced by
dynamic languages

Solutions for
mitigating risk of
software weaknesses



You might be think
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Overview
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Higher order functions?

(A)

What are
®h i1 gdirede
functions




What 1| s-o®Hegher

A simple exampl euno.

Traditional expression

function foo(x) {
return x+1;

}

foo(3)
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Lambda expression

functionfoo( ) {
return f()+1;

}

foo(




What 1| s-o®Hegher

Anot her exampl eno.

function map(f, aX
var result = new Array(0);
for (vari= 0;i <a.length; i++) resultf] = f(al]);
return result;

}

map(function (x) {returnx + 1}, [ 14, 33, 72 |)
map(function (x) { returnx *2 }, [ 14, 33, 72 )
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Higher-order code?

Functions are values!

A Functions as arguments

function (, X) { x }
A Functions as return values

function foo() { return

A Functions assigned to variables

var =
A Functionstored indata structures
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Higher-order code can make securi
vulnerabilities harder to detect.




Another example

1. var href =document.location.href
2.varunsafelnput= href.substringhref.indexOf{"default=")+8) // unsafe
3.varsafelnpui=®s o me ¢ safeinpug " ;

// aliasing eval 6. function calll(farg) {
4. varbenign=eval /. f(arg);
8.1}

9. calll(length safelnpud;
10. calll(benign unsafelnpud;




This 1s hard

J0101u
00100011
01001110
10100011

110107

Challenges in
assessing modern
software




Why Is this hard?




Why higherorder analysis is hard

There is no static contreflow graph.

function fooar, baz) {
varf =bar(l);
varh=baz2);

if (i >j)f(40); elseh(f);
}

f and h are computed at run time!



Why higherorder analysis is hard

For every function call, what are the lambda expressions (function definitions)
that call could be a jump to?

Data-flow
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C(hallenges of higherorder analysis

Controtf | ow can f or kao

functionfoo(callback {
callback(stuff) callback(stuff)

! foo (div_cb
foo (table _cb
foo (button_chb)

button_cb
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Challenges of higherorder analysis

ControHf | ow can for kwand for k. .
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This future Is here

The future
of Static Code
Analysis







