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Agenda
• The Microsoft Windows OS graveyard

• Challenges EOS/EOL presents

• Concept of the “virtual patch”

• Live exploit demo (BlackHat)

• Mitigation techniques (WhiteHat)
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The Windows graveyard

Windows XP
8th April 2014

Windows 
Server 2003

14th April 2015 Office 2003
8th April 2014
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The end of support story

Windows XP 

• First available October 2001

• End of Support April 8, 2014

• 12+ years as the world’s most ubiquitous operating system

• Cost for extended support is minimally $200-500 per device

– Several customers have noted purchase orders of $18-20M for a single year of extended support

Windows Server 2003

• First available April 24, 2003

• R6 update released in December, 2005

• Based on an enhanced version of Windows XP

• Enhanced a number of server-like functionality (IIS, DFS, AD, TS, Print Server, etc…)

• End-of-Support July 14, 2015

• Extended Support to Windows Server 2003 will cost $600 per server
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XP and Server 2003 stats
• As of January 2014, at least 49% of all computers in China still ran XP.

• In January 2014, it was estimated that more than 95% of the 3 million automated teller machines in the world were still 
running Windows XP

• As of April 2015, ~ 200-250 million users of XP remain
– Many of these systems are

• Banking systems

• Government

• Point-of-Sale (PoS)

• Medical

• etc…

• Windows Server 2003 – estimated upwards of 11 million instances
– Most are critical business servers:

• Ecommerce

• Finance

• etc…

• Gartner: 8 million Windows Server 2003 OS instances in operation

• SI Avanade: Of those instances 1.6 million will endure past the July 14 2015 end-of-support date. 1

• So, what does this all mean??  Every new vulnerability reported that XP is vulnerable to can be considered 0day

http://www.theregister.co.uk/2015/02/10/late_windows_server_2003_migration_now_what/
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You get an 0day!  And you get an 0day!  
0days for everyone!
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XP security concerns

• Windows XP was already the most attacked version of Windows of all time

– No DEP (Until SP2)

– No ASLR (Introduced in Win7)

– No SEHOP

– Kernel was poorly protected

– Trivial to exploit and the largest install base of any OS worldwide = recipe for disaster

• Over 700 vulnerabilities specific to Windows XP 

– Countless more exploitable on Windows XP in various applications
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Server 2003 security concerns

• Windows Server 2003 built on XP codebase (so inherently weak)

– No DEP (Until SP1)

– No ASLR (Introduced in Win7)

– No SEHOP

– Kernel was poorly protected

• Over 400 vulnerabilities specific to Windows Server 2003

– Countless more exploitable on Server 2003 in various applications



The virtual patch
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virtual patch illustration

The Cloud

Your unpatched
end users

Your network
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virtual patch illustration

TippingPoint 
virtual patch
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virtual patch

• The concept here is not a new one, but it IS newly relevant again

• With the end of patching for 2 still widely-deployed systems

• And every couple of years the cycle continues

• Patch the vulnerability at the network level vs. the OS

• Benefits

– Failed patch rollouts don’t matter

– Unidentified assets to patch don’t matter

– Maintenance windows no longer needed

– Indefinite window to upgrade critical servers or systems at YOUR discretion

– ZERO DAY virtual patches (ZDI is one of the largest contributers to Microsoft’s Patch Tuesday disclosures)

• All filters for critical products including unsupported operating systems become filters months before vendor patch

– Take that multi-million dollar quote from Microsoft for extended patch support and…



Won’t be playing the theme song for this scene…
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Vulnerabilities – A closer look at Windows XP

– MS14-064: 

– Published November, 2014 (well after EOS)

– https://technet.microsoft.com/en-us/library/security/ms14-064.aspx

– Doesn’t even mention XP

– Out of sight, out of mind

– Well, the security world DID notice:

– http://www.rapid7.com/db/modules/exploit/windows/fileformat/ms14_064_packager_python

– And WE noticed at TippingPoint as well

– DEMO!

– Filter 16946 shipped November 6th, 2014

https://technet.microsoft.com/en-us/library/security/ms14-064.aspx
http://www.rapid7.com/db/modules/exploit/windows/fileformat/ms14_064_packager_python
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Live demo recording
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Vulnerabilities – a closer look at Windows XP

– 116 CVEs against Microsoft Internet Explorer version 8 since EOS announced

– Many of these are likely reproducible against XP

– ie8 last version of IE shipped in XP

– DV team is currently in the process of analyzing and reproducing ALL of these vulnerabilities

– Will also look at XP-targeted vulns and perhaps 3rd party vulns reproducible on XP

– Over 80% of the vulnerabilities have corresponding vulnerability filters

– Additional exploit and security policy filters cover many others

– Of the 20% not covered by vuln filters, there are several categories
• Not deemed reproducible by Microsoft

• No exploits in the wild or reproduction too complex

• Exploit is theoretical vs. practical
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DVLabs Filter development

– We never deprecate filters for unsupported operating systems

– Periodic reviews of exploits against EOL/EOS OS

• Reverse engineering

• Exploitation (manual as well as public tools)

• Review/update/create filter logic

– Looking to start sharing telemetry from our field (ThreatLinq) regarding geographic distributions and CVEs exploited

– Cover the root cause of the vulnerability vs. exploit-specific

– Cover generic exploitation techniques for various types of attacks

• Shellcode from numerous sources

• Techniques seen by researchers in ZDI (3000+ researchers)

• Obfuscation patterns

• Use-after-free indicators, etc…
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Understanding the Use-After-Free (MS14-064)
• ReDim Statement: Reallocates storage space for an array variable.

• Initialization with Preserve. If you specify Preserve, Visual Basic copies the elements from the existing array to the new array.

• What could go wrong?  J

• By specifying a large array, and preserving the contents of an array as its size is modified, an attacker could have read and/or write access 
in arbitrary parts of memory…classic use-after-free.

function Over()

On Error Resume Next

dim type1,type2,type3

Over=False

a0=a0+a3

a1=a0+2

a2=a0+&h8000000 (large buffer size in hex)

redim Preserve aa(a0) 

redim ab(a0)     

redim Preserve aa(a2)

Redim Preserve allows you to change the dimensions of an array while keeping the contents of the array.
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Inside the Snort Filters – where do i start?

• Look out for constant False Positives, performance implications and overly targeted signatures!!

• alert tcp $EXTERNAL_NET any -> $SMTP_SERVERS 25 (msg:"BROWSER-IE Microsoft Internet Explorer 11 VBScript redim
preserve denial-of-service attempt"; flow:to_server,established; file_data; content:"redim"; nocase; content:"preserve"; 
within:20; nocase; content:"(&h"; within:20; byte_test:6,>,1000,0,relative,string,hex; metadata:policy balanced-ips drop, 
policy security-ips drop, service smtp; reference:cve,2014-6332; reference:url,technet.microsoft.com/en-
us/security/bulletin/ms14-064; classtype:attempted-dos; sid:32473; rev:3;)

• Both exploit-specific, (covers the hex version of the attack), AND highly false positive prone

• redim Preserve arr(&h10) is a perfectly legitimate usage of this VBScript

• alert tcp $EXTERNAL_NET $FILE_DATA_PORTS -> $HOME_NET any (msg:"BROWSER-IE Microsoft Internet Explorer 11 
VBScript redim preserve denial-of-service attempt"; flow:to_client,established; file_data; content:"redim"; nocase; 
content:"preserve"; within:20; nocase; content:"("; within:20; byte_test:6,>,1000,0,relative,string,dec; metadata:policy
balanced-ips drop, policy security-ips drop, service ftp-data, service http, service imap, service pop3; reference:cve,2014-
6332; reference:url,technet.microsoft.com/en-us/security/bulletin/ms14-064; classtype:attempted-dos; sid:32470; rev:3;)

• HIGHLY false-positive prone, highly false-negative prone

• Try this:  redim Preserve                                                             (000000000000080000000)

• TOTALLY valid attack (use more than 20 spaces, preface the large size with 0’s) – BOOM!
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Inside the DV Filter

A small sampling from the filter:

r\x00?e\x00?d\x00?i\x00?m\x00?[ \x09-\x0d\xa0\x00]*p\x00?r\x00?e\x00?s\x00?e\x00?r\x00?v\x00?e\x00?
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Inside the DV Filter

A bit more from the filter:

[ \x09-\x0d\x3b\x7b\x7d](\w+)[ \x09-\x0d]*=[ \x09-\x0d]*(?:\w+[ \x09-\x0d]*[+*-][ \x09-\x0d]*)?&\x00?h\x00?(0\x00?)*([8-
9a-f]\x00?(?:[0-9a-f]\x00?){6}|[1-9a-f]\x00?([0-9a-f]\x00?){7}).{0,1000}r\x00?e\x00?d\x00?i\x00?m\x00?[ \x09-
\x0d\xa0\x00]*p\x00?r\x00?e\x00?s\x00?e\x00?r\x00?v\x00?e\x00?[ \x09-\x0d\xa0\x00]*[\w\x00]*[ \x09-
\x0d\xa0\x00]*\x28\x00?[ \x09-\x0d\xa0\x00]*\1[ \x09-\x0d\xa0\x00]*\x29
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The virtual patch in action

Security Policy Filter
Vulnerability Filter
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Please give me your feedback

Please fill out a survey.

Hand it to the door monitor on your way out.

Thank you for providing your feedback, which 
helps us enhance content for future events.

Session B5655 Speaker Steve Povolny
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Thank you

steve.povolny@hp.com


