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“Train as you fight, 
Fight as you train”

Armed Forces & Personal Development Doctrine



Why this session?
The first thing I want to address is, what is the point of this session?
ArcSight offers training; why would I want to develop my own training 
program?

ArcSight training will help your SOC analysts understand how to use the 
tool that is ArcSight, but it won’t really help teach them how to use the tool 
to follow your organizational processes. It also won’t teach them how to 
do the day to day tasks they are expected to do using your locally 
developed content. 

This training program is intended to be used as the bridge to teach the 
user to use the tool as they would be expected to day to day. 
In short, to “Train as you fight.”



Overview
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• Training Methodology

• Technical Architecture 

• Putting the Methodology into Practice

• Closing the Loop

• Evolution
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• The training program outlined in this presentation is a “Task Oriented” 
system.

• It is designed to be used to both teach and evaluate the ability of SOC 
analysts to execute specific tasks appropriate to their skill level.

• It allows for a non-production location where they can execute specific 
modules to demonstrate ability to perform tasks needed for advancement 
to the next higher analyst skill level.

• This module system is also good for running “all hands” through 
preplanned quarterly or semi-annual Incident Response exercises to 
demonstrate ongoing competencies. 

Training Methodology
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• This program is designed to work with the trainee’s activity being 
monitored by a proctor who evaluates the students ability to follow 
established process as well as their analytical ability.

• This allows tailored feedback to the student, for both what they did right 
and what areas they could improve.

• This also allows us to capture any points where current process (real or 
training) can be improved.

• If the student comes up with a truly novel or inspired solution to an 
exercise, this solution can then be shared with the rest of the SOC to 
improve the organization as a whole.

Training Methodology 2
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Some Preliminary Requirements
• Someone needs to define the matrix of tasks that your SOC 

operators need to handle.
• This may include determining the job level of each task.
• This should be done by SOC management/Leads

• Using this matrix, evaluate which tasks can be handled using 
ArcSight.

• Example -
Analyst Type Task Can be Handled in ArcSight?
Level 1 Respond to AV alerts Y

Unwanted Software Y
Incident Investigation/Information 
Gathering Partial

Level 2 Rogue WiFi Disconnects Partial
Detailed Event Analysis Y
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• Transfer the task matrix into a sequence of repeatable/testable scenarios you 
expect the students to perform.
– This is normally based on your operational processes (SOP).

• Determine what specific actions you wish to see students to perform inside of 
ArcSight.

• Determine the base events you will need to support your scenario.

• If following the process requires interaction with other people, the general flow of 
communication should be anticipated and the appropriate responses scripted. The 
proctor can then “role-play” the any external groups.
– This also extends to functions that must be done outside of ArcSight. Include a description of 

the actions they would need to take and ask them to simulate those. Script appropriate 
responses to give back to the student.

Design the Needed Scenarios 
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• I recommend 2 part documentation. For each scenario create:
– A Student Handout

• This has a paragraph with a basic situation outlined (“someone called in and reported X”,  “You are the analyst on this shift
responsible for handling all security events”, “Something happened at X time, and we want to ensure no security issues happened at 
that time that could be related”)

– A Proctor Handout
• This has the outline of the scenario the student is engaged in

• It has the specific details the student should be looking for, and what tasks they are expected to handle to accomplish the scenario

• A general description of any ArcSight content they would be expected to use to accomplish that task

• A general description of any ArcSight content the might be expected to create to accomplish the task

• A listing of external resources they might be expected to use (including a general outline of responses, written or verbal, to allow the 
proctor to fill the role of those resources that cannot be simulated in ArcSight)

• Notes fields to allow the proctor to jot down his/her impressions as the scenario progresses.

• It is best to have 2 versions of every scenario, one that the student can use 
to train on, and one that can be used for a “signoff test” using different event 
data.

Scenario Documentation



Technical Aspects
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• Our environment consists 
of 2 servers and a few 
workstations dedicated to 
training. 

• We anticipated a limited 
number of simultaneous 
users so we tried to 
maximize the use of 
hardware by running 
multiple components on 
each server.

Training Architecture
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• This portion of the infrastructure can be designed to fit the hardware you 
have available. 
– The system will not be handling high and sustained event loads, so high-end hardware and 

extensive storage is not required.

• When configuring the ArcSight ESM Database
– Configure the ESM DB to maintain the minimum number of partitions

– Build the Database with the “small” template.

– Use default retention settings.

• When configuring the ArcSight ESM Manager
– Configure the system with the same general configuration settings as your production.

– Add a login banner to ArcSight ESM with a strong statement telling you that you are accessing 
a system that is for training.  (Also ArcSight Web if you include this in your training architecture) 
See ArcSight KB article #2583 for steps to configure the login banners.

ArcSight ESM Manager and Database
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• Your content for training should be the same content you use 
in production
– This allows the student to see the rule fires and dashboards in the same way 

they will in production.

– You can import the content using packages if you use the proper order

– Needs periodic update to keep training looking like production.

• It may be necessary to remove some throttling logic to allow 
for multiple training sessions.

• It is best to have specific training user ID’s and modify any 
alerting to present console notifications to the training group. 
– Sending pages or e-mail can be done but if you do this you may need to 

import the production users. This also gets uncomfortably close to production 
and causes increased risk of action being mistakenly taken in production.

ArcSight ESM Content

Package order
01_Active_Lists
02_Session_Lists
03_Asset_Catagories
04_Zones
05_Assets
06_Filters
07_Rules
08_Field_Sets
09_Active_Channels
10_Data_Monitors
11_Dashboards
12_Report_Templates
13_Queries
14_Trends
15_Reports
16_Query_Viewers
17_Integration_Commands
18_Files
19_Knowledgebase_Articles
20_Notification_Destinations
21_Users_Admins
22_Users_Other
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• Once you are satisfied with the system and content configuration you will 
want to make an export of the system tables.
– Export_system_tables is a built in ArcSight database tool.

– Exports configuration, but not the events.

• This export will be your “known good” state that you can roll the ArcSight 
ESM configuration back to.

• This will prevent you from having to clean up any content built by students, 
cases opened, etc.

• Will need to be updated as production SOC content changes!

Make a Content Export
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• Once we imported the SOC content into the training ESM and made the 
Needed adjustments, an export system tables was taken. 
– This becomes your restore point to allow the training environment to be flushed back to a 

“known-good” state. 

• The roll-back is a 3 step process (and must be done with the manager shut 
down):
1. Import the system tables backup.

2. Use the ResetPartitions.sql script to reset the partitions (the import will restore them to the 
partitions active on the date the export was taken, they are likely out of date).

3. Run partition manager in Stand Alone mode to create the initial partitions.
• ./arcsight database pm -i standalone -cn manage

Database Rollback
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• In our training environment one of the design goals was to be able to 
replay “real” events for training purposes. 

• To facilitate this we settled on the use of the Test Alert connector to allow 
the replay of exported production data.

• To maximize the utility of this connector you need to have the GUI 
available to select the replay files. 
– If you have a single location where training takes place you could run the connector(s) on the 

Training Workstation itself.

– If you have multiple locations it makes more sense to have a central location. We run the 
TestAlert connectors on the same host as the ArcSight ESM Manager and export the X console 
for the connector to the training workstation.

Test Alert Connectors
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• While the TestAlert connector can create 
arbitrary events, this method was deemed too 
slow for what we wanted.

• The Replay tab of the connector GUI allows to 
select the previously prepared replay files and 
control the event replay speed. 
– For most scenarios you should not need this rate to be more 

than about 50 EPS.

– Excessive EPS can cause the rules to fire too fast.

Test Alert Connector Display
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• To prevent any issue with a connector upgrade deleting the replay files that 
are the core of the training, I have placed those files on a separate OS 
partition, and created a symlink to that folder location in the 
%ArcSight_Home%/Current directory. 
– This allows the files to be accessed by the connector and can easily be restored if needed

– The files are centrally stored and can be backed up easily 

• You need to make some changes to the agent.properties file to cause the 
TestAlert connector to do a continuous replay. Its default mode is to play 
the file one time and then stop.
– agents[0].continuous=true

TestAlert Connector - Suggestions
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• There are some configuration options in agent.properties to cause the 
TestAlert connector to use current time for the new events. This eliminates 
the need to specify old time ranges when searching for events (and keep 
old partitions)
– agents[0].preserveagenttime=false

– agents[0].preservedetecttime=false

– agents[0].setagenttimeasnow=true

– agents[0].setdetecttimeasnow=true

TestAlert Connector - Suggestions
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• If your SOC process includes researching events in ArcSight Logger, you 
can create a good simulation environment by using the downloadable 
ArcSight Logger software version.

• ArcSight Logger software can also receive the appropriate event feeds 
from the Test Alert connector. 

• ArcSight Logger Configuration:
– Install with a small database size (you won’t need event retention)

– Keep the number of storage groups tailored to what you need to support any event segregation

– Replicate any ArcSight Logger Filters, Field Sets, and Reports that users would expect to use.

– ** Known Limitation** - You cannot currently create a logon banner for ArcSight Logger 
software...

ArcSight Logger Software
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• It is recommended to keep the training activity on a dedicated workstation.
– This eliminates confusion over users logging in to the wrong environment at the wrong time

– Allows dedicated customizations such as URL bookmarks to be easily managed.

– This also allows the dedicated training station to be placed in a location where you can have 
seating for the student and proctor readily available.

• If the budget is tight, this is the easiest place to save money
– If you use non-dedicated systems then logon banners on all ArcSight components become 

VERY important to avoid possible issues.

Training Workstations
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• When an event occurs in production that you would wish to use as a 
training scenario, you can use the built in ArcSight “replayfilegen” utility to 
export the data in a replay file format. (ArcSight KB #2209 and 1076)

• The first step is to build a filter that will grab only the events you want in the 
replay file. Make the filter very specific !

• The easiest way to create the replay file is to use the utility built into your 
local console install:
– %arcsight_home%\Console\current\bin

– You can run the command as a GUI wizard, or as a command line application. 
• Command line: arcsight replayfilegen –i console
• Gui method: arcsight replayfilegen

Creating Replay Files from Production Data
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• Before running the command, I recommend allowing it to have access to 
more memory than it has by default.  

• I have found that the process often fails if I do not do this:
• On Windows you can run the following command before running the replayfilegen 

command:
– set ARCSIGHT_JVM_OPTIONS=-Xmx512m

• On a Unix system you can run it this way:
– export ARCSIGHT_JVM_OPTIONS=-Xmx512m

Replayfilegen 
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Replayfilegen  Gui

These are the 
same options you 
provide at the 
command line if 
you run it in text 
mode 
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• Not increasing the amount of memory available to Java when running 
replayfilegen.

• Not formatting the data/time exactly as shown in the example when 
entering it at the command line. Any deviation from the specified formatting 
will cause the export to fail.

• Not making the filter that is referenced by the export specific enough. This 
will not cause the export to fail, but can leave you with a replay file with 
unexpected data in it.  Exclude all the rule fire events from your export, the 
goal is for the content (rules) in your training environment to fire on the 
base events you are replaying and create the rule fire events and actions.

ReplayFileGen – common gotchas



Putting it all into 
Practice
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• Once you have the infrastructure in place, the replay files for a handful of 
scenarios created, and the appropriate scenario documentation written, 
you are ready to test on your first students.

• Unless you are in a role that allows you free time to proctor all the students 
you expect to have, one approach is to start by training the shift leads and 
letting them in turn proctor the junior analysts.

• The Leads or Sr. Analysts will also be the ones to give you your best 
feedback on the realism and suitability of your training scenarios. (Take 
their feedback to heart, these are the folks who will make or break your 
training efforts!)

Getting the Program Off the Ground
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• As the proctor, print out both sets of documentation (proctor and student) 
needed for the scenario.

• Bring the student to the training system and present them with the student 
documentation. While they are reading their objectives, start the event flow 
via the TestAlert connector.

• Give the student a training login ID and password and let them log in.

• Observe the student’s actions and take notes as things present 
themselves.

• Try to only engage in the scenario if the student is truly stuck. If time 
permits let them have time to work through any issues before you help 
them.

Running a Scenario
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• Give feedback to the student right after the session, while it is all still fresh.

• Try to always lead off with a “praise” of something they did well.

• Try to keep the corrections and suggestions positive.

• Make note of anyplace the student came up with innovative or “out of the 
box” solutions. 

• If the student couldn’t figure out how to do a task, show them how it should 
be done. If they built content that could be built better or more efficiently, try 
to show them how/why.

Student Feedback



Closing the Loop
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• If a student comes up with a new/innovative/out-of-the-box solution to a 
problem, share that solution with the rest of the SOC. 
– This is how we increase everyone's knowledge

• Track student’s progress and improvements in whatever way your 
organization tracks analyst training and development.

• Successfully completing a scenario should result in a signoff that they have 
completed that objective and can move on to the next.

Feedback to SOC
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• As the students and proctors go through the scenarios, they are going to 
find places where the training process could work better.

• Take that feedback and use it to refine the scenarios. They should be living 
documents and replay files, not static.

• As SOC process changes and evolves, so too must the training scenarios. 
They lose value if they are testing students against an obsolete workflow.

Feedback to the Training Process



Evolution
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• The training environment can also be leveraged for SOC IR exercises. 
Have the on-shift analysts use the training environment instead of 
production. It gives away that it is an exercise, but I’ve never been involved 
with an IR exercise that wasn’t known to be an exercise when it kicked off 
anyhow.

• Educate users on new threats by crafting scenarios that mimic expected 
“0” day event patterns and see who can “find the bad stuff.”

• “Kobayashi Maru” scenarios. A major internal worm outbreak can require 
drastic action. Played out in a training environment, you can game out 
responses with no impact to production. Should you get deeply into this 
sort of training environment, I highly recommend a scenario like this be run 
by all senior watch standers.

Where do we go from here ? 
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• For those of you who think this all sounds good but can’t make the 
commitment to building it all, ArcSight University now has 2 new offerings:
– Custom Training for Analysts

– Skills on-Demand – hands on labs and practice guides for Analysts and Administrators to become 
Experts in their job roles.

• You can learn more about these offerings from the ArcSight University table 
in the CyberSecurity Hall, and you can also check out the presentation 

“ST09 - One Size Doesn’t Fit All: Customized Training” 

which will be posted with the conference presentations.

Late Breaking Development !



Thank you
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