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AGENDA

What 6s Next ? Astoryto provide context
Walk you through a demo scenario
Under the hood
Questions
Key Takeaways Cyber Threat Intelligence in your ArcSight environment
Threat Intelligence Platform & ArcSight setup
Challenges
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BACKGROUND

In 2013 Foreign Affairs commissioned Perceptive Security to implement a full
scale SIEM environment across an infrastructure of 160 world-wide outposts and

3 regional data hubs.

Now they had more security (compliance) data but still lacked the
insight/situational awareness of real and present threats.

Analysts found and pinpointed malware and abnormal behavior several times.

Procedure: Just Re-image and sometimes Investigate
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OUTLINE

The Dutch Government needed to provide context to what they
M Ministry of Foreign Affairs were seeing in their environment now that ArcSight was
installed and answer the following questions:
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QUESTIONS START TO RISE ON SIGNALS

What is it?

Whodés behind

Who knows more about this?

Does it relate to other incidents and
signals we have seen?

Where is it?

Is it dangerous?

Looking for something specific?

Anybody else seen this in
their environments?
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MEANWHILE

The Government starts to centralize all its IT activities across 8 departments with
central security management and several SOCs working together.

A Security and intelligence are scaled up as digital threat is rising
A New central SOC project with hybrid SIEM/log management technologies

A Information sharing becomes an important subject

The threat intelligence project was born
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THE GOAL

Use Threat Intelligence to provide context and inform stakeholders

Correlate Threat Intelligence with SIEM

Create Intelligence reports

Advise IT Security
Structured sharing of security intel across departments and partners
Share threat analysis across multiple SOCs an technologies
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WHAT IS THREAT INTELLIGENCE?

Definition Information that assists in tipping the balance in managing uncertainty
in a situation of conflict with cyber threat adversaries and other
opposing systems

Key Ingredients Indicators of Compromise (I0OC), Indicators of Attack (I0A),
Warning signals

Indicator and warning signals that might indicate the occurrence of a
(cyber) threat
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Threat Incident Security Fraud Risk
Analysts Analysts Analysts Analysts Analysts

P Executives, Business
Threat Management, Analysis, Stakeholders, Security

Production & Collaboration Operations, Incident
Response, etc.

) Normalization 0 Enrichment 0 Analysis

) Correlation N Collaboration N Triage
-~ -~ ' HPE ArcSight

\ Production Q Knowledge Management

EclecticlQ Platform Outgoing Feeds

(Cyber) Threat Intelligence practice / Threat Management

People, process and technologies working in concert to collect, analyze, produce
and disseminate cyber threat intelligence 1 AND action and hunt for it




PROJECT REQUIREMENTS

Get several stakeholders together in multiple sessions: (C)i s psecsirity
managers, analysts, POC participants

Define several use cases

POC all requirements and defined use-cases
Procurement

Design and implement technical environment

POC is an iterative process with meekly meetings (3 months)
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Open Standards

Root Access
On-premise
Hubs-n-Spokes
Normalization
Multi-SIEM integration
De-duplication

Obfuscation

Open API 06s

Transformation

MANY REQUIREMENTS

STIX/TAXII

Push & Pull

Feed Control
Discovery Services
Enrichment

Filters

Dataset Creation
Distribution Control
Audit Trails
Analysis Sharing
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Relevancy Control
Exposure Reporting
Transport Control
Tagging & Labeling
Feed Subscription
Binary Code Sharing
Collaborative Analysis
Anonymization

Integrity Control
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Threat Intel Lightweight EIQ Indicators
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Hit on recent created domain Hit on recent created domain - destination domain - Email

Hit on recent created domain totals ~-[#] Hit on recent created domain - destination domain - Email - from not targeted email users
_ Eclecticld ~[#] Hit on recent created domain - destination domain - Email - From targeted email users
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ArcSight i Hits on Recently Created Domains Combined with Threat Intel




