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Please give me your feedback

Session ID: B10059 Speaker:

I Use the mobile app to complete a session survey

1.  Access “My schedule”
2.  Click on the session detail page

3. Scroll down to “Rate & review”
If the session is not on your schedule, just find it via the app’s “Session Schedule” menu, click on this session, and scroll down to “Rate &

Review”
T If you don’t have it, download the event app today. Go to your phone’s app store and search for “HPE Protect 2016”

I To access the session survey online, go to the Agenda Builder in the event session
catalog and click on your session

Thank you for providing your feedback, which helps us enhance content for future events.
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Tips and Tricks for MSSPs Leveraging ArcSight ESM to Win Proof of Concepts
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Introducing the Speakers

Bryanmanagedhe SIEM and SOC teams at Proﬁcio. Previousvly
Bryan Borra WoArk?d/.at SAl“CléeldQSK alOl TS §¢ ) | SQa ) y )\é oly
SOC and SIEM Director 5Sai N\E_ eSNE FT2NJ ONBFUGAY A UKS

a few SIEM instances.

Jordan leadshe development of SIEM content for several key
contracts fot NB T RrabOE S=vices. He also currently se

ot [Kncfge ast N2 T in-Bolis2 @achine learning solution.

SIEM Content Engineer

Tristanleads the development of SIEM monitoring solutions 1
: several products. Heas recently been engaged in monitoring
Tristan Reed oud platf g alizedn brickingloTdevi 5
SIEM Content Engineer cloud p atformsand specializesn brickingloTdevices to be
used in demos.

Proficiois an awardwvinning MSSP that leverages HRESight
Proficio ESMto provide a multitenant SIEMsa-Service offering along

Southern California + with 24x7 SOC monitoring (ProSOC).
Singapore based MSSP
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Agenda

V Introduce common problems we encounter as an MSSP
V Detailsolutionsto theseissues, including:

1. Running efficient reports

2. Deploying effective content architecture

3. Monitoring new cloud data sources
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Reports: Modern Visuals

(@ symantec Regin: Top-tier espionage ool enables stealthy surveillance
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VICTIMS BY THE

Attackers targeted a wide spectrum of industries in 2014, including several that we had
not seen in large numbers before. While organizations learned of breaches sooner than
they did in 2013, attackers still roamed undetected in breached environments far too
long. And fewer victims discovered these intrusions on their own.

The Regin operators do not appear to Airline

N o e Issue 1: Security Challenges
i3 vty of rganieations, Energy-

including private companies.

gaverment entities, and research
nctautes.

For more than » dhird of survey parsicipants, lack of in house expestise ranks as the twp information
securiey headache,

What are your organization's top information
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o eticd security challenges

identificd
mainly in Len different countries.

- Interet Service Lack ot honna.
Infection vector Provider o ) ) . )
R T Industries Where Mandiant Investigated Intrusions

The infection vectors of Regin are. ——

targely unknown. On one compater, .

o fies revealed that Hpetin

ariginated from Yahoo! nstant 5% [—

ey v e g —— 1n 2014 we noted changes inthe number of

of the platform wouid indicate thiz s ey engagements st companies in several key industries
vector is also highly complex in ;

nature. The vector may vary per n! - [ 1 Retail—up from 4% to 14%

target and there ure 1 or gt . ) _

the sttacker has access to zero-day For those who have J Media & Entertainment—down from 13% to 8%
exploits.
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let's face it, no matte

Targets may be tricked into
isiting spoofed versions of
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-‘hmhﬂ; e ol ol do the Actors do what they do? Money, loot, cash, filthy lucre, 3. Identify Potential Changes Being Discussed for The New Network and Information Security (“NIS")

by CVE 2010 256 ached gpann eary get the idea? In fact, it can be money even when it's not money Directive.
2015 dtwough he owsall proporion & 02560 condary Motive sidebar for more). In the 2013 DBIR it appeared that
a1 ks P 2061 I the reigning lothario of “financial gain” was in danger of being cast
a8 1 lsarering o s0e hat the 1p 10 favor of “espionage.” Could such a thing come to pass? No, not really.
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Everytning Eise and family life. > A very good article in the Financi

Times recently noted the following, “The key
difference is a legal one: in Europe, data protection is a fundamental right and in the US it does
not have the same status.”
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Reports: What We See
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Reports: What Our Customers Told Us
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Concurrently Running Reports Limit

Limit of 5aNumberOfReportsCurrentlyQueryingbB

Ref:
/All Dashboards/ArcSight Administration/ESM/System Health/Resources/Reporting/Report Details
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