
MFSD Web Server SSL Certificate Installation 
 

1. Create a keystore using the below command: 

 
keytool -genkey -alias nsdserver -keyalg RSA -keysize 2048 -keystore nsdserver.jks - 

dname "CN=srm-tst-nsd.zenworkslabs.com,OU=EPM, O=MicroFocus Inc., L=provo, ST=Utah, C=US" 
 

2. Generate the Certificate Signing Request (CSR) using the below command:  
keytool -certreq -alias nsdserver -file srm-tst-nsd_zenworkslabs_com.csr -keystore 

nsdserver.jks 
 

Submit contents of csr file to your CA for signing. Once you receive the signed certificate 
from your CA. Save the certificate in the local drive or you can also save the certificates 
by creating a folder under \LiveTime\SSL. Creating a folder under LiveTime will be easy 
to take the backup while upgrading to major versions of MFSD. 

 

Installing the SSL Certificates to the Keystore: 
 

Navigate to the folder where all the certificates have been placed. Please make sure that 
%JAVA_HOME% is added as path under environment variable. 

 
For the demo of ssl, we have used the root certificate, intermediate certificate and the 

server certificate. If your certificate is signed from the Root authority then there is no need to run 
intermediate certificate command. For this installation we have used intermediate certificate. 

 
To install the SSL Certificate (root) file to your keystore, type the following command: 

 
C:\>keytool -importcert -keystore nsdserver.jks -alias root -file root.cer 

 
If asked if you want to trust the certificate, choose y or yes. 

 
To install the SSL Certificate (intermidiate) file to your keystore, type the following command: 

 
C:\>keytool -importcert -keystore nsdserver.jks -alias nsdroot -file 1_root_bundle.crt 

 
If asked if you want to trust the certificate, choose y or yes. 

 
To install the SSL Certificate file to your keystore, type the following command: 

 
C:\>keytool -importcert -keystore nsdserver.jks -alias nsdserver -trustcacerts -file 2_srm-tst-
nsd.zenworkslabs.com.crt 

 
You should get a confirmation stating that the "Certificate reply was installed in 

 
keystore." 

If asked if you want to trust the certificate, choose y or yes. 



Your keystore file (your_site_name.jks) is now ready to be used. Now, you need 
to configure your server to use it. 

 
 

 

Configuring your SSL Connector 
 

Before MFSD can accept secure connections, you need to configure an SSL Connector. 
 

1. In a text editor, open the server.xml file. Location of the files are as below:  
a. Windows: C:\Program Files\ServiceDesk\Server\conf  
b. Linux: /usr/local/ServiceDesk/Server/Conf  
c. Appliance: /opt/novell/nsd/servicedesk/Server/conf  
d. Prior to 7.3 for appliance: /srv/local/Servicedesk/conf  

2. Under server.xml, locate the connector that you want to use the new keystore to secure. 
 

3. Specify the correct keystore filename and password in your connector configuration. Below is an 
illustration of how the connector should look. 

 

Example for 7.3: 
 

<Connector port="443" protocol="org.apache.coyote.http11.Http11NioProtocol" 
keystoreFile="C:\Program Files\ServiceDesk\LiveTime\ssl\nsdserver.jks" 
keyAlias="nsdserver" maxThreads="150" SSLEnabled="true" scheme="https" secure="true" 
clientAuth="false" sslProtocol="SSL" sslEnabledProtocols="TLSv1.2" KeystorePass="novell"/> 
 
  Example for 7.4: 

For 7.4: 

 

<!-- 
<Connector port="8443" protocol="org.apache.coyote.http11.Http11NioProtocol" 
maxThreads="150" SSLEnabled="true" scheme="https" secure="true" 
clientAuth="false" sslProtocol="SSL" sslEnabledProtocols="TLSv1.2"  
KeystorePass="novell" 
ciphers="TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,TLS_ECDHE_RSA_WITH_AES_12
8_GCM_SHA256,TLS_RSA_WITH_AES_128_GCM_SHA256,TLS_ECDH_ECDSA_WITH_AES_128
_GCM_SHA256,TLS_ECDH_RSA_WITH_AES_128_GCM_SHA256,TLS_DHE_RSA_WITH_AES_12
8_GCM_SHA256,TLS_DHE_DSS_WITH_AES_128_GCM_SHA256,SSL_RSA_WITH_RC4_128_MD
5,SSL_RSA_WITH_RC4_128_SHA,TLS_DHE_RSA_WITH_AES_256_CBC_SHA,TLS_DHE_RSA_WI
TH_AES_256_CBC_SHA256,TLS_DHE_DSS_WITH_AES_128_CBC_SHA,TLS_DHE_DSS_WITH_AE
S_128_CBC_SHA256,TLS_DHE_DSS_WITH_AES_256_CBC_SHA,TLS_DHE_DSS_WITH_AES_256
_CBC_SHA256,TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA,TLS_ECDHE_ECDSA_WITH_AES
_128_CBC_SHA256,TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,TLS_ECDHE_ECDSA_WITH
_AES_256_CBC_SHA384,TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,TLS_ECDHE_RSA_WITH_
AES_128_CBC_SHA256,TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,TLS_ECDHE_RSA_WITH_
AES_256_CBC_SHA384,TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA,TLS_ECDH_ECDSA_WIT
H_AES_128_CBC_SHA256,TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA,TLS_ECDH_ECDSA_W
ITH_AES_256_CBC_SHA384,TLS_ECDH_RSA_WITH_AES_128_CBC_SHA,TLS_ECDH_RSA_WITH



_AES_128_CBC_SHA256,TLS_ECDH_RSA_WITH_AES_256_CBC_SHA,TLS_ECDH_RSA_WITH_A
ES_256_CBC_SHA384,TLS_RSA_WITH_AES_128_CBC_SHA,TLS_RSA_WITH_AES_128_CBC_SH
A256,TLS_RSA_WITH_AES_256_CBC_SHA,TLS_RSA_WITH_AES_256_CBC_SHA256"/>  
--> 

 

4. Save the changes and restart the MFSD Services. 
 
 

 

Migrating external certificates on MFSD from older 
versions to latest versions: 

 

 

1. To migrate external certificates, you need to take the backup of keystore,csr and the 

certificates which was signed by CA which includes the root certificate, intermediate 

certificate and your server certificate. Also for reference, you can take the backup of 
server.xml and paste the changes which was done in the previous release to the latest 

version of MFSD server.xml.  
2. After taking the backup, Upgrade to latest version of MFSD. 

 
3. Place the keystore file, csr, certificates to the same location after the upgrade. Make the 

changes to server.xml file for SSL which was done pre-upgrade.  
4. Restart the MFSD service and check for the HTTPS connection. 


