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Alerts 

Alerts 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

DeviceSAKey Key that uniquely identifies a Device 

User Name Username of the user for which the alert was fired 

Domain ActiveSync Domain of the user for which the alert was fired 

Device 
The device model for which the alert was fired (helps to identify in case of 

multiple devices associated with the same user) 

Timestamp UTC time when the alert was fired 

Seen Has the alert been viewed 

Organization Alert 

Code 
Code for the alert 

Message Message associated with the alert 

Devices 

This section has all User information in Device Perspective 

Devices . Administration 

This section has Administration information for a device 

Devices . Administration . Device Information 

Statistics reported back to the server by the device 

Devices . Administration . Device Information . Status 

Information about the device status 
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Devices . Administration . Device Information . Status . Last Connections 

Timestamps for recent device connection to ZENworks server 

Item Description 

Device App Last time device app synced 

ActiveSync Last time device made an ActiveSync connection to the server 

iOS APN Sent Last time iOS APN was sent to the device 

iOS APN Check-In Last time an iOS device checked-in with the server through APN 

Devices . Administration . Device Information . Status . Battery 

Information about the battery 

Item Description 

Battery Level Percentage battery charge left 

Battery Status Condition of the battery 

Last Boot Time Last time the device was rebooted 

Devices . Administration . Device Information . Status . Encryption 

Information about device encryption 

Item Description 

Device Encrypted Is the device memory encrypted 

Storage Card Encrypted Is the SD card encrypted 

Devices . Administration . Device Information . Status . Device Memory 

Information about device memory capacity 
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Item Description 

Capacity Total device memory capacity 

Available Total device memory available 

Percent Free Percentage of total device memory capacity that is free 

Devices . Administration . Device Information . Status . External Storage Card 

External Storage Card 

Item Description 

Capacity SD card's total memory capacity 

Available SD card's total memory available 

Percent Free Percentage of total SD card memory capacity that is free 

Devices . Administration . Device Information . Status . Jailbroken 

Jailbroken (iOS only feature) 

Item Description 

Jailbroken Is The iOS Device Jailbroken 

Devices . Administration . Device Information . Status . TouchDown 

About TouchDown 

Item Description 

TouchDown Registered Is TouchDown registered 

Devices . Administration . Device Information . Status . Roaming 

Roaming settings and information 
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Item Description 

Currently Roaming Is device currently roaming 

Voice Roaming Enabled Allow voice calls when roaming 

Data Roaming Enabled Allow data network use when roaming 

Devices . Administration . Device Information . Status . Supervised 

Supervised 

Item Description 

Is Supervised Is Supervised 

Devices . Administration . Device Information . Status . DeviceLocatorService 

Device Locator Service 

Item Description 

Device Locator Service Enabled Device Locator Service Enabled 

Devices . Administration . Device Information . Status . DoNotDisturbStat 

Do Not Disturb 

Item Description 

Is Do Not Disturb In Effect Is Do Not Disturb In Effect 

Devices . Administration . Device Information . Network 

Information related to device network 

Devices . Administration . Device Information . Network . Downloaded Data 

Data downloaded to the device 
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Item Description 

Any Total data downloaded to the device 

Cellular Total data downloaded to the device through the cellular network 

Wi-Fi Total data downloaded to the device through Wi-Fi 

Devices . Administration . Device Information . Network . Uploaded Data 

Data uploaded from the device 

Item Description 

Any Total data uploaded to the device 

Cellular Total data uploaded to the device through the cellular network 

Wi-Fi Total data uploaded to the device through Wi-Fi 

Devices . Administration . Device Information . Network . Network Detail 

Network details reported by the device 

Item Description 

Network Type Type of network used by the device 

Signal Strength Strength of cellular signal 

SIM Card IMSI 

Number 

International Mobile Subscriber Identifier for GSM cell phones (does not apply to 

CDMA) 

Cellular Technology 
Cellular technology (iOS device specific only when APN are used other wise not 

applicable) 

Current Carrier 

Network 
Name of the carrier network last reported by the device 

SIM Carrier Network Carrier network of the SIM card 
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Carrier Settings 

Version 
Version of the settings provided by the network carrier 

Ethernet MACs Ethernet MACs 

Devices . Administration . Device Information . Network . Hotspot 

Hotspot 

Item Description 

Personal Hotspot Enabled Personal Hotspot Enabled 

Devices . Administration . Device Information . About 

About 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 

DeviceSAKey Key that uniquely identifies a Device 

Devices . Administration . Device Information . About . Device Application 

Information about the device application 

Item Description 

Version Version of the ZENworks device application  

Language Language of the ZENworks device application 

Devices . Administration . Device Information . About . ActiveSync 

ActiveSync information 
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Item Description 

Version Version of ActiveSync protocol used for connecting to the ZENworks server 

User Agent User-Agent string sent by the device 

Devices . Administration . Device Information . About . Operating System 

Device operating system information 

Item Description 

Language Operating system language 

Version Operating system version 

Devices . Administration . Device Information . About . Device 

Device specific statistics 

Item Description 

Model Device Model 

Model Name Model Name 

Device Name Device Name 

Ownership Device Ownership 

Platform Device Platform 

Pending Remove when true, the device is in the process of being un-enrollment 

Suspended If true, access to all ZENworks resources is blocked 

UID Unique Identifier for the device 

IMEI Device International mobile station equipment identifier 
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Phone Number Phone Number 

Timezone TimeZone 

GMT Offset GMT Offset 

Build Version Build Version 

Product Name Product Name 

Serial Number Serial Number 

Modem Firmware Version Modem Firmware Version 

MEID Mobile Equipment Identifier 

ICCID Integrated circuit card identifier 

Bluetooth MAC Bluetooth media access control address 

Wi-Fi MAC Wi-Fi media access control address 

Subscriber MCC Subscriber mobile country code 

Subscriber MNC Subscriber mobile network code 

Current MCC Current mobile country code 

Current MNC Current mobile network code 

iTunes Account Active Status of iTunes store account 

Devices . Administration . Device Information . About . iOS Installed Profiles 

iOS Installed Profiles 

Item Description 

DeviceSAKey Key that uniquely identifies a Device 

iOSInstalledConfigProfileSAKey Key that uniquely identifies an installed iOS config profile 
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Profile Name Name of the installed profile 

Managed Is the configuration profile managed 

Last Updated Last the configuration profile was updated 

Devices . Administration . Configuration  

Configuration settings for each device 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 

DeviceSAKey Key that uniquely identifies a Device 

SyncScheduleSAKey Key that uniquely identifies a device connection schedule 

PolicyScheduleSAKey Key that uniquely identifies a policy schedule 

PolicySuiteSAKey Key that uniquely identifies a policy suite 

OffSchedulePolicySuiteSAKey Key that uniquely identifies an off schedule policy suite 

SyncLDAPContainerSAKey 

Key that uniquely identifies LDAP group or folder of a device 

connection schedule when user is added from an advanced LDAP 

server and connection schedule management is enforced 

PolicyLDAPContainerSAKey 

Key that uniquely identifies LDAP group or folder of a policy suite 

when user is added from an advanced LDAP server and policy 

suite management is enforced 

LiabilityLDAPContainerSAKey 

Key that uniquely identifies LDAP group or folder with the 

assigned liability when user is added from an advanced LDAP 

server and liability management is enforced 

PolicySchLDAPContainerSAKey Key that uniquely identifies LDAP group or folder of a policy 

schedule when user is added from an advanced LDAP server and 
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policy schedule management is enforced 

OffSchPolLDAPContainerSAKey 

Key that uniquely identifies LDAP group or folder of a policy suite 

when user is added from an advanced LDAP server and off 

schedule policy suite management is enforced 

Policy Enforcement Type 
Tells whether the device has a continual or time-based policy 

schedule 

On Policy Schedule 
If set then it tells if the device is on-schedule or off schedule, 

when its not set the device does not follow time-based policy 

Policy Schedule Name of the policy schedule assigned to the device 

Policy Suite Name of the policy suite assigned to the device 

Policy Suite Outside Schedule Name of the off-schedule policy suite assigned to the device 

Enforce Policy Management Is policy management enforced 

Device Connection Schedule Name of the connection schedule assigned to the device 

Enforce Device Connection Schedule 

Management 
Is connection schedule management enforced 

Liability Name of the liability assigned to the device 

Enforce Liability Management Is liability management enforced 

Ownership Device Ownership 

Plan Type Plan type for the device 

Carrier Cellular carrier for the device 

Devices . Administration . Configuration . Blacklists 

Information about Blacklists associated with the policy suite for the device 

Item Description 
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Display Name Name of the blacklist assigned to the device 

Permissions Permissions of the blacklist assigned to the device 

Devices . Administration . Configuration . Whitelists 

Information about Whitelists associated with the policy suite for the device 

Item Description 

Display Name Name of the Whitelist assigned to the device 

Permissions Permissions of the Whitelist assigned to the device 

Devices . Administration . Configuration . Off Schedule Policy Blacklists 

Information about Blacklists associated with the off schedule policy suite for the device 

Item Description 

Display Name Name of the off-schedule blacklist assigned to the device 

Permissions Permissions of the off-schedule blacklist assigned to the device 

Devices . Administration . Configuration . Off Schedule Policy Whitelists 

Information about Whitelists associated with the off schedule policy suite for the device 

Item Description 

Display Name Name of the off-schedule Whitelist assigned to the device 

Permissions Permissions of the off-schedule Whitelist assigned to the device 

Devices . Administration . Phone Calls 

Information about all the phone calls logged on the device 
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Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 

DeviceSAKey Key that uniquely identifies a Device 

PhoneLogSAKey Key that uniquely identifies a phone log 

Device Local Time Time on the device 

Origin Call origination 

Phone Number Phone Number 

Status Call Status 

Roaming Is device roaming 

Duration(in seconds) Call duration(in seconds) 

Devices . Administration . Texts 

Information about all the text mesages logged on the device 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 

DeviceSAKey Key that uniquely identifies a Device 

TextMessageLogSAKey Key that uniquely identifies a text message log 

Device Local Time Text Message Log Timestamp 

Origin Text Message Origination 

Type Text Message Type 
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Phone Number Phone Number 

Status Text Message Status 

Roaming Was the text message sent when device was roaming 

Subject Message Subject 

Devices . Administration . Logs 

Logs associated with each device 

Devices . Administration . Logs . ActiveSync Log 

View events logged during connections between the ZENworks Mobile Management server and 

the ActiveSync server and between the device's ActiveSync client and the ZENworks Mobile 

Management server 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 

DeviceSAKey Key that uniquely identifies a Device 

Log Level Log level: normal or verbose 

Log Code ActiveSync log code 

Description Description for the ActiveSync log code 

Function Name Name of the function that caused the error (used for debugging purposes) 

Details Details for the ActiveSync log code 

Timestamp Time when the ActiveSync Log was sent 

Devices . Administration . Logs . Data Usage Log 

Log for data traffic by the ZENworks app device's ActiveSync client 
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Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 

DeviceSAKey Key that uniquely identifies a Device 

Traffic Type Traffic Type 

Direction Traffic Direction 

Size (Bytes) Traffic size in bytes 

Timestamp Time when the log was sent 

Devices . Administration . Logs . Device Log 

Log to request and view a log from a device running the ZENworks Mobile Management 

application 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 

DeviceSAKey Key that uniquely identifies a Device 

Time Requested Time when device log was requested 

Requester Who requested the device log 

Received Was the device log received 

Time Received When the device log was received 

Log Request Pending Is the device log receipt pending 

Error Error receiving device log 
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Devices . Administration . Logs . Error Chain Log 

Errors sent from the device when the ZENworks server issues commands via apples APN server 

(iOS only) 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 

DeviceSAKey Key that uniquely identifies a Device 

Error Code The error code 

Error Domain The error domain 

Localized Description Description of the error in the device's localized language 

Timestamp Time when the error was sent (UTC) 

Devices . Administration . Logs . iOS MDM Sync Log 

Log for communication between ZENworks server and Apple iOS MDM server for this device 

(iOS only) 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 

DeviceSAKey Key that uniquely identifies a Device 

IOSMDMSyncLogSAKey Key that uniquely identifies an iOS MDM log entry 

Log Level Log level: normal or verbose 

Log Code iOS MDM log code 

Description Description for iOS MDM log code 
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Function Name Name of the function that generated this log (used for debugging) 

Details Details for iOS MDM log code 

Timestamp Time when this log was sent (UTC time) 

Devices . Administration . Logs . ZENworks Sync Log 

View events logged during connections between the device's ZENworks Mobile Management 

app and the ZENworks Mobile Management server 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 

DeviceSAKey Key that uniquely identifies a Device 

Log Level Log level: normal or verbose 

Log Code ZENworks sync log code 

Description Description for ZENworks sync log code 

Function Name Name of the function that generated this log (used for debugging) 

Details Details for ZENworks sync log code 

Timestamp Time when the ZENworks sync log was sent (UTC time) 

Devices . Administration . Logs . Configuration And Feedback Log 

Configuration And Feedback Log 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 
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DeviceSAKey Key that uniquely identifies a Device 

ConfigurationAndFeedbackLogSAKey 
Key that uniquely identifies configuration and feedback 

log 

Configuration And Feedback Time 

Requested 
Time when configuration and feedback log was requested 

Configuration And Feedback Time Received Time when configuration and feedback log was received 

Configuration And Feedback Requester Who requested the configuration and feedback log 

Configuration And Feedback Received Was the configuration and feedback log received 

App Name App Name 

Devices . Administration . File List 

Information about files stored on the device 

Item Description 

FileListSAKey Key that uniquely identifies a file list XML 

DeviceSAKey Key that uniquely identifies a Device 

File List XML List of files on the device in XML format 

Timestamp Last time the file list xml was updated 

Devices . Administration . Apps 

Information about apps on the device 

Devices . Administration . Apps . Android 

Android device apps information 

Devices . Administration . Apps . Android . Managed Apps 

Android device apps managed by ZENworks Mobile Management 
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Item Description 

AppSAKey Key that uniquely identifies an Android app 

OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 

DeviceSAKey Key that uniquely identifies a Device 

App Name Name of the Android app 

Version Version of the Android application 

Status Status of the Android app 

Remove With MDM Remove Android app when device is sent a selctive wipe command 

Required Prompt user to install the app 

Timestamp Last time the app status changed 

Last Attempted Install Last time the ZENworks server tried to install the app on the device 

Last Attempted Uninstall Last time the ZENworks server tried to uninstall the app on the device 

Devices . Administration . Apps . Android . Installed Apps 

Apps Installed on the Android device 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 

DeviceSAKey Key that uniquely identifies a Device 

Application Name Name of the android application 

Version Version of the Android application 
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Installed By Application installed By 

Version Code Version code of the Android application 

Package Name Package name of the Android application 

Data Downloaded (KB) Data downloaded by the app 

Data Uploaded (KB) Data uploaded by the app 

Devices . Administration . Apps . iOS 

iOS device apps information 

Devices . Administration . Apps . iOS . Managed Apps 

iOS device apps managed by ZENworks Mobile Management 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

DeviceSAKey Key that uniquely identifies a Device 

App Name iOS application name 

Region Region for the iOS application 

Version iOS application version 

Status Application status 

Rejection Reason Reason for app not installed on the device 

Remove With MDM Remove app when ZENworks MDM profile is removed 

Prevent Backup Prevent application backup through itunes 

Redemption Code Code used to download paid apps 

Timestamp Managed Apps Timestamp 
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Required Is the application required on the device 

Devices . Administration . Apps . iOS . Installed Apps 

Apps Installed on the iOS device 

Item Description 

DeviceSAKey Key that uniquely identifies a Device 

Version iOS application version 

Identifier iOS application identifier 

App Name iOS application name 

Bundle Size The app's static bundle size, in bytes, on the device 

Dynamic Size The size of the app's document, library, and other folders, in bytes, on the device 

Timestamp iOS Installed App Timestamp 

Devices . Corporate Resources 

This section has Corporate Resources information for a device 

Devices . Corporate Resources . Access Point Names 

Access Point Names 

Item Description 

UserAPNSAKey Key that uniquely identifies an access point name assigned to a user 

APNSAKey Key that uniquely identifies an access point name 

OrganizationSAKey Key that uniquely identifies the organization 

UserSAKey Key that uniquely identifies a user 
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DeviceSAKey Key that uniquely identifies a device 

Access Point Name This name will be used as the name of the Access point on the device 

Proxy Server IP address or URL of the Access Point proxy 

Proxy Server Port Port number of the Access Point proxy 

User name User name used for the Access Point Name 

Expiration (iOS 6+) Expiration Type for the Access Point Name 

On Date (UTC) Expiration date for the Access Point Name 

After Interval Expiration interval for the Access Point Name 

Devices . Corporate Resources . CalDAV Servers 

CalDAV servers for iOS devices only 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 

DeviceSAKey Key that uniquely identifies a Device 

CalDAV Server Display name for the CalDAV server 

Server Address Address for the CalDAV server 

Port Communication port used by the CalDAV server 

Use SSL SSL support for the CalDAV server 

User Name User name for the CalDAV server 

Principal Address Principal URL for the CalDAV server 

Devices . Corporate Resources . CardDAV Servers 
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CardDAV servers for iOS devices only 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 

DeviceSAKey Key that uniquely identifies a Device 

CardDAV Server Display name for the CardDAV server 

Server Address Address for the CardDAV server 

Port Communication port used by the CardDAV server 

Use SSL SSL support for the CardDAV server 

User Name User name for the CardDAV server 

Principal Address Principal URL for the CardDAV server 

Devices . Corporate Resources . Exchange Servers 

Exchange servers for iOS devices only 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 

DeviceSAKey Key that uniquely identifies a Device 

Exchange Server Name Display name for the exchange server 

Exchange Server Address Address of the exchange server 

Exchange port Communication port used by the exchange server 

Use SSL SSL support for the exchange server 
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Use S/MIME (iOS 5+) SMIME enabled for the exchange server 

E-mail Address E-mail address for the user account associated with this exchange server 

User Name User name associated with this exchange server 

Identity Certificate Certificate used by this exchange server for device authentication 

Encryption Certificate 
Certificate used by this exchange server for encrypting MIME data (iOS 

5+) 

Signing Certificate Certificate used by this exchange server for signing MIME data (iOS 5+) 

Allow Move Allow user to move messages from this account (iOS 5+) 

Use Only In Mail Send outgoing mail for this account only from mail app (iOS 5+) 

Allow Recent Address 

Syncing 
Include this account in recent address syncing (iOS 6+) 

Devices . Corporate Resources . LDAP Servers 

LDAP servers for iOS devices only 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 

DeviceSAKey Key that uniquely identifies a Device 

LDAP Server Display name for the LDAP server 

Server Address Address for the LDAP server 

Port Communication port used by the LDAP server 

Use SSL SSL support for the LDAP server 

User Name User name for the LDAP server 
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Devices . Corporate Resources . Mail Servers 

Mail servers for iOS devices only 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 

DeviceSAKey Key that uniquely identifies a Device 

E-mail Address Email address associated with the mail server 

Display Name Display name for the mail server 

Encryption Certificate Certificate used by this mail server for encrypting MIME data (iOS 5+) 

Signing Certificate Certificate used by this mail server for signing MIME data (iOS 5+) 

Allow Move Allow user to move messages from this account (iOS 5+) 

Use Only In Mail Send outgoing mail for this account only from mail app (iOS 5+) 

Allow Recent Address Syncing Include this account in recent address syncing (iOS 6+) 

Devices . Corporate Resources . Mail Servers . Incoming Mail Server 

Incoming Mail Server 

Item Description 

Incoming Mail Server Display name for incoming mail server 

Account Type Type of incoming mail server to be used 

Authentication Authentication type for incoming mail server 

Username User name for incoming mail server 

Devices . Corporate Resources . Mail Servers . Outgoing Mail Server 
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Outgoing Mail Server 

Item Description 

Outgoing Mail Server Display name for outgoing mail server 

Account Type Account type for outgoing mail server 

Authentication Authentication type for outgoing mail server 

SMIME Enabled Send outgoing mail using SMIME encryption 

Username User name for outgoing mail server 

Devices . Corporate Resources . Provisioning Profiles 

Provisioning Profiles 

Item Description 

UserProvProfileSAKey Key that uniquely identifies a Provisioning Profile assigned to a user 

OrganizationSAKey Key that uniquely identifies the organization 

UserSAKey Key that uniquely identifies a user 

DeviceSAKey Key that uniquely identifies a device 

Label 
This name will be used to identify the Provisioning Profile payload on 

the server 

Provisioning Profile Name The name of the Provisioning Profile 

Provisioning Profile Expiration 

Date 
Expiration date for the Provisioning Profile 

Apply To Organization If true, the resource is assigned to every iOS device in the organization 

Expiration (iOS 6+) Expiration Type for the Provisioning Profile 

On Date (UTC) Expiration date set for the Provisioning Profile 
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After Interval Expiration interval for the Provisioning Profile 

Devices . Corporate Resources . SCEP Server 

SCEP servers for iOS devices only 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 

DeviceSAKey Key that uniquely identifies a Device 

Display Name Display name for the SCEP server 

SCEP Name Actual name of the SCEP server 

URL Base URL for the SCEP server 

Subject Representation of the X.500 protocol name 

Devices . Corporate Resources . Subscribed Calendars 

Subscribed Calendars for iOS devices only 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 

DeviceSAKey Key that uniquely identifies a Device 

Calendar Name Display name for the subscribed calendar 

Host Name Host name for the subscribed calendar 

Use SSL SSL support for the subscribed calendar 



ZENworks Mobile Management ZR5 Domain Reference
   34 

User Name User name for the subscribed calendar 

Devices . Corporate Resources . Virtual Private Networks 

Virtual Private Networks for Android and iOS devices 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 

DeviceSAKey Key that uniquely identifies a Device 

Display Name Display name for the virtual private network 

Remote Address Remote address for the virtual private network 

Connection Type Connection type for the virtual private network 

Proxy Type Proxy type for the virtual private network 

User Name User name for the virtual private network 

Identity Certificate Certificate used for authenticating against the VPN 

Devices . Corporate Resources . Web Clips 

Web Clips 

Item Description 

UserWebClipSAKey Key that uniquely identifies a web clip assigned to a user 

OrganizationSAKey Key that uniquely identifies the organization 

UserSAKey Key that uniquely identifies a user 

DeviceSAKey Key that uniquely identifies a device 
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Label This name will be used as the name of the web clip on the device 

URL URL or Address of the web page 

Icon Icon to be displayed on the device for the web clip 

Removable If true, user can remove the webclip from the device 

Use Precomposed Icon If true, the icon is displayed without any added visual effects 

Launch In Full Screen If true, the web clip is launched as a full screen application 

Expiration (iOS 6+) Expiration Type for the Web Clip 

On Date (UTC) Expiration date for the Web Clip 

After Interval Expiration interval for the Web Clip 

Devices . Corporate Resources . Wi-Fi Networks 

Wi-Fi Networks for Android and iOS devices 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 

DeviceSAKey Key that uniquely identifies a Device 

Wi-Fi Network Display name for the Wi-Fi network 

Security Type Security type for the Wi-Fi network 

Enterprise Is the Wi-Fi network enterprise 

SSID SSID for the Wi-Fi network 

Hidden Is the Wi-Fi network hidden 

User Name User name for the Wi-Fi network 
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Identity Certificate Certificate used for coneection to the Wi-Fi network 

Proxy Type Proxy type for the Wi-Fi network 

Devices . Users 

This section has the information associated with each user 

Devices . Users . Configuration 

This section shows the configuration information for a user 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 

DeviceSAKey Key that uniquely identifies a Device 

User Name Username associated with this user account 

Created On Date on which this user account was created 

First Name First name of the user 

Last Name Last name of the user 

E-mail Address Email address of the user 

Domain The domain to which this user belongs 

Maximum Number of Devices per 

User 

Maximum number of devices the user is allowed to enroll to the 

ZENworks Mobile Management server 

Enforce Maximum Number of 

Devices per User 

If true, maximum number of devices a user is allowed to enroll is 

restricted by the organization setting 

ActiveSync Server ActiveSync server associated with this user account 
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LDAP Server LDAP server associated with this user account 

Expiration (iOS 6+) Does the user account expire 

On Date (UTC) Expiration Date (UTC) 

When Expired Action to perform when user account expires 

Devices . Users . Certificates 

Information about the certificates for each user 

Item Description 

Certificate Name of the certificate 

Accessible By User Is certificate accessible to the user through User Self Administration Portals 

Certificate Type Certificate Type 

Is SSL Certificate Does the certificate support SSL 

Devices . Users . Local Groups 

Information about the local group assignments for each user 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

LocalGroupSAKey Key that uniquely identifies the local group 

UserSAKey Key that uniquely identifies a User 

Local Group Name Name of the local group 

Priority Priority of the local group 

Policy Schedule Type Default policy schedule type for the local group 
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Policy Schedule Default policy schedule assigned to the local group 

Policy Suite Default policy suite assigned to the local group 

Policy Suite Outside 

Schedule 
Default off schedule policy suite assigned to the local group 

Connection Schedule Default device connection schedule assigned to the local group 

Liability Default liability assigned to the local group 

Is Organization Default 
Whether or not the group is assigned by default to hands-off enrolled 

users 

Users 

This section has all User information in User Perspective 

Users . Configuration 

This section shows the configuration information for a user 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 

DeviceSAKey Key that uniquely identifies a Device 

User Name Username associated with this user account 

Create On Date on which this user account was created 

First Name First name of the user 

Last Name Last name of the user 

E-mail Address Email address of the user 
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Domain The domain to which this user belongs 

Maximum Number of Devices per 

User 

Maximum number of devices the user is allowed to enroll to the 

ZENworks Mobile Management server 

Enforce Maximum Number of 

Devices per User 

If true, maximum number of devices a user is allowed to enroll is 

restricted by the organization setting 

ActiveSync Server ActiveSync server associated with this user account 

LDAP Server LDAP server associated with this user account 

Expiration (iOS 6+) Does the user account expire 

On Date (UTC) Expiration Date (UTC) 

When Expired Action to perform when user account expires 

Users . Certificates 

Information about the certificates for each user 

Item Description 

Certificate Name of the certificate 

Accessible By User Is certificate accessible to the user through User Self Administration Portals 

Certificate Type Certificate Type 

Is SSL Certificate Does the certificate support SSL 

Users . Local Groups 

Information about the local group assignments for each user 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 
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LocalGroupSAKey Key that uniquely identifies the local group 

UserSAKey Key that uniquely identifies a User 

Local Group Name Name of the local group 

Priority Priority of the local group 

Policy Schedule Type Default policy schedule type for the local group 

Policy Schedule Default policy schedule assigned to the local group 

Policy Suite Default policy suite assigned to the local group 

Policy Suite Outside 

Schedule 
Default off schedule policy suite assigned to the local group 

Connection Schedule Default device connection schedule assigned to the local group 

Liability Default liability assigned to the local group 

Is Organization Default 
Whether or not the group is assigned by default to hands-off enrolled 

users 

Users . Devices 

This section has the information associated with each device 

Users . Devices . Administration 

This section has Administration information for a device 

Users . Devices . Administration . Device Information  

Statistics reported back to the server by the device 

Users . Devices . Administration . Device Information . Status 

Information about the device status 

Users . Devices . Administration . Device Information . Status . Last Connections 
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Timestamps for recent device connection to ZENworks server 

Item Description 

Device App Last time device app synced 

ActiveSync Last time device made an ActiveSync connection to the server 

iOS APN Sent Last time iOS APN was sent to the device 

iOS APN Check-In Last time an iOS device checked-in with the server through APN 

Users . Devices . Administration . Device Information . Status . Battery 

Information about the battery 

Item Description 

Battery Level Percentage battery charge left 

Battery Status Condition of the battery 

Last Boot Time Last time the device was rebooted 

Users . Devices . Administration . Device Information . Status . Encryption 

Information about device encryption 

Item Description 

Device Encrypted Is the device memory encrypted 

Storage Card Encrypted Is the SD card encrypted 

Users . Devices . Administration . Device Information . Status . Device Memory 

Information about device memory capacity 

Item Description 
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Capacity Total device memory capacity 

Available Total device memory available 

Percent Free Percentage of total device memory capacity that is free 

Users . Devices . Administration . Device Information . Status . External Storage Card 

External Storage Card 

Item Description 

Capacity SD card's total memory capacity 

Available SD card's total memory available 

Percent Free Percentage of total SD card memory capacity that is free 

Users . Devices . Administration . Device Information . Status . Jailbroken 

Jailbroken (iOS only feature) 

Item Description 

Jailbroken Is The iOS Device Jailbroken 

Users . Devices . Administration . Device Information . Status . TouchDown 

About TouchDown 

Item Description 

TouchDown Registered Is TouchDown registered 

Users . Devices . Administration . Device Information . Status . Roaming 

Roaming settings and information 
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Item Description 

Currently Roaming Is device currently roaming 

Voice Roaming Enabled Allow voice calls when roaming 

Data Roaming Enabled Allow data network use when roaming 

Users . Devices . Administration . Device Information . Status . Supervised 

Supervised 

Item Description 

Is Supervised Is Supervised 

Users . Devices . Administration . Device Information . Status . DeviceLocatorService 

Device Locator Service 

Item Description 

Device Locator Service Enabled Device Locator Service Enabled 

Users . Devices . Administration . Device Information . Status . DoNotDisturbStat 

Do Not Disturb 

Item Description 

Is Do Not Disturb In Effect Is Do Not Disturb In Effect 

Users . Devices . Administration . Device Information . Network  

Information related to device network 

Users . Devices . Administration . Device Information . Network . Downloaded Data 

Data downloaded to the device 
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Item Description 

Any Total data downloaded to the device 

Cellular Total data downloaded to the device through the cellular network 

Wi-Fi Total data downloaded to the device through Wi-Fi 

Users . Devices . Administration . Device Information . Network . Uploaded Data 

Data uploaded from the device 

Item Description 

Any Total data uploaded to the device 

Cellular Total data uploaded to the device through the cellular network 

Wi-Fi Total data uploaded to the device through Wi-Fi 

Users . Devices . Administration . Device Information . Network . Network Detail 

Network details reported by the device 

Item Description 

Network Type Type of Network used by the device 

Signal Strength Strength of cellular signal 

SIM Card IMSI 

Number 

International Mobile Subscriber Identifier for GSM cell phones (does not apply to 

CDMA) 

Cellular Technology 
Cellular technology (iOS device specific only when APN are used other wise not 

applicable) 

Current Carrier 

Network 
Name of the carrier network last reported by the device 

SIM Carrier Network Carrier network of the SIM card 
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Carrier Settings 

Version 
Version of the settings provided by the network carrier 

Ethernet MACs Ethernet MACs 

Users . Devices . Administration . Device Information . Network . Hotspot 

Hotspot 

Item Description 

Personal Hotspot Enabled Personal Hotspot Enabled 

Users . Devices . Administration . Device Information . About 

About 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 

DeviceSAKey Key that uniquely identifies a Device 

Users . Devices . Administration . Device Information . About . Device Application 

Information about the device application 

Item Description 

Version Version of the ZENworks device application  

Language Language of the ZENworks device application 

Users . Devices . Administration . Device Information . About . ActiveSync 

ActiveSync information 
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Item Description 

Version Version of ActiveSync protocol used for connecting to the ZENworks server 

User Agent User-Agent string sent by the device 

Users . Devices . Administration . Device Information . About . Operating System 

Device operating system information 

Item Description 

Language Operating system language 

Version Operating system version 

Users . Devices . Administration . Device Information . About . Device 

Device specific statistics 

Item Description 

Model Device Model 

Model Name Model Name 

Device Name Device Name 

Ownership Device Ownership 

Platform Platform 

Pending Remove when true, the device is in the process of being un-enrollment 

Suspended If true, access to all ZENworks resources is blocked 

UID Unique Identifier for the device 

IMEI Device International mobile station equipment identifier 
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Phone Number Phone Number 

Timezone TimeZone 

GMT Offset GMT Offset 

Build Version Build Version 

Product Name Product Name 

Serial Number Serial Number 

Modem Firmware Version Modem Firmware Version 

MEID Mobile Equipment Identifier 

ICCID Integrated circuit card identifier 

Bluetooth MAC Bluetooth media access control address 

Wi-Fi MAC Wi-Fi media access control address 

Subscriber MCC Subscriber mobile country code 

Subscriber MNC Subscriber mobile network code 

Current MCC Current mobile country code 

Current MNC Current mobile network code 

iTunes Account Active Status of iTunes store account 

Users . Devices . Administration . Device Information . About . iOS Installed Profiles 

iOS Installed Profiles 

Item Description 

DeviceSAKey Key that uniquely identifies a Device 

iOSInstalledConfigProfileSAKey Key that uniquely identifies an installed iOS config profile 



ZENworks Mobile Management ZR5 Domain Reference
   48 

Profile Name Name of the installed profile 

Managed Is the configuration profile managed 

Last Updated Last the configuration profile was updated 

Users . Devices . Administration . Configuration 

Configuration settings for each device 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 

DeviceSAKey Key that uniquely identifies a Device 

SyncScheduleSAKey Key that uniquely identifies a device connection schedule 

PolicyScheduleSAKey Key that uniquely identifies a policy schedule 

PolicySuiteSAKey Key that uniquely identifies a policy suite 

OffSchedulePolicySuiteSAKey Key that uniquely identifies an off schedule policy suite 

SyncLDAPContainerSAKey 

Key that uniquely identifies LDAP group or folder of a device 

connection schedule when user is added from an advanced LDAP 

server and connection schedule management is enforced 

PolicyLDAPContainerSAKey 

Key that uniquely identifies LDAP group or folder of a policy suite 

when user is added from an advanced LDAP server and policy 

suite management is enforced 

LiabilityLDAPContainerSAKey 

Key that uniquely identifies LDAP group or folder with the 

assigned liability when user is added from an advanced LDAP 

server and liability management is enforced 

PolicySchLDAPContainerSAKey 

Key that uniquely identifies LDAP group or folder of a policy 

schedule when user is added from an advanced LDAP server and 

policy schedule management is enforced 
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OffSchPolLDAPContainerSAKey 

Key that uniquely identifies LDAP group or folder of a policy suite 

when user is added from an advanced LDAP server and off 

schedule policy suite management is enforced 

Policy Enforcement Type 
Tells whether the device has a continual or time-based policy 

schedule 

On Policy Schedule 
If set then it tells if the device is on-schedule or off schedule, 

when its not set the device does not follow time-based policy 

Policy Schedule Name of the policy schedule assigned to the device 

Policy Suite Name of the policy suite assigned to the device 

Policy Suite Outside Schedule Name of the off-schedule policy suite assigned to the device 

Enforce Policy Management Is policy management enforced 

Device Connection Schedule Name of the connection schedule assigned to the device 

Enforce Device Connection Schedule 

Management 
Is connection schedule management enforced 

Liability Name of the liability assigned to the device 

Enforce Liability Management Is liability management enforced 

Ownership Device Ownership 

Plan Type Plan type for the device 

Carrier Cellular carrier for the device 

Users . Devices . Administration . Configuration . Blacklists 

Information about Blacklists associated with the policy suite for the device 

Item Description 

Display Name Name of the blacklist assigned to the device 
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Permissions Permissions of the blacklist assigned to the device 

Users . Devices . Administration . Configuration . Whitelists 

Information about Whitelists associated with the policy suite for the device 

Item Description 

Display Name Name of the Whitelist assigned to the device 

Permissions Permissions of the Whitelist assigned to the device 

Users . Devices . Administration . Configuration . Off Schedule Policy Blacklists 

Information about Blacklists associated with the off schedule policy suite for the device 

Item Description 

Display Name Name of the off-schedule blacklist assigned to the device 

Permissions Permissions of the off-schedule blacklist assigned to the device 

Users . Devices . Administration . Configuration . Off Schedule Policy Whitelists 

Information about Whitelists associated with the off schedule policy suite for the device 

Item Description 

Display Name Name of the off-schedule Whitelist assigned to the device 

Permissions Permissions of the off-schedule Whitelist assigned to the device 

Users . Devices . Administration . Phone Calls 

Information about all the phone calls logged on the device 

Item Description 
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OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 

DeviceSAKey Key that uniquely identifies a Device 

PhoneLogSAKey Key that uniquely identifies a phone log 

Device Local Time Time on the device 

Origin Call origination 

Phone Number Phone Number 

Status Call Status 

Roaming Is device roaming 

Duration(in seconds) Call duration(in seconds) 

Users . Devices . Administration . Texts 

Information about all the text mesages logged on the device 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 

DeviceSAKey Key that uniquely identifies a Device 

TextMessageLogSAKey Key that uniquely identifies a text message log 

Device Local Time Text Message Log Timestamp 

Origin Text Message Origination 

Type Text Message Type 

Phone Number Phone Number 
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Status Text Message Status 

Roaming Was the text message sent when device was roaming 

Subject Message Subject 

Users . Devices . Administration . Logs 

Logs associated with each device 

Users . Devices . Administration . Logs . ActiveSync Log 

View events logged during connections between the ZENworks Mobile Management server and 

the ActiveSync server and between the device's ActiveSync client and the ZENworks Mobile 

Management server 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 

DeviceSAKey Key that uniquely identifies a Device 

Log Level Log level: normal or verbose 

Log Code ActiveSync log code 

Description Description for the ActiveSync log code 

Function Name Name of the function that caused the error (used for debugging purposes) 

Details Details for the ActiveSync log code 

Timestamp Time when the ActiveSync Log was sent 

Users . Devices . Administration . Logs . Data Usage Log 

Log for data traffic by the ZENworks app device's ActiveSync client 
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Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 

DeviceSAKey Key that uniquely identifies a Device 

Traffic Type Traffic Type 

Direction Traffic Direction 

Size (Bytes) Traffic size in bytes 

Timestamp Time when the log was sent 

Users . Devices . Administration . Logs . Device Log 

Log to request and view a log from a device running the ZENworks Mobile Management 

application 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 

DeviceSAKey Key that uniquely identifies a Device 

Time Requested Time when device log was requested 

Requester Who requested the device log 

Received Was the device log received 

Time Received When the device log was received 

Log Request Pending Is the device log receipt pending 

Error Error receiving device log 
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Users . Devices . Administration . Logs . Error Chain Log 

Errors sent from the device when the ZENworks server issues commands via apples APN server 

(iOS only) 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 

DeviceSAKey Key that uniquely identifies a Device 

Error Code The error code 

Error Domain The error domain 

Localized Description Description of the error in the device's localized language 

Timestamp Time when the error was sent (UTC) 

Users . Devices . Administration . Logs . iOS MDM Sync Log 

Log for communication between ZENworks server and Apple iOS MDM server for this device 

(iOS only) 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 

DeviceSAKey Key that uniquely identifies a Device 

IOSMDMSyncLogSAKey Key that uniquely identifies an iOS MDM log entry 

Log Level Log level: normal or verbose 

Log Code iOS MDM log code 

Description Description for iOS MDM log code 



ZENworks Mobile Management ZR5 Domain Reference
   55 

Function Name Name of the function that generated this log (used for debugging) 

Details Details for iOS MDM log code 

Timestamp Time when this log was sent (UTC time) 

Users . Devices . Administration . Logs . ZENworks Sync Log 

View events logged during connections between the device's ZENworks Mobile Management 

app and the ZENworks Mobile Management server 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 

DeviceSAKey Key that uniquely identifies a Device 

Log Level Log level: normal or verbose 

Log Code ZENworks sync log code 

Description Description for ZENworks sync log code 

Function Name Name of the function that generated this log (used for debugging) 

Details Details for ZENworks sync log code 

Timestamp Time when the ZENworks sync log was sent (UTC time) 

Users . Devices . Administration . Logs . Configuration And Feedback Log 

Configuration And Feedback Log 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 
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DeviceSAKey Key that uniquely identifies a Device 

ConfigurationAndFeedbackLogSAKey 
Key that uniquely identifies configuration and feedback 

log 

Configuration And Feedback Time 

Requested 
Time when configuration and feedback log was requested 

Configuration And Feedback Time Received Time when configuration and feedback log was received 

Configuration And Feedback Requester Who requested the configuration and feedback log 

Configuration And Feedback Received Was the configuration and feedback log received 

App Name App Name 

Users . Devices . Administration . File List 

Information about files stored on the device 

Item Description 

FileListSAKey Key that uniquely identifies a file list XML 

DeviceSAKey Key that uniquely identifies a Device 

File List XML List of files on the device in XML format 

Timestamp Last time the file list xml was updated 

Users . Devices . Administration . Apps 

Information about apps on the device 

Users . Devices . Administration . Apps . Android 

Android device apps information 

Users . Devices . Administration . Apps . Android . Managed Apps 

Android device apps managed by ZENworks Mobile Management 
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Item Description 

AppSAKey Key that uniquely identifies an Android app 

OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 

DeviceSAKey Key that uniquely identifies a Device 

App Name Name of the Android app 

Version Version of the Android application 

Status Status of the Android app 

Remove With MDM Remove Android app when device is sent a selctive wipe command 

Required Prompt user to install the app 

Timestamp Last time the app status changed 

Last Attempted Install Last time the ZENworks server tried to install the app on the device 

Last Attempted Uninstall Last time the ZENworks server tried to uninstall the app on the device 

Users . Devices . Administration . Apps . Android . Installed Apps 

Apps Installed on the Android device 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 

DeviceSAKey Key that uniquely identifies a Device 

Application Name Name of the android application 

Version Version of the Android application 
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Installed By Application installed By 

Version Code Version code of the Android application 

Package Name Package name of the Android application 

Data Downloaded (KB) Data downloaded by the app 

Data Uploaded (KB) Data uploaded by the app 

Users . Devices . Administration . Apps . iOS 

iOS device apps information 

Users . Devices . Administration . Apps . iOS . Managed Apps 

iOS device apps managed by ZENworks Mobile Management 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

DeviceSAKey Key that uniquely identifies a Device 

App Name iOS application name 

Region Region for the iOS application 

Version iOS application version 

Status Application status 

Rejection Reason Reason for app not installed on the device 

Remove With MDM Remove app when ZENworks MDM profile is removed 

Prevent Backup Prevent application backup through itunes 

Redemption Code Code used to download paid apps 

Timestamp Managed Apps Timestamp 
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Required Is the application required on the device 

Users . Devices . Administration . Apps . iOS . Installed Apps 

Apps Installed on the iOS device 

Item Description 

DeviceSAKey Key that uniquely identifies a Device 

Version iOS application version 

Identifier iOS application identifier 

App Name iOS application name 

Bundle Size The app's static bundle size, in bytes, on the device 

Dynamic Size The size of the app's document, library, and other folders, in bytes, on the device 

Timestamp iOS Installed App Timestamp 

Users . Devices . Corporate Resources 

This section has Corporate Resources information for a device 

Users . Devices . Corporate Resources . Access Point Names 

Access Point Names 

Item Description 

UserAPNSAKey Key that uniquely identifies an access point name assigned to a user 

APNSAKey Key that uniquely identifies an access point name 

OrganizationSAKey Key that uniquely identifies the organization 

UserSAKey Key that uniquely identifies a user 
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DeviceSAKey Key that uniquely identifies a device 

Access Point Name This name will be used as the name of the Access point on the device 

Proxy Server IP address or URL of the Access Point proxy 

Proxy Server Port Port number of the Access Point proxy 

User name User name used for the Access Point Name 

Expiration (iOS 6+) Expiration Type for the Access Point Name 

On Date (UTC) Expiration date for the Access Point Name 

After Interval Expiration interval for the Access Point Name 

Users . Devices . Corporate Resources . CalDAV Servers 

CalDAV servers for iOS devices only 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 

DeviceSAKey Key that uniquely identifies a Device 

CalDAV Server Display name for the CalDAV server 

Server Address Address for the CalDAV server 

Port Communication port used by the CalDAV server 

Use SSL SSL support for the CalDAV server 

User Name User name for the CalDAV server 

Principal Address Principal URL for the CalDAV server 

Users . Devices . Corporate Resources . CardDAV Servers 
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CardDAV servers for iOS devices only 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 

DeviceSAKey Key that uniquely identifies a Device 

CardDAV Server Display name for the CardDAV server 

Server Address Address for the CardDAV server 

Port Communication port used by the CardDAV server 

Use SSL SSL support for the CardDAV server 

User Name User name for the CardDAV server 

Principal Address Principal URL for the CardDAV server 

Users . Devices . Corporate Resources . Exchange Servers 

Exchange servers for iOS devices only 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 

DeviceSAKey Key that uniquely identifies a Device 

Exchange Server Name Display name for the exchange server 

Exchange Server Address Address of the exchange server 

Exchange port Communication port used by the exchange server 

Use SSL SSL support for the exchange server 
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Use S/MIME (iOS 5+) SMIME enabled for the exchange server 

E-mail Address E-mail address for the user account associated with this exchange server 

User Name User name associated with this exchange server 

Identity Certificate Certificate used by this exchange server for device authentication 

Encryption Certificate 
Certificate used by this exchange server for encrypting MIME data (iOS 

5+) 

Signing Certificate Certificate used by this exchange server for signing MIME data (iOS 5+) 

Allow Move Allow user to move messages from this account (iOS 5+) 

Use Only In Mail Send outgoing mail for this account only from mail app (iOS 5+) 

Allow Recent Address 

Syncing 
Include this account in recent address syncing (iOS 6+) 

Users . Devices . Corporate Resources . LDAP Servers 

LDAP servers for iOS device onlys 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 

DeviceSAKey Key that uniquely identifies a Device 

LDAP Server Display name for the LDAP server 

Server Address Address for the LDAP server 

Port Communication port used by the LDAP server 

Use SSL SSL support for the LDAP server 

User Name User name for the LDAP server 
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Users . Devices . Corporate Resources . Mail Servers 

Mail servers for iOS devices only 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 

DeviceSAKey Key that uniquely identifies a Device 

E-mail Address Email address associated with the mail server 

Display Name Display name for the mail server 

Encryption Certificate Certificate used by this mail server for encrypting MIME data (iOS 5+) 

Signing Certificate Certificate used by this mail server for signing MIME data (iOS 5+) 

Allow Move Allow user to move messages from this account (iOS 5+) 

Use Only In Mail Send outgoing mail for this account only from mail app (iOS 5+) 

Allow Recent Address Syncing Include this account in recent address syncing (iOS 6+) 

Users . Devices . Corporate Resources . Mail Servers . Incoming Mail Server 

Incoming Mail Server 

Item Description 

Incoming Mail Server Display name for incoming mail server 

Account Type Type of incoming mail server to be used 

Authentication Authentication type for incoming mail server 

Username User name for incoming mail server 

Users . Devices . Corporate Resources . Mail Servers . Outgoing Mail Server 
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Outgoing Mail Server 

Item Description 

Outgoing Mail Server Display name for outgoing mail server 

Account Type Account type for outgoing mail server 

Authentication Authentication type for outgoing mail server 

SMIME Enabled Send outgoing mail using SMIME encryption 

Username User name for outgoing mail server 

Users . Devices . Corporate Resources . SCEP Server 

SCEP servers for iOS devices only 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 

DeviceSAKey Key that uniquely identifies a Device 

Display Name Display name for the SCEP server 

SCEP Name Actual name of the SCEP server 

URL Base URL for the SCEP server 

Subject Representation of the X.500 protocol name 

Users . Devices . Corporate Resources . Subscribed Calendars 

Subscribed Calendars for iOS devices only 

Item Description 
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OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 

DeviceSAKey Key that uniquely identifies a Device 

Calendar Name Display name for the subscribed calendar 

Host Name Host name for the subscribed calendar 

Use SSL SSL support for the subscribed calendar 

User Name User name for the subscribed calendar 

Users . Devices . Corporate Resources . Virtual Private Networks 

Virtual Private Networks for Android and iOS devices only 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 

DeviceSAKey Key that uniquely identifies a Device 

Display Name Display name for the virtual private network 

Remote Address Remote address for the virtual private network 

Connection Type Connection type for the virtual private network 

Proxy Type Proxy type for the virtual private network 

User Name User name for the virtual private network 

Identity Certificate Certificate used for authenticating against the VPN 

Users . Devices . Corporate Resources . Web Clips 

Web Clips 
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Item Description 

UserWebClipSAKey Key that uniquely identifies a web clip assigned to a user 

OrganizationSAKey Key that uniquely identifies the organization 

UserSAKey Key that uniquely identifies a user 

DeviceSAKey Key that uniquely identifies a device 

Label This name will be used as the name of the web clip on the device 

URL URL or Address of the web page 

Icon Icon to be displayed on the device for the web clip 

Removable If true, user can remove the webclip from the device 

Use Precomposed Icon If true, the icon is displayed without any added visual effects 

Launch In Full Screen If true, the web clip is launched as a full screen application 

Expiration (iOS 6+) Expiration Type for the Web Clip 

On Date (UTC) Expiration date for the Web Clip 

After Interval Expiration interval for the Web Clip 

Users . Devices . Corporate Resources . Wi-Fi Networks 

Wi-Fi Networks for Android and iOS devices 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

UserSAKey Key that uniquely identifies a User 

DeviceSAKey Key that uniquely identifies a Device 

Wi-Fi Network Display name for the Wi-Fi network 
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Security Type Security type for the Wi-Fi network 

Enterprise Is the Wi-Fi network enterprise 

SSID SSID for the Wi-Fi network 

Hidden Is the Wi-Fi network hidden 

User Name User name for the Wi-Fi network 

Identity Certificate Certificate used for coneection to the Wi-Fi network 

Proxy Type Proxy type for the Wi-Fi network 

Organization Management 

Organization Management 

Organization Management . Policy Management 

Policy Management Settings for the organization 

Organization Management . Policy Management . Device Connection Schedule 

Device Connection Schedules for the organization 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

DeviceConnectionScheduleSAKey Key that uniquely identifies a device connection schedule 

Device Connection Schedule Name Display name of the device connection schedule 

Device Connection Schedule Description Description for the device connection schedule 

Notes For Device Connection Schedule Notes associated with the device connection schedule 

Organization Management . Policy Management . Device Connection Schedule . Corporate 

Connection Schedule 
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Defines Corporate Device Connection Schedule 

Item Description 

CorporateSyncScheduleDefinitionSAKey 
Key that uniquely identifies a corporate device connection 

schedule 

Peak Connect Interval ZENworks app connection interval for peak times 

Require Direct Push for Peak Times Is direct push enabled for peak times 

Off-peak Connect Interval ZENworks app connection interval for off-peak times 

Require Direct Push for Off-peak Times Is direct push enabled for off-peak times 

Organization Management . Policy Management . Device Connection Schedule . Corporate 

Connection Schedule . Monday 

Defines peak connection times for Monday 

Item Description 

Enabled If not checked device connects at non peak interval only for monday 

Peak Start Time Peak start time for monday 

Peak End Time Peak end time for monday 

Organization Management . Policy Management . Device Connection Schedule . Corporate 

Connection Schedule . Tuesday 

Defines peak connection times for Tuesday 

Item Description 

Enabled If not checked device connects at non peak interval only for tuesday 

Peak Start Time Peak start time for tuesday 

Peak End Time Peak end time for tuesday 
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Organization Management . Policy Management . Device Connection Schedule . Corporate 

Connection Schedule . Wednesday 

Defines peak connection times for Wednesday 

Item Description 

Enabled If not checked device connects at non peak interval only for wednesday 

Peak Start Time Peak start time for wednesday 

Peak End Time Peak end time for wednesday 

Organization Management . Policy Management . Device Connection Schedule . Corporate 

Connection Schedule . Thursday 

Defines peak connection times for Thursday 

Item Description 

Enabled If not checked device connects at non peak interval only for thursday 

Peak Start Time Peak start time for thursday 

Peak End Time Peak end time for thursday 

Organization Management . Policy Management . Device Connection Schedule . Corporate 

Connection Schedule . Friday  

Defines peak connection times for Friday 

Item Description 

Enabled If not checked device connects at non peak interval only for friday 

Peak Start Time Peak start time for friday 

Peak End Time Peak end time for friday 

Organization Management . Policy Management . Device Connection Schedule . Corporate 

Connection Schedule . Saturday 
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Defines peak connection times for Saturday 

Item Description 

Enabled If not checked device connects at non peak interval only for saturday 

Peak Start Time Peak start time for saturday 

Peak End Time Peak end time for saturday 

Organization Management . Policy Management . Device Connection Schedule . Corporate 

Connection Schedule . Sunday 

Defines peak connection times for Sunday 

Item Description 

Enabled If not checked device connects at non peak interval only for sunday 

Peak Start Time Peak start time for sunday 

Peak End Time Peak end time for sunday 

Organization Management . Policy Management . Device Connection Schedule . Individual 

Connection Schedule 

Defines individual device connection schedule 

Item Description 

IndividualSyncScheduleDefinitionSAKey 
Key that uniquely identifies an individual device connection 

schedule 

Peak Connect Interval ZENworks app connection interval for peak times 

Require Direct Push for Peak Times Is direct push enabled for peak times 

Off-peak Connect Interval ZENworks app connection interval for off-peak times 

Require Direct Push for Off-peak Times Is direct push enabled for off-peak times 
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Organization Management . Policy Management . Device Connection Schedule . Individual 

Connection Schedule . Monday 

Defines peak connection times for Monday 

Item Description 

Enabled If not checked device connects at non peak interval only for monday 

Peak Start Time Peak start time for monday 

Peak End Time Peak end time for monday 

Organization Management . Policy Management . Device Connection Schedule . Individual 

Connection Schedule . Tuesday 

Defines peak connection times for Tuesday 

Item Description 

Enabled If not checked device connects at non peak interval only for tuesday 

Peak Start Time Peak start time for tuesday 

Peak End Time Peak end time for tuesday 

Organization Management . Policy Management . Device Connection Schedule . Individual 

Connection Schedule . Wednesday 

Defines peak connection times for Wednesday 

Item Description 

Enabled If not checked device connects at non peak interval only for wednesday 

Peak Start Time Peak start time for wednesday 

Peak End Time Peak end time for wednesday 

Organization Management . Policy Management . Device Connection Schedule . Individual 

Connection Schedule . Thursday 
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Defines peak connection times for Thursday 

Item Description 

Enabled If not checked device connects at non peak interval only for thursday 

Peak Start Time Peak start time for thursday 

Peak End Time Peak end time for thursday 

Organization Management . Policy Management . Device Connection Schedule . Individual 

Connection Schedule . Friday 

Defines peak connection times for Friday 

Item Description 

Enabled If not checked device connects at non peak interval only for friday 

Peak Start Time Peak start time for friday 

Peak End Time Peak end time for friday 

Organization Management . Policy Management . Device Connection Schedule . Individual 

Connection Schedule . Saturday 

Defines peak connection times for Saturday 

Item Description 

Enabled If not checked device connects at non peak interval only for saturday 

Peak Start Time Peak start time for saturday 

Peak End Time Peak end time for saturday 

Organization Management . Policy Management . Device Connection Schedule . Individual 

Connection Schedule . Sunday 

Defines peak connection times for Sunday 
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Item Description 

Enabled If not checked device connects at non peak interval only for sunday 

Peak Start Time Peak start time for sunday 

Peak End Time Peak end time for sunday 

Organization Management . Policy Management . Policy Schedules 

Policy Schedules for the organization 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

PolicyScheduleSAKey Key that uniquely identifies a policy schedule 

Policy Schedule Name Display name of the policy schedule 

Policy Schedule Description Description for the policy schedule 

Notes For Policy Schedule Notes associated with the policy schedule 

Organization Management . Policy Management . Policy Schedules . Policy Schedule 

Definition  

Defines Policy Schedule to be followed by the device 

Item Description 

PolicyScheduleDefinitionSAKey Key that uniquely identifies a policy schedule definition 

Organization Management . Policy Management . Policy Schedules . Policy Schedule 

Definition . Monday 

Defines on-schedule time period for Monday 

Item Description 
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Enabled If checked, device has on-schedule policy for the said time for monday 

Schedule Start Time Schedule start time for monday 

Schedule End Time Schedule end time for monday 

Organization Management . Policy Management . Policy Schedules . Policy Schedule 

Definition . Tuesday 

Defines on-schedule time period for Tuesday 

Item Description 

Enabled If checked, device has on-schedule policy for the said time for tuesday 

Schedule Start Time Schedule start time for tuesday 

Schedule End Time Schedule end time for tuesday 

Organization Management . Policy Management . Policy Schedules . Policy Schedule 

Definition . Wednesday 

Defines on-schedule time period for Wednesday 

Item Description 

Enabled If checked, device has on-schedule policy for the said time for wednesday 

Schedule Start Time Schedule start time for wednesday 

Schedule End Time Schedule end time for wednesday 

Organization Management . Policy Management . Policy Schedules . Policy Schedule 

Definition . Thursday 

Defines on-schedule time period for Thursday 

Item Description 
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Enabled If checked, device has on-schedule policy for the said time for thursday 

Schedule Start Time Schedule start time for thursday 

Schedule End Time Schedule end time for thursday 

Organization Management . Policy Management . Policy Schedules . Policy Schedule 

Definition . Friday  

Defines on-schedule time period for Friday 

Item Description 

Enabled If checked, device has on-schedule policy for the said time for friday 

Schedule Start Time Schedule start time for friday 

Schedule End Time Schedule end time for friday 

Organization Management . Policy Management . Policy Schedules . Policy Schedule 

Definition . Saturday 

Defines on-schedule time period for Saturday 

Item Description 

Enabled If checked, device has on-schedule policy for the said time for saturday 

Schedule Start Time Schedule start time for saturday 

Schedule End Time Schedule end time for saturday 

Organization Management . Policy Management . Policy Schedules . Policy Schedule 

Definition . Sunday 

Defines on-schedule time period for Sunday 

Item Description 
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Enabled If checked, device has on-schedule policy for the said time for sunday 

Schedule Start Time Schedule start time for sunday 

Schedule End Time Schedule end time for sunday 

Organization Management . Policy Management . Policy Suites 

Policy Suites for the organization 

Organization Management . Policy Management . Policy Suites . Audit Tracking 

Audit Tracking 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

PolicySuiteSAKey Key that uniquely identifies a policy suite 

Policy Suite Name Display name of the policy suite 

Organization Management . Policy Management . Policy Suites . Audit Tracking . General 

General audit tracking settings 

Organization Management . Policy Management . Policy Suites . Audit Tracking . General . 

Archive Device File List 

Record the names of the device 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Audit Tracking . General . 

Frequency Of Archiving Files (in days) 

Frequency of how often then file names list is sent to the ZENworks server, in number of days 
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Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Audit Tracking . General . 

Record Phone Log 

Report calls history to the ZENworks server 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Audit Tracking . General . 

Record Text Message Log 

Report text message history to the ZENworks server 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Audit Tracking . General . 

Record Application Data Usage 

Report data usage of the ZENworks app to the ZENworks server 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 
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Organization Management . Policy Management . Policy Suites . Audit Tracking . Location 

Tracking  

Audit Tracking: Location Tracking 

Organization Management . Policy Management . Policy Suites . Audit Tracking . Location 

Tracking . Record Location Of Device 

Record Location Of Device 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Audit Tracking . Location 

Tracking . GPS Location Accuracy 

GPS Location Accuracy 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Audit Tracking . Location 

Tracking . GPS Location Accuracy . Location Source 

Location Source 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Audit Tracking . Location 

Tracking . GPS Location Accuracy . Distance Filter (in meters) 
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Distance Filter (in meters) 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Device Control 

Device Control 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

PolicySuiteSAKey Key that uniquely identifies a policy suite 

Policy Suite Name Display name of the policy suite 

Organization Management . Policy Management . Policy Suites . Device Control . Device 

Features 

Device Control: Device Features 

Organization Management . Policy Management . Policy Suites . Device Control . Device 

Features . Allow Bluetooth 

Allow Bluetooth 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Device Control . Device 

Features . Allow Browser 

Allow Browser 
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Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Device Control . Device 

Features . Allow Camera 

Allow Camera 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Device Control . Device 

Features . Allow Infrared 

Allow Infrared 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Device Control . Device 

Features . Allow Internet Sharing From The Device 

Allow Internet Sharing From The Device 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 
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Organization Management . Policy Management . Policy Suites . Device Control . Device 

Features . Allow Remote Desktop 

Allow Remote Desktop 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Device Control . Device 

Features . Allow SD Card 

Allow SD Card 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Device Control . Device 

Features . Allow Synchronization From A Desktop 

Allow Synchronization From A Desktop 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Device Control . Device 

Features . Allow Text Messaging 

Allow Text Messaging 

Item Description 
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Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Device Control . Device 

Features . Allow Wi-Fi 

Allow Wi -Fi 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Device Control . E-mail 

Device Control: E-mail 

Organization Management . Policy Management . Policy Suites . Device Control . E-mail . 

Allow HTML Formatted E -mail 

Allow HTML Formatted E-mail 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Device Control . E-mail . 

Maximum HTML E -mail Body Truncation Size (in KB) 

Maximum HTML E-mail Body Truncation Size (in KB) 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 
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Organization Management . Policy Management . Policy Suites . Device Control . E-mail . 

Allow Consumer E-mail 

Allow Consumer E-mail 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Device Control . E-mail . 

Allow POP/IMAP E-mail 

Allow POP/IMAP E-mail 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Device Control . E-mail . 

Maximum Plain Text E-mail Body Truncation Size (in KB) 

Maximum Plain Text E-mail Body Truncation Size (in KB) 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Device Control . 

ActiveSync Synchronization 

Device Control: ActiveSync Synchronization 

Organization Management . Policy Management . Policy Suites . Device Control . 

ActiveSync Synchronization . Maximum Calendar Age For Synchronization 
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Maximum Calendar Age For Synchronization 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Device Control . 

ActiveSync Synchronization . Maximum E-mail Age For Synchronization 

Maximum E-mail Age For Synchronization 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Device Control . 

ActiveSync Synchronization . Require Manual Sync When Roaming 

Require Manual Sync When Roaming 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . File Share Permissions 

File Share Permissions 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

PolicySuiteSAKey Key that uniquely identifies a policy suite 
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ParentFolderSAKey Key that uniquely identifies the parent of current folder 

FolderSAKey Key that uniquely identifies a folder 

Parent Folder Name Parent of the current folder 

Folder Name Name of the folder 

Corporate Enabled Folder access permission for corporate policy setting 

Individual Enabled Folder access permission for individual policy setting 

Folder Created Date Date on which folder was created 

Folder Modified Date Date on which folder was last modified 

Organization Management . Policy Management . Policy Suites . iOS Devices 

iOS Devices 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

PolicySuiteSAKey Key that uniquely identifies a policy suite 

CorporateIphonneSAKey Key that uniquely identifies a corporate iphone policy 

IndividualIphoneSAKey Key that uniquely identifies an individual iphone policy 

Policy Suite Name Display name of the policy suite 

Organization Management . Policy Management . Policy Suites . iOS Devices . Device 

Features 

iOS Devices: Device Features 

Organization Management . Policy Management . Policy Suites . iOS Devices . Device 

Features . Allow FaceTime 

Allow FaceTime 
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Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Device 

Features . Allow Voice Dialing 

Allow Voice Dialing 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Device 

Features . Allow Screenshot 

Allow Screenshot 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Device 

Features . Allow Explicit Content 

Allow Explicit Content 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 
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Organization Management . Policy Management . Policy Suites . iOS Devices . Device 

Features . Allow Automatic Sync When Roaming 

Allow Automatic Sync When Roaming 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Device 

Features . Allow Siri 

Allow Siri  

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Device 

Features . Enable Siri profanity filter 

Enable Siri profanity filter 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Device 

Features . Allow Siri While Device Locked 

Allow Siri While Device Locked 

Item Description 
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Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Device 

Features . Allow Multiplayer Gaming 

Allow Multiplayer Gaming 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Device 

Features . Allow Game Center 

Allow Game Center 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Device 

Features . Allow Adding Game Center Friends 

Allow Adding Game Center Friends 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Device 

Features . Force iTunes Store Password Entry 
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Force iTunes Store Password Entry 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Device 

Features . Force Encrypted Backup 

Force Encrypted Backup 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Device 

Features . Allow Location Services 

Allow Location Services 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Device 

Features . Allow Passbook While Device Locked 

Allow Passbook While Device Locked 

Item Description 

Corporate Corporate permission for this setting 
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Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Device 

Features . Allow Lock Screen WiFi Modification 

Allow Lock Screen WiFi Modification 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Device 

Features . Allow OTAPKI Updates 

Allow OTAPKI Updates 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Device 

Features . Force Limited Ad Tracking 

Force Limit Ad Tracking 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Applications 

iOS Devices: Applications 
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Organization Management . Policy Management . Policy Suites . iOS Devices . Applications 

. Allow App Management 

Allow App Management 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Applications 

. Allow Application Installation  

Allow Application Installation 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Applications 

. Allow Bookstore 

Allow Bookstore 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Applications 

. Allow Bookstore Erotica 

Allow Bookstore Erotica 

Item Description 
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Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Applications 

. Allow In App Purchases 

Allow In App Purchases 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Applications 

. Allow Youtube 

Allow Youtube 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Applications 

. Allow iTunes 

Allow iTunes 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Applications 

. Allow Open From Managed To Unmanaged 
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Allow Open From Managed To Unmanaged 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Applications 

. Allow Open From Unmanaged To Managed 

Allow Open From Unmanaged To Managed 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Applications 

. Record Installed Applications 

Record Installed Applications 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Safari 

Browser 

iOS Devices: Safari Browser 

Organization Management . Policy Management . Policy Suites . iOS Devices . Safari 

Browser . Allow Safari 

Allow Safari 
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Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Safari 

Browser . Accept Cookies 

Accept Cookies 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Safari 

Browser . Allow Auto-fill  

Allow Auto-fill  

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Safari 

Browser . Allow JavaScript 

Allow JavaScript 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 
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Organization Management . Policy Management . Policy Suites . iOS Devices . Safari 

Browser . Block Pop-ups 

Block Pop-ups 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Safari 

Browser . Force Fraud Warning  

Force Fraud Warning 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Ratings 

iOS Devices: Ratings 

Organization Management . Policy Management . Policy Suites . iOS Devices . Ratings . 

Rating Region 

Rating Region 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Ratings . 

Application Ratings 

Application Ratings 
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Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Ratings . 

Movie Ratings 

Movie Ratings 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Ratings . TV 

Show Ratings 

TV Show Ratings 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Security 

iOS Devices: Security 

Organization Management . Policy Management . Policy Suites . iOS Devices . Security . 

Allow Profile Removal 

Allow Profile Removal 

Item Description 

Corporate Corporate permission for this setting 
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Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Security . 

Allow Untrusted TLS Prompt  

Allow Untrusted TLS Prompt 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Security . 

Allow Diagnostic Submission Text 

Allow Diagnostic Submission Text 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . iCloud 

iOS Devices: iCloud 

Organization Management . Policy Management . Policy Suites . iOS Devices . iCloud . 

Allow iCloud Backup 

Allow iCloud Backup 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 
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Organization Management . Policy Management . Policy Suites . iOS Devices . iCloud . 

Allow Document Sync 

Allow Document Sync 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . iCloud . 

Allow Photo Stream 

Allow Photo Stream 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . iCloud . 

Allow Shared Photo Streams 

Allow Shared Photo Streams 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . iCloud . 

Allow Cloud Keychain Sync 

Allow Cloud Keychain Sync 

Item Description 
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Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . 

Management 

iOS Devices: Management 

Organization Management . Policy Management . Policy Suites . iOS Devices . 

Management . Allow management of settings 

Determines if voice and data roaming settings should be managed 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . 

Management . Allow Voice Roaming 

Determines if voice roaming setting should be enabled 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . 

Management . Allow Data Roaming 

Determines if data roaming setting should be enabled. Enabling data roaming setting will also 

enable voice roaming 

Item Description 

Corporate Corporate permission for this setting 
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Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . 

Management . Allow Personal Hotspot 

Determines if personal hotspot setting should be enabled. 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Supervised 

Mode 

iOS Devices: Supervised Mode 

Organization Management . Policy Management . Policy Suites . iOS Devices . Supervised 

Mode . Allow app removal 

Allow app removal 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Supervised 

Mode . Allow configuration profile installation  

Allow configuration profile installation 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 
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Organization Management . Policy Management . Policy Suites . iOS Devices . Supervised 

Mode . Allow iMessage 

Allow iMessage 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Supervised 

Mode . Allow Account Modification 

Allow Account Modification 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Supervised 

Mode . Allow App Cellular DataModification  

Allow App Cellular Data Modification 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Supervised 

Mode . Allow Find My Friends Modification  

Allow Find My Friends Modification 

Item Description 
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Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Supervised 

Mode . Allow Host Pairing 

Allow Host Pairing 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Supervised 

Mode . Allow Text Define 

Allow Text Define 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Supervised 

Mode . Global HTTP Proxy Payload 

Global HTTP Proxy Payload 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Proxy Type Proxy Type 
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Proxy Server Proxy Server 

Proxy Server Port Proxy Server Port 

Proxy Username Proxy Username 

Proxy Password Proxy Password 

Proxy PAC URL Proxy PAC URL 

Organization Management . Policy Management . Policy Suites . iOS Devices . Supervised 

Mode . App Lock Payload 

App Lock Payload 

Item Description 

Corporate App Name Corporate App Name 

Corporate App Identifier Corporate App Identifier 

Personal App Name Personal App Name 

Personal App Identifier Personal App Identifier 

Organization Management . Policy Management . Policy Suites . iOS Devices . Supervised 

Mode . App Lock Payload . Disable Touch 

Disable Touch 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Supervised 

Mode . App Lock Payload . Disable Device Rotation 

Disable Device Rotation 
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Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Supervised 

Mode . App Lock Payload . Disable Ringer Switch 

Disable Ringer Switch 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Supervised 

Mode . App Lock Payload . Disable Volume Buttons 

Disable Volume Buttons 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Supervised 

Mode . App Lock Payload . Disable Sleep Wake Button 

Disable Sleep Wake Button 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 
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Organization Management . Policy Management . Policy Suites . iOS Devices . Supervised 

Mode . App Lock Payload . Disable Auto Lock 

Disable Auto Lock 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Supervised 

Mode . App Lock Payload . Enable Voice Over 

Enable Voice Over 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Supervised 

Mode . App Lock Payload . Voice Over 

Voice Over 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Supervised 

Mode . App Lock Payload . Enable Zoom 

Enable Zoom 

Item Description 
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Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Supervised 

Mode . App Lock Payload . Zoom 

Zoom 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Supervised 

Mode . App Lock Payload . Enable Invert Colors 

Enable Invert Colors 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Supervised 

Mode . App Lock Payload . InvertColors 

Invert Colors 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Supervised 

Mode . App Lock Payload . Enable Assistive Touch 
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Enable Assistive Touch 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Supervised 

Mode . App Lock Payload . Assistive Touch 

Assistive Touch 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Supervised 

Mode . App Lock Payload . Enable Speak Selection 

Enable Speak Selection 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . iOS Devices . Supervised 

Mode . App Lock Payload . Enable Mono Audio 

Enable Mono Audio 

Item Description 

Corporate Corporate permission for this setting 
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Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Managed Apps 

Permissions 

Managed Apps Permissions 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

PolicySuiteSAKey Key that uniquely identifies a policy suite 

AppSAKey Key that uniquely identifies a managed app 

Policy Suite Name Display name of the policy suite 

Device Platform Platform on which the managed app can be installed 

App Name Display name of the managed app 

Corporate App Enabled Corporate access permission setting for the managed app 

Individual App Enabled Individual access permission setting for the managed app 

Organization Management . Policy Management . Policy Suites . Managed Apps 

Permissions . Force Push App (Android and iOS Only) 

Force Push App (Android and iOS Only) 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Resource Control 

Resource Control 
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Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

PolicySuiteSAKey Key that uniquely identifies a policy suite 

CorporateResourceControlSAKey Key that uniquely identifies a corporate resource control policy 

IndividualResourceControlSAKey Key that uniquely identifies a individual resource control policy 

Policy Suite Name Display name of the policy suite 

Organization Management . Policy Management . Policy Suites . Resource Control . Allow 

Email 

Controls access to new emails 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Resource Control . Allow 

File Share 

Controls access to file share resource 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Resource Control . Allow 

Managed Apps 

Controls access to managed apps 
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Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Security Settings 

Security Settings 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

PolicySuiteSAKey Key that uniquely identifies a policy suite 

Policy Suite Name Display name of the policy suite 

CorporateSecuritySAKey Key that uniquely identifies a corporate security policy 

IndividualSecuritySAKey Key that uniquely identifies an individual security policy 

Organization Management . Policy Management . Policy Suites . Security Settings . 

Password 

Security Settings: Password 

Organization Management . Policy Management . Policy Suites . Security Settings . 

Password . Require Password 

Require Password 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Security Settings . 

Password . Require TouchDown PIN 
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Require TouchDown PIN 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Security Settings . 

Password . Enable Password Recovery 

Enable Password Recovery 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Security Settings . 

Password . Allow Simple Password 

Allow Simple Password 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Security Settings . 

Password . Require Minimum Password Length 

Require Minimum Password Length 

Item Description 

Corporate Corporate permission for this setting 
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Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Security Settings . 

Password . Minimum Password Length 

Minimum Password Length 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Security Settings . 

Password . Allow Complex Password 

Allow Complex Password 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Security Settings . 

Password . Require Alphanumeric Password 

Require Alphanumeric Password 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Security Settings . 

Password . Minimum Number Of Complex Characters 

Minimum Number Of Complex Characters 
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Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Security Settings . 

Password . Allow Alphabetic Password 

Allow Alphabetic Password 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Security Settings . 

Password . Allow Numeric Password 

Allow Numeric Password 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Security Settings . 

Password . Allow Biometric Password 

Allow Biometric Password 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 
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Organization Management . Policy Management . Policy Suites . Security Settings . 

Password . Require Device Password Expiration  

Require Device Password Expiration 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Security Settings . 

Password . Password Expiration In Days 

Password Expiration In Days 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Security Settings . 

Password . Require Device Password History 

Require Device Password History 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Security Settings . 

Password . Number Of Passwords Stored 

Number Of Passwords Stored 

Item Description 
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Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Security Settings . 

Password . Enable Password Echo 

Enable Password Echo 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Security Settings . 

Password . Begin Password echo after Attempts 

Begin Password echo after Attempts 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Security Settings . 

Encryption  

Security Settings: Encryption 

Organization Management . Policy Management . Policy Suites . Security Settings . 

Encryption . Require Encryption On The Device 

Require Encryption On The Device 

Item Description 

Corporate Corporate permission for this setting 
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Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Security Settings . 

Encryption . Require Encryption On The SD Card 

Require Encryption On The SD Card 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Security Settings . Device 

Inactivity And Locking  

Security Settings: Device Inactivity And Locking 

Organization Management . Policy Management . Policy Suites . Security Settings . Device 

Inactivity And Locking . Require Max Inactivity Time Device Lock  

Require Max Inactivity Time Device Lock 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Security Settings . Device 

Inactivity And Locking . Max Inactivity Timeout (in minutes)  

Max Inactivity Timeout (in minutes) 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 
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Organization Management . Policy Management . Policy Suites . Security Settings . Device 

Inactivity And Locking . Require Device Challenge Timeout 

Require Device Challenge Timeout 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Security Settings . Device 

Inactivity And Locking . Max Device Challenge Timeout 

Max Device Challenge Timeout 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Security Settings . Device 

Inactivity And Locking . Enable Customizable Lock Message 

Enable Customizable Lock Message 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Security Settings . Device 

Inactivity And Locking . Customizable Lock Message 

Customizable Lock Message 

Item Description 
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Corporate Lock Message CorporateCustomLockMessage 

Individual Lock Message IndividualCustomLockMessage 

Organization Management . Policy Management . Policy Suites . Security Settings . Device 

Inactivity And Locking . Audible Alert On Lock  

Audible Alert On Lock 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Security Settings . Device 

Inactivity And Locking . Maximum Grace Period (in minutes) 

Maximum Grace Period (in minutes) 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Security Settings . Device 

Inactivity And Locking  . Wipe Device On Failed Number Of Unlock Attempts 

Wipe Device On Failed Number Of Unlock Attempts 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Security Settings . Device 

Inactivity And Locking . Maximum Number Of Unlock Attempts  
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Maximum Number Of Unlock Attempts 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Security Settings . 

Emergency Calls 

Security Settings: Emergency Calls 

Organization Management . Policy Management . Policy Suites . Security Settings . 

Emergency Calls . Enable Emergency Calls When Locked 

Enable Emergency Calls When Locked 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Security Settings . 

Emergency Calls . Enable Emergency Calls When Locked . Allow Dialing of Any Number 

Allow Dialing of Any Number 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Security Settings . 

Emergency Calls . Enable Emergency Calls When Locked . Ambulance Phone Number 

Ambulance Phone Number 
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Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Security Settings . 

Emergency Calls . Enable Emergency Calls When Locked . Fire Phone Number 

Fire Phone Number 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Security Settings . 

Emergency Calls . Enable Emergency Calls When Locked . Police Phone Number 

Police Phone Number 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Security Settings . 

Emergency Calls . Enable Emergency Calls When Locked . Other Phone Number 

Other Phone Number 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 
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Organization Management . Policy Management . Policy Suites . SMIME Settings 

Secure/Multipurpose Internet Mail Extentions Settings 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

PolicySuiteSAKey Key that uniquely identifies a policy suite 

Policy Suite Name Display name of the policy suite 

CorporateSMIMEKey Key that uniquely identifies a corporate SMIME policy 

IndividualSMIMEKey Key that uniquely identifies an individual SMIME policy 

Organization Management . Policy Management . Policy Suites . SMIME Settings . Require 

Signed SMIME Messages 

Require Signed SMIME Messages 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . SMIME Settings . Require 

Encrypted SMIME Messages 

Require Encrypted SMIME Messages 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . SMIME Settings . Require 

Signed SMIME Algorithm  
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Require Signed SMIME Algorithm 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . SMIME Settings . Require 

Encryption SMIME Algorithm  

Require Encryption SMIME Algorithm 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . SMIME Settings . Allow 

SMIME Encryption Algorithm Negotiation  

Allow SMIME Encryption Algorithm Negotiation 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . SMIME Settings . Allow 

SMIME Soft Certs 

Allow SMIME Soft Certs 

Item Description 

Corporate Corporate permission for this setting 
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Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings 

TouchDown Settings 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

PolicySuiteSAKey Key that uniquely identifies a policy suite 

CorporateTouchDownPoliciesSAKey Key that uniquely identifies a corporate TouchDown policy 

IndividualTouchDownPoliciesSAKey Key that uniquely identifies an individual TouchDown policy 

Policy Suite Name Display name of the policy suite 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Installation  

TouchDown Settings: Installation 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Installation . Allow Any Server Certificate 

Allow Any Server Certificate 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Installation . Initiate Enrollment  

Initiate Enrollment 

Item Description 
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Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Installation . Require Touchdown Encryption 

Require Touchdown Encryption 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Installation . Push TD Volume License Key to device 

Push TD Volume License Key to device 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

General 

TouchDown Settings: General 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

General . Allow Copy/Paste in E-mails 

Allow Copy/Paste in E-mails 

Item Description 

Corporate Corporate permission for this setting 
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Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

General . Allow Easy PIN Recovery 

Allow Easy PIN Recovery 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

General . Allow Speech Notification Option 

Allow Speech Notification Option 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

General . Show Calendar Info On Notification Bar 

Show Calendar Info On Notification Bar 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

General . Show E-mail Info On Notification Bar  

Show E-mail Info On Notification Bar 
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Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

General . Show Task Info On Notification Bar 

Show Task Info On Notification Bar 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

General . Disable Printing 

Disable Printing 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

General . Force SMIME PIN Timeout 

Force SMIME PIN Timeout 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 
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Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Signature 

TouchDown Settings: Signature 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Signature . Allow Change Signature On Device 

Allow Change Signature On Device 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Signature . Set Signature 

Set Signature 

Item Description 

Corporate Signature CorporateSetSignature 

Individual Signature IndividualSetSignature 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Widgets 

TouchDown Settings: Widgets 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Widgets . Allow Export to Third Party Widgets 

Allow Export to Third Party Widgets 

Item Description 

Corporate Corporate permission for this setting 



ZENworks Mobile Management ZR5 Domain Reference
   128 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Widgets . Allow TouchDown Calendar Widget 

Allow TouchDown Calendar Widget 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Widgets . Allow TouchDown E-mail Widget 

Allow TouchDown E-mail Widget 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Widgets . Allow TouchDown Task Widget 

Allow TouchDown Task Widget 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Widgets . Allow TouchDown Universal Widget 

Allow TouchDown Universal Widget 
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Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Widgets . Show Widget Data When TouchDown Is Locked 

Show Widget Data When TouchDown Is Locked 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Phone Book 

TouchDown Settings: Phone Book 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Phone Book . Assistant Phone 

Assistant Phone 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Phone Book . Car Phone 

Car Phone 

Item Description 
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Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Phone Book . Computer Phone 

Computer Phone 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Phone Book . Department 

Department 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Phone Book . E-mail 1 

E-mail 1 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Phone Book . E-mail 2 
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E-mail 2 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Phone Book . E-mail 3 

E-mail 3 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Phone Book . Home Address 

Home Address 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Phone Book . Home Fax 

Home Fax 

Item Description 

Corporate Corporate permission for this setting 
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Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Phone Book . Home Phone 

Home Phone 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Phone Book . Home Phone 2 

Home Phone 2 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Phone Book . Location 

Location 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Phone Book . Mobile Phone 

Mobile Phone 
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Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Phone Book . Note 

Note 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Phone Book . Organization/Company 

Organization/Company 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Phone Book . Other Address 

Other Address 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 
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Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Phone Book . Other Fax 

Other Fax 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Phone Book . Pager 

Pager 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Phone Book . Photo 

Photo 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Phone Book . Radio Phone 

Radio Phone 

Item Description 
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Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Phone Book . Title 

Title 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Phone Book . Work Address 

Work Address 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Phone Book . Work Phone 

Work Phone 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Phone Book . Work Phone 2 
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Work Phone 2 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

User Configurable Settings 

TouchDown Settings: User Configurable Settings 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

User Configurable Settings . Calendar 

TouchDown Settings: User Configurable Settings -> Calendar 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

User Configurable Settings . Calendar . Show All-day Events In The Calendar Widget 

Show All-day Events In The Calendar Widget 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

User Configurable Settings . Calendar . Show Upcoming Events Only 

Show Upcoming Events Only 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 
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Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

User Configurable Settings . Calendar . Enable Meeting Resource Field 

Enable Meeting Resource Field 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

User Configurable Settings . Calendar . Show Calendar Tasks In The Agenda 

Show Calendar Tasks In Then Agenda 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

User Configurable Settings . Calendar . Show Overdue Tasks In The Agenda 

Show Overdue Tasks In The Agenda 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

User Configurable Settings . Calendar . Customize The Start And End Days For The Week 

Customize The Start And End Days For The Week 

Item Description 
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Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

User Configurable Settings . Calendar . First Day Of Week To Show In Calendar 

First Day Of Week To Show In Calendar 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

User Configurable Settings . Calendar . Last Day Of Week To Show In Calendar 

Last Day Of Week To Show In Calendar 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

User Configurable Settings . Calendar . Start Time For The Work Day 

Start Time For The Work Day 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

User Configurable Settings . Calendar . End Time For The Work Day 
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End Time For The Work Day 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

User Configurable Settings . Calendar . Default Reminder For Each New Event 

Default Reminder For Each New Event 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

User Configurable Settings . Calendar . Default Privacy Status For Each New Event 

Default Privacy Status For Each New Event 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

User Configurable Settings . Calendar . Default Availability Status For Each New Event 

Default Availability Status For Each New Event 

Item Description 

Corporate Corporate permission for this setting 
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Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

User Configurable Settings . Calendar . Calendar Zoom Size 

Calendar Zoom Size 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

User Configurable Settings . Device Control 

TouchDown Settings: User Configurable Settings -> Device Control 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

User Configurable Settings . Device Control . Show a Compact PIN Screen (New 7.1) 

Show a Compact PIN Screen (New 7.1) 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

User Configurable Settings . Device Control . Default Theme (New 7.1) 

Default Theme (New 7.1) 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 
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Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

User Configurable Settings . E-mail 

TouchDown Settings: User Configurable Settings -> E-mail 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

User Configurable Settings . E-mail . Enable E-mail Selectors 

Enable E-mail Selectors 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

User Configurable Settings . E-mail . Show E-mail Summary 

Show E-mail Summary 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

User Configurable Settings . E-mail . Highlight E-mail Senders 

Highlight E-mail Senders 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

User Configurable Settings . E-mail . Enable Search As You Type 
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Enable Search As You Type 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

User Configurable Settings . E-mail . Automatically Download Embedded Images 

Automatically Download Embedded Images 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

User Configurable Settings . E-mail . Enable Move To Any Folder Option 

Enable Move To Any Folder Option 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

User Configurable Settings . E-mail . Highlight Unread Messages 

Highlight Unread Messages 

Item Description 

Corporate Corporate permission for this setting 
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Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

User Configurable Settings . E-mail . Enable Preview Attachments Option 

Enable Preview Attachments Option 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

User Configurable Settings . E-mail . Always Expand Folders 

Always Expand Folders 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

User Configurable Settings . E-mail . Enable Confirm Delete Prompt 

Enable Confirm Delete Prompt 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

User Configurable Settings . E-mail . Enable Confirm Move Prompt 

Enable Confirm Move Prompt 
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Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

User Configurable Settings . E-mail . Toolbar Mode 

Toolbar Mode 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

User Configurable Settings . E-mail . After Delete Go To 

After Delete Go To 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

User Configurable Settings . E-mail . Enable E-mail Alerts At Non-peak Times 

Enable E-mail Alerts At Non-peak Times 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 
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Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

User Configurable Settings . E-mail . Confirm Move To Junk Prompt 

Confirm Move To Junk Prompt 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

User Configurable Settings . Synchronization 

TouchDown Settings: User Configurable Settings -> Synchronization 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

User Configurable Settings . Synchronization . Enable Push Email Mode 

Enable Push Email Mode 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

User Configurable Settings . Synchronization . Off -peak Polling Interval 

Off-peak Polling Interval 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions 



ZENworks Mobile Management ZR5 Domain Reference
   146 

TouchDown Settings: Suppressions 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Calendars, Contacts, Tasks 

TouchDown Settings: Suppressions -> Calendars, Contacts, Tasks 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Calendars, Contacts, Tasks . Allow Appointment Alert Configuration 

Allow Appointment Alert Configuration 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Calendars, Contacts, Tasks . Allow Appointment Reminders At Non-peak 

Times Option 

Allow Appointment Reminders At Non-peak Times Option 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Calendars, Contacts, Tasks . Allow Appointment Reminders At Non-peak 

Times Option . Enable Appointment Reminders At Non-peak Times 

Enable Appointment Reminders At Non-peak Times 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 
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Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Calendars, Contacts, Tasks . Allow Appointment Synchronization Options 

Allow Appointment Synchronization Options 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Calendars, Contacts, Tasks . Allow Category Configuration  

Allow Category Configuration 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Calendars, Contacts, Tasks . Allow Copy To Phone Format Options 

Allow Copy To Phone Format Options 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Calendars, Contacts, Tasks . Allow Copy To Phone Format Options . Name 

Format For Contacts Copied To Phone 

Name Format For Contacts Copied To Phone 

Item Description 
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Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Calendars, Contacts, Tasks . Allow Enable Appointment Reminders Option 

Allow Enable Appointment Reminders Option 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Calendars, Contacts, Tasks . Allow Enable Appointment Reminders Option 

. Enable Appointment Reminders 

Enable Appointment Reminders 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Calendars, Contacts, Tasks . Allow Include Phone Contacts In Picklist 

Option 

Allow Include Phone Contacts In Picklist Option 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 
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Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Calendars, Contacts, Tasks . Allow Include Phone Contacts In Picklist 

Option . Include Phone Contacts In Picklist 

Include Phone Contacts In Picklist 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Calendars, Contacts, Tasks . Allow Normalize Phone Numbers Option 

Allow Normalize Phone Numbers Option 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Calendars, Contacts, Tasks . Allow Normalize Phone Numbers Option . 

Normalize Phone Numbers 

Normalize Phone Numbers 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Calendars, Contacts, Tasks . Allow Reminders Configuration 

Allow Reminders Configuration 
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Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Calendars, Contacts, Tasks . Allow Reminders Configuration . Set 

Reminders (Type) 

Set Reminders 

Item Description 

Corporate Reminder Type CorporateReminderType 

Individual Reminder Type IndividualReminderType 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Calendars, Contacts, Tasks . Allow Reminders Configuration . Time In 

Minutes 

Time In Minutes 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Calendars, Contacts, Tasks . Allow Update Contact Changes To Phone 

Option 

Allow Update Contact Changes To Phone Option 

Item Description 

Corporate Corporate permission for this setting 
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Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Calendars, Contacts, Tasks . Allow Update Contact Changes To Phone 

Option . Update Contact Changes To Phone 

Update Contact Changes To Phone 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Device Control 

TouchDown Settings: Suppressions -> Device Control 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Device Control . Allow ActiveSync Device Type String Field 

Allow ActiveSync Device Type String Field 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Device Control . Allow ActiveSync Device Type String Field . ActiveSync 

Device Type String Field 

ActiveSync Device Type String Field 

Item Description 

Corporate Corporate permission for this setting 
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Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Device Control . Allow Backup Database (menu option) 

Allow Backup Database (menu option) 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Device Control . Allow Backup Settings 

Allow Backup Settings 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Device Control . Allow Disable Tablet Mode (tablet devices only) Option 

Allow Disable Tablet Mode (tablet devices only) Option 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Device Control . Allow Disable Tablet Mode (tablet devices only) Option . 

Disable Tablet Mode (tablet devices only) 

Disable Tablet Mode (tablet devices only) 
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Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Device Control . Allow Exclude Attachments From Gallery Option 

Allow Exclude Attachments From Gallery Option 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Device Control . Allow Exclude Attachments From Gallery Option . Exclude 

Attachments From Gallery 

Exclude Attachments From Gallery 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Device Control . Allow Export Settings 

Allow Export Settings 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 
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Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Device Control . Allow Filtered Tasks On Home Screen And Widgets 

Option 

Allow Filtered Tasks On Home Screen And Widgets Option 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Device Control . Allow Filtered Tasks On Home Screen And Widgets 

Option . Display Tasks On Home Screen And Widgets 

Display Tasks On Home Screen And Widgets 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Device Control . Allow Login ID, E-mail Address, Domain Fields 

Allow Login ID, E-mail Address, Domain Fields 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Device Control . Allow Quick Configuration 

Allow Quick Configuration 
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Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Device Control . Allow Restore Database (menu option) 

Allow Restore Database (menu option) 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Device Control . Allow Restore Settings 

Allow Restore Settings 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Device Control . Allow Server Name Fields 

Allow Server Name Fields 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 
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Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Device Control . Allow Show E-mails On Startup Option 

Allow Show E-mails On Startup Option 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Device Control . Allow Show E-mails On Startup Option . Show E-mail List 

On Startup 

Show E-mail List On Startup 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Device Control . Allow Use System Background Data Setting Option 

Allow Use System Background Data Setting Option 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Device Control . Allow Use System Background Data Setting Option . Use 

System Background Data Setting 

Use System Background Data Setting 
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Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . E-mail 

TouchDown Settings: Suppressions -> E-mail 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . E-mail . Allow Always BCC Myself Option 

Allow Always BCC Myself Option 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . E-mail . Allow Always BCC Myself Option . Enable Always BCC Myself 

Option 

Enable Always BCC Myself Option 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . E-mail . Allow Choose Folders 

Allow Choose Folders 

Item Description 
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Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . E-mail . Allow Disable SmartReplies And SmartForwards Option 

Allow Disable SmartReplies And SmartForwards Option 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . E-mail . Allow Disable SmartReplies And SmartForwards Option . Disable 

SmartReplies And SmartForwards 

Disable SmartReplies And SmartForwards 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . E-mail . Allow Don't Delete E-mails on Server Option  

Allow Don't Delete E-mails on Server Option  

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 



ZENworks Mobile Management ZR5 Domain Reference
   159 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . E-mail . Allow Don't Delete E-mails on Server Option . Don't Delete E-mails 

on Server 

Don't Delete E-mails on Server 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . E-mail . Allow Don't Mark Read on Server 

Allow Don't Mark Read on Server 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . E-mail . Allow Don't Mark Read on Server . Don't Mark E-mail Read on 

Server 

Don't Mark E-mail Read on Server 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . E-mail . Allow E-mail Alerts Configuration  

Allow E-mail Alerts Configuration 
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Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . E-mail . Allow E-mail Body Style Field 

Allow E-mail Body Style Field 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . E-mail . Allow E-mail Body Style Field . E-mail Body Style 

E-mail Body Style 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . E-mail . Allow E-mail Checking Frequency Options 

Allow E-mail Checking Frequency Options 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 
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Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . E-mail . Allow E-mail Checking Frequency Options . E-mail Checking 

Frequency (in minutes) 

E-mail Checking Frequency (in minutes) 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . E-mail . Allow E-mail Download Size Options 

Allow E-mail Download Size Options 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . E-mail . Allow E-mail View Text Size Options 

Allow E-mail View Text Size Options 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . E-mail . Allow E-mail View Text Size Options . E-mail Text Size 

E-mail Text Size 

Item Description 
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Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . E-mail . Allow E-mails To Synchronize Options 

Allow E-mails To Synchronize Options 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . E-mail . Allow Enable HTML E -mail Option  

Allow Enable HTML E-mail Option 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . E-mail . Allow Folder Language Options 

Allow Folder Language Options 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . E-mail . Allow Manage Rules Option 
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Allow Manage Rules Option 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . E-mail . Allow Notify on New E-mail Option  

Allow Notify on New E-mail Option 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . E-mail . Allow Notify on New E-mail Option . Send New Mail Notifications 

Send New Mail Notifications 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . E-mail . Allow Out Of Office Configuration  

Allow Out Of Office Configuration 

Item Description 

Corporate Corporate permission for this setting 
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Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . E-mail . Allow Signature Line Field 

Allow Signature Line Field 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Security 

TouchDown Settings: Suppressions -> Security 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Security . Allow Clean SD Card On Remote Wipe Option 

Allow Clean SD Card On Remote Wipe Option 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Security . Allow Clean SD Card On Remote Wipe Option . Clean SD Card 

On Remote Wipe 

Clean SD Card On Remote Wipe 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 
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Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Security . Allow Client Certs Configuration 

Allow Client Certs Configuration 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Security . Allow Remote Kill Configuration 

Allow Remote Kill Configuration 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Security . Allow Remote Kill Configuration . Remote Kill Code 

Remote Kill Code 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Security . Allow Security Policy Display 

Allow Security Policy Display 

Item Description 
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Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Security . Allow SMIME Settings Configuration 

Allow SMIME Settings Configuration 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Security . Allow Wipe Data (menu option) 

Allow Wipe Data (menu option) 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Synchronization 

TouchDown Settings: Suppressions -> Synchronization 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Synchronization . Allow Defer Server Updates Option 

Allow Defer Server Updates Option 

Item Description 

Corporate Corporate permission for this setting 
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Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Synchronization . Allow Defer Server Updates Option . Enable Defer Server 

Updates 

Enable Defer Server Updates 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Synchronization . Allow Enable SMS Syncing (Exchange 2010 only) Option 

Allow Enable SMS Syncing (Exchange 2010 only) Option 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Synchronization . Allow Manual Sync When Roaming Option 

Allow Manual Sync When Roaming Option 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Synchronization . Allow Notify On Password Failure Option 

Allow Notify On Password Failure Option 
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Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Synchronization . Allow Notify On Password Failure Option . Send 

Password Failure Notifications 

Send Password Failure Notifications 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Synchronization . Allow Notify On Polling Failure Option 

Allow Notify On Polling Failure Option 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Synchronization . Allow Notify On Polling Failure Option . Send Failed 

Polling Notifications 

Send Failed Polling Notifications 

Item Description 

Corporate Corporate permission for this setting 
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Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Synchronization . Allow Notify On Successful Polling Option 

Allow Notify On Successful Polling Option 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Synchronization . Allow Notify On Successful Polling Option . Send 

Successful Polling Notifications 

Send Successful Polling Notifications 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Synchronization . Allow Peak Time Configuration 

Allow Peak Time Configuration 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Synchronization . Allow Poll During Off-peak Times Option 

Allow Polling During Off-peak Times Option 
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Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . TouchDown Settings . 

Suppressions . Synchronization . Allow Poll During Off-peak Times Option . Enable 

Polling At Off -peak Times 

Enable Polling At Off-peak Times 

Item Description 

Corporate Corporate permission for this setting 

Individual Individual permission for this setting 

Organization Management . Policy Management . Policy Suites . Welcome Letter 

Welcome Letter 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

PolicySuiteSAKey Key that uniquely identifies a policy suite 

Policy Suite Name Display name of the policy suite 

Sender Name Name of sender on the welcome letter sent to new users 

Sender Address Address of the sender on the welcome letter sent to new users 

Subject Subject on the welcome letter sent to new users 

Body Body of the welcome letter sent to new users 

Organization Management . Policy Management . Policy Suites . Whitelists/Blacklists 

Permissions 
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Policy settings for the App Restrictions 

Organization Management . Policy Management . Policy Suites . Whitelists/Blacklists 

Permissions . Blacklists 

Policy settings for the Blacklists 

Item Description 

BlacklistSAKey Key that uniquely identifies a Blacklist 

OrganizationSAKey Key that uniquely identifies the Organization 

PolicySuiteSAKey Key that uniquely identifies a policy suite 

Blacklist Name Display name for the Blacklist 

Corporate Enabled Corporate permission setting for the blacklist 

Individual Enabled Individual permission setting for the blacklist 

Organization Management . Policy Management . Policy Suites . Whitelists/Blacklists 

Permissions . Whitelists 

Policy settings for the Whitelists 

Item Description 

WhitelistSAKey Key that uniquely identifies a Whitelist 

OrganizationSAKey Key that uniquely identifies the Organization 

PolicySuiteSAKey Key that uniquely identifies a policy suite 

Whitelist Name Display name for the Whitelist 

Corporate Enabled Corporate permission setting for the Whitelist 

Individual Enabled Individual permission setting for the Whitelist 

Organization Management . iOS Corporate Resources 
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Corporate resources specific to iOS devices only. Requires ZENworks app on the device 

Organization Management . iOS Corporate Resources . Access Point Names 

Access Point Names 

Item Description 

APNSAKey Key that uniquely identifies an access point name 

OrganizationSAKey Key that uniquely identifies the organization 

Access Point Name GUID GUID for the Access Point Name 

Access Point Name This name will be used as the name of the Access point on the device 

Proxy IP address or URL of the Access Point proxy 

Proxy Port Port number of the Access Point proxy 

Expiration (iOS 6+) Expiration Type for the Access Point Name 

On Date (UTC) Expiration date for the Access Point Name 

After Interval Expiration interval for the Access Point Name 

Access Point Description Description associated with the Access Point Name 

Notes for Access Point Name Notes associated with the Access Point Name 

Organization Management . iOS Corporate Resources . CalDAV Servers 

CalDAV server information 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

iOSCorpResCalDAVSAKey Key that uniquely identifies a CalDAV server 

Display Name Display name for the CalDAV server 
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Server Address Address for the CalDAV server 

Server Port Communication port used by the CalDAV server 

Use SSL SSL supported by the CalDAV server 

CalDAV GUID GUID for the CalDAV server 

Expiration (iOS 6+) Expiration type for the CalDAV server (iOS 6+ only) 

On Date (UTC) Expiration Date for the CalDAV server 

After Interval Expiration interval for the CalDAVserver 

CalDAV Server Description Description associated with the CalDAV server 

Notes For CalDAV Server Notes associated with the CalDAV server 

Organization Management . iOS Corporate Resources . CardDAV Servers 

CardDAV server information 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

iOSCorpResCardDAVSAKey Key that uniquely identifies a CardDAV server 

Display Name Display name for the CardDAV server 

Server Address Address for the CardDAV server 

Server Port Communication port used by the CardDAV server 

Use SSL SSL supported by the CardDAV server 

CardDAV GUID GUID for the CardDAV server 

Expiration (iOS 6+) Expiration type for the CardDAV server 

On Date (UTC) Expiration date for the CardDAV server 
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After Interval Expiration interval for the CardDAV server 

CardDAV Server Description Description associated with the CardDAV server 

Notes For CardDAV Server Notes associated with the CardDAV server 

Organization Management . iOS Corporate Resources . Exchange Servers 

Exchange server information 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

iOSCorpResExchangeSAKey Key that uniquely identifies an exchange server 

Exchange Server Name Display name for the exchange server 

Exchange Server Address Address for the exchange server 

Exchange Port Communication port used by the exchange server 

Use SSL SSL supported by the exchange server 

Use S/MIME (iOS 5+) SMIME enabled for the exchange server 

Allow Move Allow user to move messages from this account (iOS 5+) 

Use Only in Mail (iOS 5+) Send outgoing mail for this account only from mail app (iOS 5+) 

Allow Recent Address Syncing (iOS 6+) Include this account in recent address syncing (iOS 6+) 

Exchange Server GUID GUID for the exchange server 

Expiration (iOS 6+) Expiration type for the exchange server 

On Date (UTC) Expiration date for the exchange server 

After Interval Expiration interval for the exchange server 

Exchange Server Description iOSCorpResExchangeServerDescription 
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Notes For Exchange Server iOSCorpResExchangeServerNotes 

Organization Management . iOS Corporate Resources . LDAP servers 

LDAP server information 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

iOSCorpResLDAPSAKey Key that uniquely identifies an LDAP server 

LDAP Display Name Display name for the LDAP server 

LDAP Server Address Address for the LDAP server 

Use SSL SSL supported by the LDAP server 

LDAP Port Communication port used by the LDAP server 

LDAP Server GUID GUID for the LDAP server 

Expiration (iOS 6+) Expiration type for the LDAP server 

On Date (UTC) Expiration date for the LDAP server 

After Interval Expiration interval for the LDAP server 

LDAP Server Description Description associated with the LDAP server 

Notes For LDAP Server Notes associated with the LDAP server 

Organization Management . iOS Corporate Resources . Mail Servers 

Mail server information 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 
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iOSCorpResEmailSAKey Key that uniquely identifies a mail server 

Email Server Type Defines whether it's an incoming or an outgoing mail server 

Account Name Display name for the mail server 

Server Address Address for the mail server 

Server Port Communication port used by the mail server 

Use SSL SSL supported by the mail server 

Authentication Type Authentication Type used by the mail server 

Expiration (iOS 6+) Expiration type for the mail server 

On Date (UTC) Expiration date for the mail server 

After Interval Expiration interval for the mail server 

Mail Server Description Description associated with the mail server 

Notes For Mail Server Notes associated with the mail server 

Organization Management . iOS Corporate Resources . Mail Servers . Incoming Mail 

Server Options 

Incoming Mail Server Options 

Item Description 

Allow Move Allow user to move messages from this account (iOS 5+) 

Account Type Type of incoming mail server to be used 

IMAP Path Prefix Defines the prefix for the IMAP mail server. Used only when account type is IMAP 

Organization Management . iOS Corporate Resources . Mail Servers . Outgoing Mail 

Server Options 

Outgoing Mail Server Options 
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Item Description 

Use Only In Mail (iOS 5+) Send outgoing mail for this account only from mail app (iOS 5+) 

Use S/MIME (iOS 5+) Send outgoing mail using SMIME encryption 

Allow Recents Address Syncing (iOS 6+) Include this account in recent address syncing (iOS 6+) 

Organization Management . iOS Corporate Resources . Provisioning Profiles 

Provisioning profile information 

Item Description 

ProvProfileSAKey Key that uniquely identifies a provisioning profile 

OrganizationSAKey Key that uniquely identifies the Organization 

Label 
This name will be used as the name of the provisioning profile on the 

server 

Provisioning Profile Name The name of the provisioning profile 

Apply To Organization 
If true, the resource is assigned to every iOS device in the 

organization 

Provisioning Profile Expiration 

Date 
Expiration date for the Provisioning Profile 

Expiration (iOS 6+) Expiration type for the Provisioning Profile 

On Date (UTC) Expiration date set for the Provisioning Profile 

After Interval Expiration interval for the Provisioning Profile 

Provisioning Profile Description Description associated with the Provisioning Profile 

Notes For Provisioning Profile Notes associated with the Provisioning Profile 

Organization Management . iOS Corporate Resources . SCEP Servers 
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SCEP server information 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

iOSCorpResSCEPSAKey Key that uniquely identifies a SCEP server 

Display Name Display name for the SCEP server 

SCEP Name Actual name of the SCEP server 

URL Base URL for the SCEP server 

Subject Representation of the X.500 protocol name 

Use Subject Alternative 

Name 
Should subject alternative name be used 

Subject Alternative Name 

Type 
Type of the subject alternative name 

Subject Alternative Name 
An extension to X.509 that allows various values to be associated with a 

security certificate 

NT Principal Name An optional principal name for use in the certificate request 

Key Size in Bits Determines the size of the Key to be used 

Use As Digital Signature Use as digital signature 

Use For Key Encipherment Use for key encipherment 

SCEP GUID GUID for the SCEP server 

SCEP Server Description Description associated with the SCEP server 

Notes For SCEP Server Notes associated with SCEP server 

Organization Management . iOS Corporate Resources . Subscribed Calendars 

Subscribed calendar information 
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Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

iOSSubscribedCalendarKey Key that uniquely identifies a subscribed calendar 

Display Name Display name for the subscribed calendar 

Host Name Host name for the subscribed calendar 

Use SSl SSL supported by the subscribed calendar 

Subscribed Calendar GUID GUID for the subscribed calendar 

Expiration (iOS 6+) Expiration type of the subscribed calendar 

On Date (UTC) Expiration date for the subscribed calendar 

After Interval Expiration interval for the subscribed calendar 

Subscribed Calendar Description Description associated with the sunscribed calendar 

Notes For Subscribed Calendar Notes associated with the sunscribed calendar 

Organization Management . iOS Corporate Resources . VPNs 

VPN information 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

iOSCorpResVPNSAKey Key that uniquely identifies a virtual private network 

Display Name Display name for the virtual private network 

Connection Type Connection Type for the virtual private network 

User Authentication Type User Authentication Type for the virtual private network 

Machine Authentication Type Machine Authentication Type for the virtual private network 
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Remote Address Remote address for the virtual private network 

Group Name Group name for the organization on the VPN server 

Role Login Group or Domain for the organization on the VPN server 

Realm Realm for the organization on the VPN server 

Role Role for the organization on the VPN server 

Proxy Type Proxy type for the virtual private network 

Proxy Address Proxy address for the virtual private network 

Proxy Port Proxy port for the virtual private network 

Proxy Username User name for the proxy server for the virtual private network 

Expiration (iOS 6+) Expiration type for the virtual private network 

On Date (UTC) Expiration date for the virtual private network 

After Interval Expiration interval for the virtual private network 

VPN Description Description associated with the virtual private network 

Notes For VPN Notes associated with the virtual private network 

Organization Management . iOS Corporate Resources . Web Clips 

Web Clips 

Item Description 

WebClipSAKey Key that uniquely identifies a web clip 

OrganizationSAKey Key that uniquely identifies the Organization 

Label This name will be used as the name of the web clip on the device 

URL URL or Address of the web page 
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Icon Icon to be displayed on the device for the web clip 

Removable If true, user can remove the webclip from the device 

Use Precomposed Icon If true, the icon is displayed without any added visual effects 

Launch In Full Screen If true, the web clip is launched as a full screen application 

Expiration (iOS 6+) Expiration type for the Web Clip 

On Date (UTC) Expiration date for the Web Clip 

After Interval Expiration interval for the Web Clip 

Web Clip Description Description associated with the Web Clip 

Notes For Web Clip Notes associated with the Web Clip 

Organization Management . iOS Corporate Resources . Wi-Fi Networks 

Wi-Fi network information 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

iOSWiFiSAKey Key that Uniquely identifies a Wi-Fi network 

Network Name Display name for the Wi-Fi network 

SSID Service set identifier for the Wi-Fi network 

Auto Join (iOS 5+) Should device auto join the Wi-Fi network when in range 

Hidden Network Is the Wi-Fi network hidden 

Security Type Security type for the Wi-Fi network 

Password Per Connection Request during connection and send with authentication 

Inner Identity Credentials for connecting to the Wi-Fi network 
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Trusted Server Certificate Name Certificate names expected from authentication server 

Allow Trust Exceptions Allow trust decisions (via dialog) to be made by the user 

Proxy Type Proxy type used by the Wi-Fi network 

Proxy Address Address of the proxy used by the Wi-Fi network 

Proxy Port Communication port used by the proxy used by the Wi-Fi network 

Proxy Username User name for the proxy used by the Wi-Fi network 

Wi-Fi GUID GUID for the Wi-Fi network 

Expiration (iOS 6+) Expiration type for the Wi-Fi network 

On Date (UTC) Expiration date for the Wi-Fi network 

Expiration Interval(Days) Expiration interval for the Wi-Fi network 

Wi-Fi Network Description Description associated with the Wi-Fi network 

Notes For Wi-Fi Network Notes associated with the Wi-Fi network 

Organization Management . iOS Corporate Resources . Wi-Fi Networks . Accepted EAP 

Types 

Accepted Extensible Authentication Protocol Types 

Item Description 

TLS Use Extensible Authentication Protocol Transport Layer Security 

PEAP Use Protected Extensible Authentication Protocol 

TTLS Use Extensible Authentication Protocol Tunneled Transport Layer Security 

EAP-FAST Use Extensible Authentication Protocol Flexible Authentication via Secure Tunneling 

LEAP Use Lightweight Extensible Authentication Protocol 
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EAP-SIM Use Extensible Authentication Protocol Subscriber Identity Module 

Organization Management . iOS Corporate Resources . Wi-Fi Networks . EAP-FAST 

Extensible Authentication Protocol Flexible Authentication via Secure Tunneling 

Item Description 

Use PAC Use Protected Access Credential 

Provision PAC Provision Protected Access Credential 

Provision PAC Anonymously Provision Protected Access Credential Anonymously 

Organization Management . Android Corporate Resources 

Android Corporate Resources 

Organization Management . Android Corporate Resources . VPNs 

VPN information 

Item Description 

OrganizationSAKey Key that uniquely identifies the organization 

AndroidCorpResVPNSAKey Key that uniquely identifies a virtual private network 

Display Name Display name for the virtual private network 

Connection Type Connection Type for the virtual private network 

Remote Address Remote address for the virtual private network 

VPN Description Description associated with the virtual private network 

Notes For VPN Notes associated with the virtual private network 

Organization Management . Android Corporate Resources . Wi-Fi Networks 
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Wi-Fi Networks 

Item Description 

OrganizationSAKey Key that uniquely identifies the organization 

AndroidWiFiSAKey Key that uniquely identifies a Wi-Fi network 

Network Name Display name for the Wi-Fi network 

SSID Service set identifier for the Wi-Fi network 

BSSID Basic service set identifier for the Wi-Fi network 

Hidden Network Is the Wi-Fi networks ID hidden 

Wi-Fi Network Description Description associated with the Wi-Fi network 

Notes For Wi-Fi Network Notes associated with the Wi-Fi network 

Organization Management . Android Corporate Resources . Wi-Fi Networks . Allowed 

Authentication Algorithm  

Set of authentication protocols supported by the Wi-Fi network 

Item Description 

LEAP Use Lightweight Extensible Authentication Protocol 

Open Use Open Authentication Protocol 

Shared Use Shared-Secret Authentication Protocol 

Organization Management . Android Corporate Resources . Wi-Fi Networks . Allowed 

Group Cipher  

Set of group ciphers supported by the Wi-Fi network 

Item Description 
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CCMP 
Use Counter Cipher Mode with Block Chaining Message Authentication Code Encryption 

Protocol 

TKIP Use Temporal Key Integrity Protocol 

WEP104 Use Wired Equivalent Privacy with 104 bit key size 

WEP40 Use Wired Equivalent Privacy with 40 bit key size 

Organization Management . Android Corporate Resources . Wi-Fi Networks . Allowed Key 

Management Scheme 

Set of key management protocols supported by the Wi-Fi network 

Item Description 

NONE Use No key management protocol 

IEEE802.1X Use IEEE port-based Network Access Control protocol 

WPA_EAP Use Wi-Fi Protected Access Extensible Authentication Protocol 

WPA_PSK Use Wi-Fi Protected Access Pre-Shared Key Protocol 

Organization Management . Android Corporate Resources . Wi-Fi Networks . Allowed 

Pairwise Cipher 

Set of pairwise ciphers for WPA supported by the Wi-Fi network 

Item Description 

NONE Use no pairwise cipher used 

CCMP Use Counter Cipher Mode with Block Chaining Message Authentication Code Encryption Protocol 

TKIP Use Temporal Key Integrity Protocol 

Organization Management . Android Corporate Resources . Wi-Fi Networks . Allowed 

Protocol 
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Set of security protocol supported by the Wi-Fi network 

Item Description 

RSN Use Robust Secure Network Protocol 

WPA Use Wi-Fi Protected Access 

Organization Management . Application Management 

Application Management 

Organization Management . Application Management . Managed Apps 

Managed Apps for various mobile platforms 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

MobileAppSAKey Key that uniquely identifies a managed app 

Platform Mobile device platform 

Name Display name of the managed app 

App File Name Display name for the file of the managed app 

App File Size (bytes) Size of the file for the managed app (in bytes) 

iPad-only App Determine if an app is iPad-Only 

Link URL for the managed app 

Version Version of the managed app 

Region Region of the managed app 

Type How the managed app was added. 

Managed App Description Description associated with the managed app 
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Notes For Managed App Notes associated with the managed app 

Organization Management . Application Management . Managed Apps . iOS Only Options 

Managed Apps: iOS Only Options 

Item Description 

App Store ID Apple itunes store ID for the app 

iOS Manifest URL URL for the manifest file 

Config File Name Name of the configuration file 

Remove With MDM Removes the app when the ZENworks MDM profile is removed 

Prevent Backup Prevents app data backup when connected to itunes 

Number Of Available 

Seats 

Number of seats left i.e. number of times this app can be downloaded by 

distinct users 

Organization Management . Application Management . Managed Apps . Android Only 

Options 

Managed Apps: Android Only Options 

Item Description 

Package Name Package name of the Android application 

Remove With MDM Removes the app when the device is sent a Selective Wipe command 

Organization Management . Application Management . Whitelists/Blacklists 

Whitelists/Blacklists defined for the organization 

Organization Management . Application Management . Whitelists/Blacklists . Blacklists 

Blacklist defined for the organization. 
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Item Description 

BlacklistSAKey Key that uniquely identifies a Blacklist 

OrganizationSAKey Key that uniquely identifies the Organization 

Blacklist Name Display name for the Blacklist 

Method Determines whether tha app name needs to be an exact match or not. 

App ID App ID for the Blacklisted app 

App Name Name of the app blacklisted by the admin 

Type How the app was imported to the blacklist 

Blacklist Description Description associated with the Blacklist 

Notes for Blacklist Notes associated with the Blacklist 

Organization Management . Application Management . Whitelists/Blacklists . Whitelists 

Whitelist defined for the organization. 

Item Description 

WhitelistSAKey Key that uniquely identifies a Whitelist 

OrganizationSAKey Key that uniquely identifies the Organization 

Whitelist Name Display name for the Whitelist 

Method Determines whether tha app name needs to be an exact match or not. 

App ID App ID for the Whitelisted app 

App Name Name of the app Whitelisted by the admin 

Type How the app was imported to the Whitelist 

Whitelist Description Description associated with the Whitelist 
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Notes for Whitelist Notes associated with the Whitelist 

Organization Management . Administrative Servers 

Administrative Servers 

Organization Management . Administrative Servers . ActiveSync Servers 

ActiveSync Servers for the organization 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

ASServerSAKey Key that uniquely identifies an ActiveSync server 

ActiveSync Server Name Display name for the ActiveSync server 

ActiveSync Server Address Address for the ActiveSync server 

ActiveSync Server Port Communication port used by the ActiveSync server 

UseSSL SSL support for the ActiveSync server 

Allow Hands-Off Enrollment Allow hands-off enrollment for the ActiveSync server 

AutoDiscover Perform auto-discover for the ActiveSync server 

ActiveSync Server Domain ActiveSync domain for the ActiveSync server 

Link to LDAP Server Linked LDAP server for the ActiveSync server (advanced LDAP capabilities) 

Data Sync Server URL Link to the administration portal of the DataSync server 

ActiveSync Server Description Description associated with the ActiveSync server 

Notes For ActiveSync Server Notes associated with the ActiveSync server 

Organization Management . Administrative Servers . LDAP Servers 

Administrative LDAP Servers for the organization 
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Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

LDAPServerSAKey Key that uniquely identifies the LDAP server 

Administrative LDAP Server Description Description associated with the LDAP server 

Notes For Administrative LDAP Server Notes associated with the LDAP server 

Organization Management . Administrative Servers . LDAP Servers . Server Settings 

Basic server settings for the LDAP server 

Item Description 

LDAP Server Name Display name for the LDAP server 

LDAP Server Address Address for the LDAP server 

LDAP Server Port Communication port used by the LDAP server 

Link To ActiveSync Server ActiveSync server linked to the LDAP server 

LDAP Server Domain Domain associated with the LDAP server 

LDAP E-mail Attribute The attribute used to obtain a users email address 

LDAP User First Name Attribute The attribute used to obtain a users first name 

LDAP User Last Name Attribute The attribute used to obtain a users last name 

LDAP User Identification Attribute The attribute used to obtain a users ID 

LDAP Group Membership Attribute The attribute used to obtain a users group membership 

Use SSL Is SSL supported on this LDAP server 

Use TLS Does the LDAP server use TLS 

LDAP User Name User name used for admin authentication on this LDAP server 
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LDAP Base DN Base distinguished name of the directory that holds your users 

LDAP Group Object Class Collection of attributes that define a group 

LDAP User Object Class Collection of attributes that define a user 

Organization Management . Administrative Servers . LDAP Servers . Domain Settings 

Domain settings for the LDAP server 

Item Description 

ActiveSync Domains Domain Associated with the Linked ActiveSync server 

Allow Additional 

Domains 

Are additional domains needed for users that you split into multiple MDM 

organizations. 

LDAP Domains Domain associated with the LDAP server 

Organization Management . Administrative Servers . LDAP Servers . Hands-Off 

Enrollment Settings 

Hands-Off Enrollment Settings 

Item Description 

Allow Hands-Off Enrollment For This LDAP Server 
Is hands-off enrollment allowed for this LDAP 

server 

Only Allow Hands-Off Enrollment For Members of 

Selected LDAP Groups/Folders 

Is hands-off enrollment allowed only for the 

selected groups or folders 

Organization Management . Administrative Servers . LDAP Servers . Hands-Off 

Enrollment Settings . Groups 

Hands-off enrollment settings for groups 

Item Description 
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LDAPGroupContainerSAKey Key that uniquely identifies an LDAP group 

Allow Hands-Off 

Allow hands-off enrollment for this group. This setting is effective only 

when the setting for allowing hands-off enrollment for selected folders and 

groups is active 

Imported LDAP Groups Display name for the imported LDAP 

LDAP Group Priority Priority of the imported LDAP group 

Organization Management . Administrative Servers . LDAP Servers . Hands-Off 

Enrollment Settings . Folders 

Hands-off enrollment settings for folders 

Item Description 

ParentFolderContainerSAKey Key that uniquely identifies the parent folder of an LDAP folder 

FolderContainerSAKey Key that uniquely identifies an LDAP folder 

Allow Hands-Off 

Allow hands-off enrollment for this folder. This setting is effective only 

when the setting for allowing hands-off enrollment for selected folders 

and groups is active 

LDAP Folders Display name of the LDAP folder 

Folder Depth 
This parameter tell you how many levels deep the folder lies. It may be 

considered as number of levels in from the root folder. 

Folder Order 
Tells the order of the folders, as seen on the LDAP server. it is used to 

recreate hierarchy of the folders on the ZENworks server 

Organization Management . Administrative Servers . LDAP Servers . Group And Folder 

Configurations 

Group And Folder Configurations 

Organization Management . Administrative Servers . LDAP Servers . Group And Folder 

Configurations . Groups 
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LDAP Groups configuration 

Item Description 

GroupContainerSAKey Key that uniquely identifies an LDAP group 

Priority 

Priority of the LDAP group. It is used determine which policy suite, device 

connection schedule and liability get assigned to a user added from the LDAP 

server 

Imported LDAP Group Display name of the LDAP group 

Policy Schedule Type Default policy schedule type for the LDAP group 

Policy Schedule Default policy schedule assigned to the LDAP group 

Policy Suite Default policy suite assigned to the LDAP group 

Policy Suite Outside 

Schedule 
Default off schedule policy suite assigned to the LDAP group 

Connection Schedule Default device connection schedule assigned to the LDAP group 

Liability Default liability assigned to the LDAP group 

Organization Management . Administrative Servers . LDAP Servers . Group And Folder 

Configurations . Groups . Blacklists 

Information about blacklists assigned to the LDAP group 

Item Description 

Blacklist Name Default blacklist assigned to the LDAP group 

Corporate Permissions Blacklist corporate permissions 

Individual Permissions Blacklist individual permissions 

Organization Management . Administrative Servers . LDAP Servers . Group And Folder 

Configurations . Groups . Whitelists 
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Information about whitelists assigned to the LDAP group 

Item Description 

Whitelist Name Default Whitelist assigned to the LDAP group 

Corporate Permissions Whitelist corporate permissions 

Individual Permissions Whitelist individual permissions 

Organization Management . Administrative Servers . LDAP Servers . Group And Folder 

Configurations . Groups . Blacklists 

Information about off schedule blacklists assigned to the LDAP group 

Item Description 

Blacklist Name Default off schedule blacklist assigned to the LDAP group 

Corporate Permissions Blacklist corporate permissions 

Individual Permissions Blacklist individual permissions 

Organization Management . Administrative Servers . LDAP Servers . Group And Folder 

Configurations . Groups . Whitelists 

Information about off schedule whitelists assigned to the LDAP group 

Item Description 

Whitelist Name Default off schedule whitelist assigned to the LDAP group 

Corporate Permissions Whitelist corporate permissions 

Individual Permissions Whitelist individual permissions 

Organization Management . Administrative Servers . LDAP Servers . Group And Folder 

Configurations . Folders 

LDAP Folders configuration 
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Item Description 

ParentFolderContainerSAKey Key that uniquely identifies the parent folder of an LDAP folder 

FolderContainerSAKey Key that uniquely identifies an LDAP folder 

Folder Depth 
This parameter tell you how many levels deep the folder lies. It may be 

considered as number of levels in from the root folder. 

Folder Order 
Tells the order of the folders, as seen on the LDAP server. it is used to 

recreate hierarchy of the folders on the ZENworks server 

LDAP Folders Display name of the LDAP folder 

Policy Schedule Type Default policy schedule type for the LDAP folder 

Policy Schedule Default policy schedule assigned to the LDAP folder 

Policy Suite Default policy suite assigned to the LDAP folder 

Policy Suite Outside 

Schedule 
Default off schedule policy suite assigned to the LDAP folder 

Connection Schedule Default device connection schedule assigned to the LDAP folder 

Liability Default liability assigned to the LDAP folder 

Organization Management . Administrative Servers . LDAP Servers . Group And Folder 

Configurati ons . Folders . Blacklists 

Information about blacklists assigned to the LDAP folder 

Item Description 

Blacklist Name Default blacklist assigned to the LDAP folder 

Corporate Permissions Blacklist corporate permissions 

Individual Permissions Blacklist individual permissions 
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Organization Management . Administrative Servers . LDAP Servers . Group And Folder 

Configurations . Folders . Whitelists 

Information about Whitelists assigned to the LDAP folder 

Item Description 

Whitelist Name Default Whitelist assigned to the LDAP folder 

Corporate Permissions Whitelist corporate permissions 

Individual Permissions Whitelist individual permissions 

Organization Management . Administrative Servers . LDAP Servers . Group And Folder 

Configurations . Folders . Blacklists 

Information about off schedule blacklists assigned to the LDAP folder 

Item Description 

Blacklist Name Default blacklist assigned to the LDAP folder 

Corporate Permissions Blacklist corporate permissions 

Individual Permissions Blacklist individual permissions 

Organization Management . Administrative Servers . LDAP Servers . Group And Folder 

Configurations . Folders . Whitelists 

Information about off schedule whitelists assigned to the LDAP folder 

Item Description 

Whitelist Name Default Whitelist assigned to the LDAP folder 

Corporate Permissions Whitelist corporate permissions 

Individual Permissions Whitelist individual permissions 

Organization Management . Administrative Servers . LDAP Servers . Periodic Update 

Settings 
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Settings for the periodic checks on the LDAP server for changes to groups and folders 

Item Description 

Refresh Interval 

(Hours) 
Frequency of checks performed on the LDAP server to look for changes 

LDAP User Deleted 

Action 

Action to perform when a user added to the ZENworks server through the LDAP 

server, gets deleted on the LDAP server. 

Organization Management . Administrative Servers . OpenID Provider 

OpenID provider information for this organization 

Item Description 

OpenIDProviderSAKey Key that uniquely identifies an openID provider 

OrganizationSAKey Key that uniquely identifies the Organization 

Enabled OpenID provider enabled for this organization 

Organization Alias Alias used to identify the organization 

Predefined Providers Is the OpenID provider in the list of predefined providers 

Zone Zone name associated with the openID provider 

OpenID Provider URL URL for the openID provider 

OpenID Return URL Return URL for the openID provider 

OpenID Provider Description Description associated with the openID provider 

Notes For OpenID Provider Notes associated with the openID provider 

Organization Management . Administrative Servers . SMTP Server 

SMTP server information for this organization 
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Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

SMTPServerSAKey Key that uniquely identifies an SMTP server 

SMTP Server Name Display name for the SMTP server 

SMTP Server Address Address for the SMTP server 

SMTP Server Port Communication port used by the SMTP server 

Use SSL SSL supported by the SMTP server 

Use TLS TLS supported by the SMTP server 

Use Authentication Should authentication be used for the SMTP server 

User Name User name for admin authentication on the SMTP server 

Automatic Email From Address Automatic sender email address on mails sent from the organization 

Automatic Email Display Name Automatic sender display name on mails sent from the organization 

SMTP Server Description Description associated with the SMTP server 

Notes For SMTP Server Notes associated with the SMTP server 

Organization Management . Organization Control 

Organization Control 

Organization Management . Organization Control . Custom Columns 

Custom Columns associated with the organization 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 
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CustomColumnSAKey Key that uniquely identifies a custom column 

Custom Column Name Display name for the custom column 

Custom Column Type Data type of the custom column 

Maximum Character Length If data type is text then, max text length allowed 

Existing Dropdown Values If type is dropdown then, list of values 

Minimum Value If data type is numeric then, minimum allowed numeric value 

Maximum Value If data type is numeric then, maximum allowed numeric value 

LDAP Server If data type is LDAP then, display name of the LDAP server 

LDAP Attribute If data type is LDAP then, LDAP attribute name for the LDAP server 

Custom Column Description Description associated witht the custom column 

Notes For Custom Column Notes associated with the custom column 

Organization Management . Organization Control . File Share 

Files that can be shared across multiple mobile platform 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

ParentFolderSAKey Key that uniquely identifies the parent of current folder 

FolderSAKey Key that uniquely identifies a folder 

Parent Folder Name Name of the parent of the current folder 

Folder Name Name of the folder 

Date Created Date on which folder was created 

Date Modified Date on which folder was last modified 
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FileSAKey Key that uniquely identifies a file 

File Name Name of the file 

Size (bytes) Size of the file (in bytes) 

Type Type of the file or file extension 

Date Created Date on which the file was created 

Date Modified Date on which the file was last modified 

Version Version of the file 

Folder Description For File Share Folders Description associated with the file 

Folder Notes For File Share Folders Notes associated with the file 

Organization Management . Organization Control . Group E-mailing 

Organization Control: Group E-mailing 

Organization Management . Organization Control . Group E-mailing . Search Group E-

mails 

Log of all the group emails send for an organization 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

Time (GMT) Time when the group email was sent (UTC time) 

Subject Subject of the group email 

Sent By Name of the administrator that sent the group email 

Failed Recipients List of recipient email addressess to whom the email could not be sent 

Organization Management . Organization Control . Local Groups 
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Organization Control: Local Groups 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 

LocalGroupSAKey Key that uniquely identifies the local group 

Local Group Name Name of the local group 

Priority Priority of the local group 

Policy Schedule Type Default policy schedule type for the local group 

Policy Schedule Default policy schedule assigned to the local group 

Policy Suite Default policy suite assigned to the local group 

Policy Suite Outside 

Schedule 
Default off schedule policy suite assigned to the local group 

Connection Schedule Default device connection schedule assigned to the local group 

Liability Default liability assigned to the local group 

Is Organization Default 
Whether or not the group is assigned by default to hands-off enrolled 

users 

Organization Management . Compliance Manager 

Compliance setting for the entire organization 

Organization Management . Compliance Manager . Access Restrictions 

Compliance Manager: Access Restrictions 

Item Description 

OrganizationSAKey Key that uniquely identifies the Organization 
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Organization Management . Compliance Manager . Access Restrictions . Global Custom 

Restrictions 

Compliance Manager: Access Restrictions -> Global Custom Restrictions 

Item Description 

Apply To All Restriction Options Enable custom global restrictions 

Organization Management . Compliance Manager . Access Restrictions . Global Custom 

Restrictions . ActiveSync 

ActiveSync resources 

Item Description 

ActiveSync Connections Restrict access to ActiveSync connections 

Organization Management . Compliance Manager . Access Restrictions . Global Custom 

Restrictions . ZENworks Corporate Resources 

Compliance Manager: Access Restrictions -> Global Custom Restrictions -> ZENworks 

Corporate Resources 

Item Description 

File Share Restrict access to file share 

Managed Apps Restrict access to managed apps 

Organization Management . Compliance Manager . Access Restrictions . Global Custom 

Restrictions . iOS Corporate Resources 

Compliance Manager: Access Restrictions -> Global Custom Restrictions -> iOS Corporate 

Resources 

Item Description 

Access Point Names Restrict access to Access Point Names resource 
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CalDAV Servers Restrict access to CalDAV server resource 

CardDAV Servers Restrict access to CardDAV server resource 

Exchange Servers Restrict access to Exchange server resource 

LDAP Servers Restrict access to LDAP server resource 

Mail Servers Restrict access to Mail server resource 

Provisioning Profiles Restrict access to Provisioning Profile resource 

Subscribed Calendars Restrict access to Subscribed Calendar resource 

VPNs Restrict access to VPN server resource 

Web Clips Restrict access to Web Clips resource 

Wi-Fi Networks Restrict access to Wi-Fi network resource 

Organization Management . Compliance Manager . Access Restrictions . Global Custom 

Restrictions . Android Corporate Resources 

Compliance Manager: Access Restrictions -> Global Custom Restrictions -> Android Corporate 

Resources 

Item Description 

VPNs Restrict access to VPN server resource 

Wi-Fi Networks Restrict access to Wi-Fi network resource 

Organization Management . Compliance Manager . Access Restrictions . Restriction 

Options 

Compliance Manager: Access Restrictions -> Restriction Options 

Organization Management . Compliance Manager . Access Restrictions . Restriction 

Options . Restrict on ActiveSync Authorization Failures 

Compliance Manager: Access Restrictions -> Restriction Options -> Restrict on ActiveSync 

Authorization Failures 



ZENworks Mobile Management ZR5 Domain Reference
   204 

Item Description 

Restrict On ActiveSync 

Authorization Failures 
Enable restrictions on ActiveSync authorization failures 

Failed Login Attempt Limit 
Total number of ActiveSync authorization failures allowed before 

restriction get enforced 

Organization Management . Compliance Manager . Access Restrictions . Restriction 

Options . Restrict on ActiveSync Authorization Failures . ActiveSync 

ActiveSync resources 

Item Description 

ActiveSync Connections Restrict access to ActiveSync connections 

Organization Management . Compliance Manager . Access Restrictions . Restriction 

Options . Restrict on ActiveSync Authorization Failures . ZENworks Corporate Resources 

Compliance Manager: Access Restrictions -> Restriction Options -> Restrict on ActiveSync 

Authorization Failures -> ZENworks Corporate Resources 

Item Description 

File Share Restrict access to file share 

Managed Apps Restrict access to managed apps 

Organization Management . Compliance Manager . Access Restrictions . Restriction 

Options . Restrict on ActiveSync Authorization Failures . iOS Corporate Resources 

Compliance Manager: Access Restrictions -> Restriction Options -> Restrict on ActiveSync 

Authorization Failures -> iOS Corporate Resources 

Item Description 

Access Point Names Restrict access to Access Point Names resource 
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CalDAV Servers Restrict access to CalDAV server resource 

CardDAV Servers Restrict access to CardDAV server resource 

Exchange Servers Restrict access to Exchange server resource 

LDAP Servers Restrict access to LDAP server resource 

Mail Servers Restrict access to Mail server resource 

Provisioning Profiles Restrict access to Provisioning Profile resource 

Subscribed Calendars Restrict access to Subscribed Calendar resource 

VPNs Restrict access to VPN server resource 

Web Clips Restrict access to Web Clips resource 

Wi-Fi Networks Restrict access to Wi-Fi network resource 

Organization Management . Compliance Manager . Access Restrictions . Restriction 

Options . Restrict on ActiveSync Authorization Failures . Android Corporate Resources 

Compliance Manager: Access Restrictions -> Restriction Options -> Restrict on ActiveSync 

Authorization Failures -> Android Corporate Resources 

Item Description 

VPNs Restrict access to VPN server resource 

Wi-Fi Networks Restrict access to Wi-Fi network resource 

Organization Management . Compliance Manager . Access Restrictions . Restriction 

Options . Restrict ActiveSync Protocol 

Compliance Manager: Access Restrictions -> Restriction Options -> Restrict ActiveSync 

Protocol 

Item Description 
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Restrict ActiveSync Protocol Enable restrictions based on ActiveSync protocol version 

Minimum AS Version Restrict versions below the one mentioned 

Organization Management . Compliance Manager . Access Restrictions . Restriction 

Options . Restrict ActiveSync Protocol . ActiveSync 

ActiveSync resources 

Item Description 

ActiveSync Connections Restrict access to ActiveSync connections 

Organization Management . Compliance Manager . Access Restrictions . Restriction 

Options . Restrict ActiveSync Protocol . ZENworks Corporate Resources 

Compliance Manager: Access Restrictions -> Restriction Options -> Restrict ActiveSync 

Protocol -> ZENworks Corporate Resources 

Item Description 

File Share Restrict access to file share 

Managed Apps Restrict access to managed apps 

Organization Management . Compliance Manager . Access Restrictions . Restriction 

Options . Restrict ActiveSync Protocol . iOS Corporate Resources 

Compliance Manager: Access Restrictions -> Restriction Options -> Restrict ActiveSync 

Protocol -> iOS Corporate Resources 

Item Description 

Access Point Names Restrict access to Access Point Names resource 

CalDAV Servers Restrict access to CalDAV server resource 

CardDAV Servers Restrict access to CardDAV server resource 

Exchange Servers Restrict access to Exchange server resource 
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LDAP Servers Restrict access to LDAP server resource 

Mail Servers Restrict access to Mail server resource 

Provisioning Profiles Restrict access to Provisioning Profile resource 

Subscribed Calendars Restrict access to Subscribed Calendar resource 

VPNs Restrict access to VPN server resource 

Web Clips Restrict access to Web Clips resource 

Wi-Fi Networks Restrict access to Wi-Fi network resource 

Organization Management . Compliance Manager . Access Restrictions . Restriction 

Options . Restrict ActiveSync Protocol . Android Corporate Resources 

Compliance Manager: Access Restrictions -> Restriction Options -> Restrict ActiveSync 

Protocol -> Android Corporate Resources 

Item Description 

VPNs Restrict access to VPN server resource 

Wi-Fi Networks Restrict access to Wi-Fi network resource 

Organization Management . Compliance Manager . Access Restrictions . Restriction 

Options . Restrict when Blacklist App detected 

Compliance Manager: Access Restrictions -> Restriction Options -> Restrict when Blacklist App 

detected 

Item Description 

Restrict If Blacklist App Is Detected Enable restrictions for devices that violate Blacklist restrictions 

Organization Management . Compliance Manager . Access Restrictions . Restriction 

Options . Restrict when Blacklist App detected . ActiveSync 

ActiveSync resources 
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Item Description 

ActiveSync Connections Restrict access to ActiveSync connections 

Organization Management . Compliance Manager . Access Restrictions . Restriction 

Options . Restrict when Blacklist App detected . ZENworks Corporate Resources 

Compliance Manager: Access Restrictions -> Restriction Options -> Restrict when Blacklist App 

detected -> ZENworks Corporate Resources 

Item Description 

File Share Restrict access to file share 

Managed Apps Restrict access to managed apps 

Organization Management . Compliance Manager . Access Restrictions . Restriction 

Options . Restrict when Blacklist App detected . iOS Corporate Resources 

Compliance Manager: Access Restrictions -> Restriction Options -> Restrict when Blacklist App 

detected -> iOS Corporate Resources 

Item Description 

Access Point Names Restrict access to Access Point Names resource 

CalDAV Servers Restrict access to CalDAV server resource 

CardDAV Servers Restrict access to CardDAV server resource 

Exchange Servers Restrict access to Exchange server resource 

LDAP Servers Restrict access to LDAP server resource 

Mail Servers Restrict access to Mail server resource 

Provisioning Profiles Restrict access to Provisioning Profile resource 

Subscribed Calendars Restrict access to Subscribed Calendar resource 
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VPNs Restrict access to VPN server resource 

Web Clips Restrict access to Web Clips resource 

Wi-Fi Networks Restrict access to Wi-Fi network resource 

Organization Management . Compliance Manager . Access Restrictions . Restriction 

Options . Restrict when Blacklist App detected . Android Corporate Resources 

Compliance Manager: Access Restrictions -> Restriction Options -> Restrict when Blacklist App 

detected -> Android Corporate Resources 

Item Description 

VPNs Restrict access to VPN server resource 

Wi-Fi Networks Restrict access to Wi-Fi network resource 

Organization Management . Compliance Manager . Access Restrictions . Restriction 

Options . Restrict when non-Whitelist App detected 

Compliance Manager: Access Restrictions -> Restriction Options -> Restrict when non-Whitelist 

App detected 

Item Description 

Restrict If Whitelist App Is Detected Enable restrictions for devices that violate Whitelist restrictions 

Organization Management . Compliance Manager . Access Restrictions . Restriction 

Options . Restrict when non-Whitelist App detected . ActiveSync 

ActiveSync resources 

Item Description 

ActiveSync Connections Restrict access to ActiveSync connections 

Organization Management . Compliance Manager . Access Restrictions . Restriction 

Options . Restrict when non-Whitelist App detected . ZENworks Corporate Resources 
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Compliance Manager: Access Restrictions -> Restriction Options -> Restrict when non-Whitelist 

App detected -> ZENworks Corporate Resources 

Item Description 

File Share Restrict access to file share 

Managed Apps Restrict access to managed apps 

Organization Management . Compliance Manager . Access Restrictions . Restriction 

Options . Restrict when non-Whitelist App detected . iOS Corporate Resources 

Compliance Manager: Access Restrictions -> Restriction Options -> Restrict when non-Whitelist 

App detected -> iOS Corporate Resources 

Item Description 

Access Point Names Restrict access to Access Point Names resource 

CalDAV Servers Restrict access to CalDAV server resource 

CardDAV Servers Restrict access to CardDAV server resource 

Exchange Servers Restrict access to Exchange server resource 

LDAP Servers Restrict access to LDAP server resource 

Mail Servers Restrict access to Mail server resource 

Provisioning Profiles Restrict access to Provisioning Profile resource 

Subscribed Calendars Restrict access to Subscribed Calendar resource 

VPNs Restrict access to VPN server resource 

Web Clips Restrict access to Web Clips resource 

Wi-Fi Networks Restrict access to Wi-Fi network resource 

Organization Management . Compliance Manager . Access Restrictions . Restriction 

Options . Restrict when non-Whitelist App detected . Android Corporate Resources 
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Compliance Manager: Access Restrictions -> Restriction Options -> Restrict when non-Whitelist 

App detected -> Android Corporate Resources 

Item Description 

VPNs Restrict access to VPN server resource 

Wi-Fi Networks Restrict access to Wi-Fi network resource 

Organization Management . Compliance Manager . Access Restrictions . Restriction 

Options . Restrict Cellular Connection 

Compliance Manager: Access Restrictions -> Restriction Options -> Restrict Cellular 

Connection 

Item Description 

Restrict Cellular 

Connection 

Enable restrictions for BlackBerry devices with NotifySync that are currently using 

a non-Wi-Fi Preferred Network setting 

Organization Management . Compliance Manager . Access Restrictions . Restriction 

Options . Restrict Cellular Connection . ActiveSync 

ActiveSync resources 

Item Description 

ActiveSync Connections Restrict access to ActiveSync connections 

Organization Management . Compliance Manager . Access Restrictions . Restriction 

Options . Restrict Cellular Connection . ZENworks Corporate Resources 

Compliance Manager: Access Restrictions -> Restriction Options -> Restrict Cellular 

Connection -> ZENworks Corporate Resources 

Item Description 

File Share Restrict access to file share 

Managed Apps Restrict access to managed apps 
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Organization Management . Compliance Manager . Access Restrictions . Restriction 

Options . Restrict Liability  

Compliance Manager: Access Restrictions -> Restriction Options -> Restrict Liability 

Item Description 

Restrict Liability Enable restrictions based on liability of a device 

Type Restricted liability 

Organization Management . Compliance Manager . Access Restrictions . Restriction 

Options . Restrict Liability . ActiveSync 

ActiveSync resources 

Item Description 

ActiveSync Connections Restrict access to ActiveSync connections 

Organization Management . Compliance Manager . Access Restrictions . Restriction 

Options . Restrict Liability  . ZENworks Corporate Resources 

Compliance Manager: Access Restrictions -> Restriction Options -> Restrict Liability -> 

ZENworks Corporate Resources 

Item Description 

File Share Restrict access to file share 

Managed Apps Restrict access to managed apps 

Organization Management . Compliance Manager . Access Restrictions . Restriction 

Options . Restrict Liability . iOS Corporate Resources 

Compliance Manager: Access Restrictions -> Restriction Options -> Restrict Liability -> iOS 

Corporate Resources 

Item Description 



ZENworks Mobile Management ZR5 Domain Reference
   213 

Access Point Names Restrict access to Access Point Names resource 

CalDAV Servers Restrict access to CalDAV server resource 

CardDAV Servers Restrict access to CardDAV server resource 

Exchange Servers Restrict access to Exchange server resource 

LDAP Servers Restrict access to LDAP server resource 

Mail Servers Restrict access to Mail server resource 

Provisioning Profiles Restrict access to Provisioning Profile resource 

Subscribed Calendars Restrict access to Subscribed Calendar resource 

VPNs Restrict access to VPN server resource 

Web Clips Restrict access to Web Clips resource 

Wi-Fi Networks Restrict access to Wi-Fi network resource 

Organization Management . Compliance Manager . Access Restrictions . Restriction 

Options . Restrict Liability  . Android Corporate Resources 

Access Restrictions -> Restriction Options -> Restrict Liability -> Android Corporate Resources 

Item Description 

VPNs Restrict access to VPN server resource 

Wi-Fi Networks Restrict access to Wi-Fi network resource 

Organization Management . Compliance Manager . Access Restrictions . Restriction 

Options . Restrict on ZENworks Authorization Failures 

Compliance Manager: Access Restrictions -> Restriction Options -> Restrict on ZENworks 

Authorization Failures 

Item Description 
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Restrict on ZENworks Authorization 

Failures 
Enable restrictions based on ZENworks authorization failures 

Failed Login Attempt Limit 
Total number of ZENworks authorization failures allowed before 

restriction get enforced 

Organization Management . Compliance Manager . Access Restrictions . Restriction 

Options . Restrict on ZENworks Authorization Failures . ActiveSync 

ActiveSync resources 

Item Description 

ActiveSync Connections Restrict access to ActiveSync connections 

Organization Management . Compliance Manager . Access Restrictions . Restriction 

Options . Restrict on ZENworks Authorization Failures . ZENworks Corporate resources 

Compliance Manager: Access Restrictions -> Restriction Options -> Restrict on ZENworks 

Authorization Failures -> ZENworks Corporate resources 

Item Description 

File Share Restrict access to file share 

Managed Apps Restrict access to managed apps 

Organization Management . Compliance Manager . Access Restrictions . Restriction 

Options . Restrict on ZENworks Authorization Failures . iOS Corporate Resources 

Compliance Manager: Access Restrictions -> Restriction Options -> Restrict on ZENworks 

Authorization Failures -> iOS Corporate Resources 

Item Description 

Access Point Names Restrict access to Access Point Names resource 

CalDAV Servers Restrict access to CalDAV server resource 
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CardDAV Servers Restrict access to CardDAV server resource 

Exchange Servers Restrict access to Exchange server resource 

LDAP Servers Restrict access to LDAP server resource 

Mail Servers Restrict access to Mail server resource 

Provisioning Profiles Restrict access to Provisioning Profile resource 

Subscribed Calendars Restrict access to Subscribed Calendar resource 

VPNs Restrict access to VPN server resource 

Web Clips Restrict access to Web Clips resource 

Wi-Fi Networks Restrict access to Wi-Fi network resource 

Organization Management . Compliance Manager . Access Restrictions . Restriction 

Options . Restrict on ZENworks Authorization Failures . Android Corporate Resources 

Compliance Manager: Access Restrictions -> Restriction Options -> Restrict on ZENworks 

Authorization Failures ->  

Item Description 

VPNs Restrict access to VPN server resource 

Wi-Fi Networks Restrict access to Wi-Fi network resource 

Organization Management . Compliance Manager . Access Restrictions . Restriction 

Options . Restrict BlackBerrys Without NotifySync 

Compliance Manager: Access Restrictions -> Restriction Options -> Restrict BlackBerrys 

Without NotifySync 

Item Description 

Restrict BlackBerrys Without 

NotifySync 

Enable restrictions for BlackBerry devices without NotifySync 

device app 
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Organization Management . Compliance Manager . Access Restrictions . Restriction 

Options . Restrict BlackBerrys Without NotifySync . ActiveSync 

ActiveSync resources 

Item Description 

ActiveSync Connections Restrict access to ActiveSync connections 

Organization Management . Compliance Manager . Access Restrictions . Restriction 

Options . Restrict BlackBerrys Without NotifySync . ZENworks Corporate Resources 

Compliance Manager: Access Restrictions -> Restriction Options -> Restrict BlackBerrys 

Without NotifySync -> ZENworks Corporate Resources 

Item Description 

File Share Restrict access to file share 

Managed Apps Restrict access to managed apps 

Organization Management . Compliance Manager . Access Restrictions . Restriction 

Options . Restrict If Android user disables the Device Administrators 

Compliance Manager: Access Restrictions -> Restriction Options -> Restrict If Android user 

disables Device Administrators 

Item Description 

Restrict If Android user disables the Device 

Administrators 

Enable restrictions based on Disabled the Device 

Administrators 

Organization Management . Compliance Manager . Access Restrictions . Restriction 

Options . Restrict If Android user disables the Device Administrators . ActiveSync 

ActiveSync resources 

Item Description 

ActiveSync Connections Restrict access to ActiveSync connections 
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Organization Management . Compliance Manager . Access Restrictions . Restriction 

Options . Restrict If Android user disables the Device Administrators . ZENworks 

Corporate Resources 

Compliance Manager: Access Restrictions -> Restriction Options -> Restrict If Android user 

disables Device Administrators -> ZENworks Corporate Resources 

Item Description 

File Share Restrict access to file share 

Managed Apps Restrict access to managed apps 

Organization Management . Compliance Manager . Access Restrictions . Restriction 

Options . Restrict If Android user disables the Device Administrators . Android Corporate 

Resources 

Compliance Manager: Access Restrictions -> Restriction Options -> Restrict If Android user 

disables Device Administrators -> Android Corporate Resources 

Item Description 

VPNs Restrict access to VPN server resource 

Wi-Fi Networks Restrict access to Wi-Fi network resource 

Organization Management . Compliance Manager . Access Restrictions . Restriction 

Options . Restrict If Roaming Detected 

Compliance Manager: Access Restrictions -> Restriction Options -> Restrict If Roaming 

Detected 

Item Description 

Restrict If Roaming Detected Enable restrictions for devies that are roaming 

Organization Management . Compliance Manager . Access Restrictions . Restriction 

Options . Restrict If Roaming Detected . ActiveSync 

ActiveSync resources 






















































































































































































































































































































































































