
Mindterm should be used to create a public/private keypair for RSA (V1 & V2) 
and DSA (V2) keys. 
 
You can launch Mindterm in the following manner: 
 
1. Open a cmd window on the SiteScope server. 
 
2. For SiteScope 8.x, issue the command: 
<full path to SiteScope>\java\bin\java -jar c:\<full path to SiteScope>\WEB-
INF\lib\mindterm.jar 
 
For SiteScope 7.9.5.x and earlier, enter the command: 
<full path to SiteScope>\java\bin\java -jar c:\<full path to 
SiteScope>\java\lib\ext\mindterm.jar 
 
3. In Mindterm, select File->Create Keypair->DSA (or RSA). Also select 
OpenSSH pub format. 
 
4. The keypair will be written to the <USER_HOME>\mindterm directory. Copy 
the identity file to the SiteScope/groups directory. 
 
5. Copy (ftp, scp, etc) the identity.pub created in Step #4 to the remote 
machine. Put it into the <USER_HOME>/.ssh directory and rename the file to 
authorized_keys (or to authorized_keys2 for ssh2). 
 
6. Ensure that the file permissions on the authorized_keys file is User->Read, 
Write, Execute | Group->Read | Other->Read by issuing the command in the 
<USER_HOME>/.ssh directory: 
chmod 744 authorized_keys 
 
7. Create a remote connection in the SiteScope UI for the remote using keyfile 
authentication and Internal Java libraries. 
 
The private key goes in the SiteScope/groups directory and the public key in 
the <USER_HOME>/.ssh/authorized_keys files of the remote machines. 
The key generated from Mindterm is in Openssh format. 
 
Note you must verify that the server key and the Mindterm key are at the same 
level. For example, if the server key is 768 bit and the Mindterm key is 1024 bit, 
the authentication proceedure will fail. 
 
Also, when using the "Key File for SSH connections" field in the SiteScope GUI, 
if there is a trailing space at the end of the information entered, it will also 
cause an "unknown error (-1)" failure. Removing the trailing space fixes the 
problem. 
 
If you are using F-secure 



SiteScope internal java libraries requires that we use an openSSH key format. 
The F-Secure client creates an SEC SSH formatted key and the F-Secure server 
understands a SEC SSH formatted key. The ONLY way to get this to work is to: 
 
1. Create a RSA key in Mindterm which is an openSSH keypair 
 
2. Use the command: 
ssh-kegen -e -f <public key> 
Issue this command on the remote server to convert the openSSH key to SEC 
SSH format. Leave the private key on the SiteScope server in the openSSH 
format. 


