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» Cookie Security: SameSite S +2f

e Cookie Security: Overly Permissive SameSite S

e Go Bad Practices: Leftover Debug Code

e Insecure Randomness: SIEZEHEl A=

* Insecure Randomness: User-Controlled Seed
e Insecure Transport: Cipher Suite Downgrade
e Insecure Transport: Weak SSL Protocol
e Often Misused: Privilege Management
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e  Privilege Management: Android Activity Recognition

*  Privilege Management: Android Calendar
e Privilege Management: Android Call Log
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e Privilege Management: Android Camera

e Privilege Management: Android Contacts
e Privilege Management: Android Microphone
e Privilege Management: Android Sensors
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e SwiftUl

* MessageUl

o OFx A
ZHSRFDUS

il ios 14 2}0| 2 2{2| APl X| &S | O| ETFLLC}.
L|C}.

A& Xt Insecure IPC, Link Injection, Path Manipulation, Privacy Violation, Shoulder Surfing & System

Information Leak B1ZFO0I| A 74 2 7| CH

Micro Focus Visual COBOL
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e Cross-Site Scripting: DOM
e  Cross-Site Scripting: SAPUI5 Control
e Cross-Site Scripting: Self

e  Privacy Violation
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e SAPUI5 Misconfiguration: Unsanitized Editor
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JSON(JavaScript Object Notation)= ZtEHeH H|O|E et HAIUL|CH O] B 2|A & CHS B0 CHsH
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e Password Management: Empty Password

e Password Management: Hardcoded Password

¢ Password Management: Null Password
* Password Management: Password in Comment?
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ECMAScript 2021(HH™: ECMA-262)
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2021 CWE™(Common Weakness Enumeration) Top 25
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Insecure Deployment: HTTP Request Smuggling
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Access Control: Missing Authorization Check
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NoSQL Injection: MongoDB
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H M 31’d 2 7: Insecure Mapping Directives
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2021 CWE™ (Common Weakness Enumeration) Top 25
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